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Executive Summary 

POLICYMAKERS HAVE BEEN exploring different ways to fight serious and organised crime 
and terrorism while upholding fundamental rights to privacy and ensuring that financial 
institutions are not overburdened with regulation. One such policy initiative is international 

funds transfer reporting (IFTR). This has been considered by international anti-money laundering 
and counter-terrorist finance (AML/CTF) standard-setters: the Financial Action Task Force (FATF) and 
the Egmont Group of financial intelligence units. 

Based partly on a detailed study of IFTR requirements in six countries – Australia, Canada, India, 
Indonesia, Norway and Romania – this paper asks whether IFTR requirements are necessary and 
proportionate, and therefore whether their impact in limiting fundamental rights can be justified. 
It concludes that, while IFTR requirements have intelligence value and are a feasible and likely  
cost-effective option, decision-makers should carefully explore a number of regulatory considerations 
as well as alternative policy options. 

While noting that the value of IFTR requirements should not be confused with the value of international 
funds transfer (IFT) information itself, this paper finds two key advantages of IFTR requirements over 
other methods of IFT data collection. The first is the ease of access to information. The second is 
the value that IFTR adds to the strategic analysis capabilities of a financial intelligence unit (FIU). 
IFTR requirements provide better and faster access to financial data than other methods of IFT data 
collection, which could improve the ability of law enforcement agencies to generate investigative 
leads to detect and disrupt serious and organised crime and terrorism. Importantly, it could also 
assist in understanding criminal trends and setting policy directions for FIUs. 

This paper also explores the resource implications of IFTR requirements, and discusses methods – 
including the imposition of monetary reporting thresholds and the use of information technology 
(IT) – to mitigate resource burdens. It highlights the importance of assessing the risk of crime in a 
country when considering whether to adopt reporting thresholds, and of understanding the ability 
of a state’s financial institutions to access and use technology to promote reporting requirement 
compliance. The paper also finds that increasing AML/CTF regulatory requirements overall have had 
a negative impact on remittances and financial inclusion objectives. However, in the case of IFTR 
requirements, it is argued that regulatory burdens can be mitigated to a large extent through the use 
of technology and reporting thresholds. 

Acknowledging both the value and the cost-effectiveness of IFTR requirements, the paper 
nonetheless highlights the serious impact they could have on fundamental rights, particularly 
on how they might limit the right to privacy. It questions whether a policy should be pursued 
just because it can be pursued. It acknowledges that balancing national security interests with 
individual rights is a decision for policymakers, and that decisions cannot be made in a vacuum. 
These decisions must reflect the social, security and economic contexts in which they are made. The 
paper highlights that data protection is a key consideration. Sound justification must underpin the 
need for any agency to have access to IFT data and the purpose for which those data may be used. 
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The paper argues that careful oversight of adherence to privacy and data-protection measures is 
vital, including the option of an independent oversight mechanism. 

A key lesson from other jurisdictions is that outlining the indicators for judging the value or success of 
IFTR requirements at the outset is important so that the effectiveness of the policy and the need for 
its continued existence can be assessed against established benchmarks, and so that accountability 
for the impact on fundamental rights is upheld.

The paper recommends that policymakers take into account the following eight key issues when 
considering the adoption of IFTR requirements in their jurisdictions: 

1. Compare apples with apples: This paper assesses a range of policy and regulatory 
considerations for policymakers. While international experiences are useful, they cannot 
replace detailed national assessments. The population, financial sectors, social policy needs, 
crime risks and ability to enforce compliance differ greatly between countries. It is important 
for policymakers to avoid comparing apples with oranges. 

2. Benchmark success: One of the key challenges faced by countries implementing bulk  
data-collection measures, such as IFTR requirements, has been the ability to produce 
compelling evidence demonstrating the success or value of the policy. Better articulation of 
the indicators of success, particularly where those indicators require nuanced, qualitative 
assessments, is vital at the outset of policymaking. 

3. Explore alternative options: Policymakers should consider alternatives to IFTR requirements 
and determine whether they might adequately meet the identified tactical, operational and 
strategic analysis needs of FIUs. Several other methods are discussed in this paper. 

4. Balance national security interests with protection of individual rights: Benchmarking 
success and arguing the need for IFTR requirements above and beyond alternative options, 
which have less impact on the right to privacy, are important in taking an informed position 
that balances national security interests with the protection of individual rights. 

5. Adopt robust data-protection measures: Sound justification should underpin the need 
for any agency to have access to IFT data and the purpose for which they may be used. 
Policymakers should consider oversight mechanisms, including the option of an independent 
body responsible for this.

6. Consider adopting a reporting threshold: Monetary thresholds for reporting may be useful 
in mitigating resource burdens for both FIUs and financial institutions. However, they can 
also have consequences that diminish the value of IFTR requirements. Countries should 
assess their crime risks and consider whether reporting thresholds inhibit the detection and 
disruption of high-risk crimes. 

7. Assess IT capabilities: An investment in IT will be necessary, and may also be crucial in limiting 
resource impacts on both FIUs and financial institutions. Policymakers should assess the ability 
of their country’s financial institutions, particularly small and medium-sized institutions, to 
access and use technology to promote compliance with reporting requirements. 

8. Support remittances and financial inclusion: Policymakers should ensure that IFTR 
requirements work to complement, not conflict with, remittance and financial inclusion 
objectives. Reporting thresholds and IT solutions might assist in mitigating the impact on 
resources for remittance service providers. 



Introduction 

ONGOING DISCUSSIONS IN the EU, the US and inter-governmental bodies – such as the 
Egmont Group1 and the Financial Action Task Force (FATF) – have seen calls for more and 
improved access to financial information for law enforcement in the fight against serious 

and organised crime and terrorism. In the context of these discussions, this paper seeks to inform 
policymakers about key considerations on the adoption of requirements for international funds 
transfer reporting (IFTR) as one possible tool in the financial toolkit of law enforcement efforts. 

Serious and organised crime continues to have an impact on the economic and physical security 
of countries across the world. It takes billions of dollars out of the formal economy annually,2 
depriving governments of funds necessary for economic and social development and requiring 
significant investment in law enforcement to protect their citizens. Over the past decade or 
more, governments, international organisations and civil society have championed a strategy of 
‘follow the money’ to detect and disrupt these crimes and to recover the proceeds of criminal 
conduct. Given the increasingly transnational nature of many of these crimes, money trails 
often cross international borders. 

Dedicated financial investigation units have been established and the collection, use and 
dissemination of financial information have become a key feature of criminal justice efforts to 
combat serious and organised crime. FATF, an inter-governmental body that sets international 
standards to harden the financial system against abuse from money laundering and terrorist 
financing, has grown in prominence and relevance, stating: 

The mandate of the FATF is to set standards and to promote effective implementation of legal, regulatory 
and operational measures for combating money laundering, terrorist financing and the financing of 
proliferation, and other related threats to the integrity of the international financial system.3 

Countries’ compliance with FATF standards is assessed by FATF or FATF-style regional bodies, 
and non-compliant and uncooperative countries are publicly identified. A FATF public listing has 
a negative economic impact on that country, including by deterring investment. In response, 
countries’ efforts to ‘follow the money’ are becoming more sophisticated. 

‘Follow the money’ became a cornerstone of US counterterrorism strategy after the 9/11 
attacks, which were funded and supported from outside the country. Prior to this, the US white-

1. For more information on the Egmont Group, see <https://www.egmontgroup.org/>, accessed  
16 February 2017.

2. United Nations Office on Drugs and Crime (UNODC), The Globalization of Crime: A Transnational 
Organized Crime Threat Assessment, 2010, p. 19.

3. FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism  
& Proliferation: The FATF Recommendations’, February 2012 (updated October 2016), p. 7.
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collar crime strategy was focused on money laundering, insider trading and fraud. Following 
9/11, ‘follow the money’ involved not only following the illicit proceeds of crime looking to 
be hidden, but also focused more closely on ‘clean’ money intended to kill or cause damage.4 
‘Follow the money’ has also become a feature of EU efforts to bolster law enforcement tools 
following the terror attacks in Brussels and Paris. However, the rise of Daesh (also known as the 
Islamic State of Iraq and Syria, or ISIS) and related concerns about fighters returning from Syria 
and Iraq, as well as the Panama Papers leaks, have revealed holes in efforts to use financial 
tools to combat crime. 

Against a backdrop of calls for more and improved access to financial information, a tool 
championed by some countries and under consideration by others is IFTR requirements. These 
require certain financial institutions to provide information to authorities on every transaction 
that sends funds out of the country or receives funds into the country. The globalisation of 
criminal activity and the resulting financial conduct makes international funds transfer (IFT) 
data highly valuable for strategic analysis of serious and organised crime, the investigation and 
prosecution of criminal suspects (in domestic and foreign jurisdictions) and deterrence against 
the use of a country’s financial system for illicit means. In recent times, the tracing of IFTs has 
become particularly important in the investigation of terrorism and terrorist financing cases. 

While not required by FATF standards, mechanisms for countries to trace IFTs are encouraged. 
The Interpretive Note to FATF Recommendation 16 on Wire Transfers states that: 

countries should have the ability to trace all wire transfers. Due to the potential terrorist financing 
threat posed by small wire transfers, countries should minimise thresholds taking into account the risk 
of driving transactions underground and the importance of financial inclusion.5 

However, few countries have implemented IFTR requirements, although there are ongoing 
discussions in the EU and the US for better and more access to financial data, including proposed 
amendments to the EU’s Fourth Anti-Money Laundering Directive6 and the release in the US 
of a Proposed Rule on Cross-Border Electronic Transmittals of Funds.7 This is because IFTR 
requirements raise significant policy issues, including questions around the protection of the 
right to privacy. IFTR requirements involve the collection of ‘big data’ by governments, a term 
used to describe vast amounts of data that can be analysed through computing to reveal patterns, 
trends and associations, especially relating to human behaviour and interactions.8 Questions 

4. Nicholas Ryder, The Financial War on Terrorism: A Review of Counter-Terrorist Financing Strategies 
since 2001 (Abingdon: Routledge, 2015), pp. 3–4.

5. FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism  
& Proliferation: The FATF Recommendations’, p. 73.

6. European Commission, ‘Questions and Answers: Anti-Money Laundering Directive’, IP/16/2380, 
press release, 5 July 2016.

7. Financial Crimes Enforcement Network (FinCEN), ‘Proposed Rule on Cross-Border Electronic 
Transmittal of Funds’, 2010, <https://www.gpo.gov/fdsys/pkg/FR-2010-09-30/pdf/2010-24417.
pdf>, accessed 16 February 2017.

8. SAS, ‘Big Data: What It Is and Why It Matters’, <https://www.sas.com/en_us/insights/big-data/
what-is-big-data.html>, accessed 3 March 2017.
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arise as to whether the mass collection of financial data is a necessary and proportionate 
response to the risks posed by serious and organised crime and terrorism, and whether the 
protection of that data against misuse can be ensured. 

In addition, IFTR requirements add to the regulatory burden on financial institutions, which 
are required to collect and provide this information to financial intelligence units (FIUs). The 
ever-evolving anti-money laundering/counter-terrorist finance (AML/CTF) measures imposed 
on financial institutions have regulatory impacts on business that must be understood and 
mitigated where possible. The cost of compliance can also have an impact on remittances and 
the provision of affordable financial services, which are particularly important for economically 
vulnerable populations. The FATF Interpretive Note mentioned above makes an important 
reference to financial inclusion and the need to ensure that AML/CTF objectives do not operate 
counterproductively to financial inclusion aims. 

To assist policymakers, this paper explores the law enforcement value of IFTR requirements, 
considers the impact they have on fundamental rights, and highlights other regulatory 
considerations. The paper draws on the experience of several countries in implementing IFTR 
requirements and in using other data-collection tools. 

Chapter I provides an introduction and background to IFTR requirements and related 
discussions in the US and the EU. Chapter II considers the value of IFTR requirements in 
comparison with other information-gathering tools available to authorities. Chapter III raises 
issues of fundamental rights and the need to balance national security interests with the 
protection of individual rights, particularly the right to privacy. Chapter IV explores other 
regulatory considerations, focusing particularly on resource implications and the impact on 
remittances and financial inclusion policies. Finally, the Conclusion recommends a number 
of key considerations for policymakers to explore in determining whether IFTR requirements 
should be adopted in their jurisdiction. 

Methodology 
In developing this paper, six countries were selected for a more detailed study of their IFTR 
requirements: Australia; Canada; India; Indonesia; Norway; and Romania. They were selected 
for their geographic distribution, the diversity of their financial sectors, population sizes and 
level of economic development, and access to publicly available information. In addition, the 
US, EU member states and a small number of other countries were also studied where they 
provided useful and relevant comparisons or experiences. 

The research was conducted through desk research and interviews. First, a review was 
undertaken of laws, regulations and other legal instruments relating to the IFTR or related 
requirements of various countries, as well as the EU. Second, government publications 
were studied to understand country experiences with IFTR or related requirements. These 
publications included annual reports, feasibility studies, typologies reports, AML/CTF 
compliance guides, and parliamentary committee reports. Finally, FATF publications, as well 
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as statistics and commentary produced by international organisations, academic publications 
and news articles, were considered for information and reflections on key policy issues. 

Interviews were conducted throughout the research process with a number of government 
officers, past and present, and with the Egmont Group, by telephone or in person. There was also 
email contact with government officials to obtain information and documents. The interviews 
were loosely structured around the key issues addressed in the paper: the law enforcement 
value of IFTR requirements; other options for collecting IFT data; the impact on fundamental 
rights; and other regulatory considerations. 



I. Background to IFTR 
Requirements 

FEW COUNTRIES HAVE implemented IFTR requirements, although many have adopted 
methods of collecting IFT data using more targeted means.1 Australia, Canada, India, 
Indonesia, Norway and Romania are some of the countries that currently implement IFTR 

requirements. While the population size, economies and financial sectors of these countries 
differ greatly, each country has made a policy decision determining that IFTR requirements are 
a necessary and proportionate measure in the fight against serious and organised crime and 
terrorism. 

The IFTR requirements across these countries have similar features. They all require certain 
financial institutions to report a standardised set of data at regular intervals, generally to the 
FIU. Reporting timeframes range between every 24 hours to monthly. Most countries require 
reporting every five days. Financial institutions required to report are banks, money transfer 
services and credit unions. In some countries, casinos, foreign exchange traders and e-money/
e-wallet providers are also required to report. The data to be reported largely correspond 
with data recorded in SWIFT (Society for Worldwide Interbank Financial Telecommunication) 
transactions. (SWIFT is a financial messaging network that financial institutions use to securely 
transmit information and instructions through a standardised system of codes. SWIFT handles 
the bulk of formal IFTs worldwide.2) In most cases, reporting by financial institutions to FIUs 
occurs electronically and the software to capture the data and format it into the requisite report 
has been developed and provided free of charge by FIUs to the reporting institutions. FIUs then 
analyse the data, generally through analytics programmes, to assist with the investigation of a 
suspect, generate new investigative leads or detect broader criminal patterns and trends. 

Some countries, such as Indonesia, have implemented IFTR requirements in response to 
terrorism-financing risks. Indonesia decided against the adoption of a monetary threshold for 
reporting in order to capture low-value transactions commonly seen in terrorism financing. 
Other countries, such as India, have implemented the requirements as part of anti-corruption 
measures, enforcing a monetary threshold for reporting that mitigates regulatory burdens. 
This complements India’s commitment to financial inclusion policies by targeting higher-value 
transactions. Romania’s use of IFTR requirements reflects the risks posed by its location as it 

1. Australian Government, Attorney-General’s Department, Report on the Statutory Review of the 
Anti-Money Laundering and Counter-Terrorism Financing Act 2006 and Associated Rules and 
Regulations (Canberra: Australian Government Publishing Service, 2016), p. 72.

2. Mara Wesseling, ‘An EU Terrorist Finance Tracking System’, RUSI Occasional Papers  
(September 2016), p. 4.
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sits on the Balkan Route and the Euro–Asiatic Route for drugs and human trafficking. As a result, 
organised crime groups sometimes launder the proceeds of their crimes there.3 

Unlike the other countries, Norway’s IFTR requirements are part of a broader system of 
recording all cross-border currency transactions, including physical carriage of cash or bearer 
negotiable instruments, cross-border bank transactions and use of credit cards and currency 
exchanges. The database is administered by Norway’s customs authority, rather than the FIU, 
although the FIU and law enforcement agencies have direct access. Australia and Canada 
adopted IFTR requirements many years ago and have developed significant experience of their 
use. On the other hand, India’s IFTR requirements were adopted in only 2013 and statistical 
data on reports have not been released at the time of writing. The value of India’s system 
and any implementation challenges will need to be analysed over the coming years. Promoting 
compliance with IFTR requirements has been a challenge for most countries, although more 
significantly for those with a large population and a sizeable and diverse financial sector that 
includes a variety of money transfer services.

As powerful global players, both economically and politically, developments concerning the 
capture and sharing of financial data in the EU and the US are also noteworthy. Both are 
significant financial hubs. The global use of the US dollar as the predominant trading currency 
means that US banks, through correspondent banking networks, have sight of a significant 
majority of all IFTs globally. Most, if not all, the data required by IFTR requirements must be 
collected and stored by financial institutions in compliance with EU and US legal requirements. 

The US government has for some time considered implementing IFTR requirements and has 
undertaken detailed analysis of its feasibility, implications and benefits in the US, publishing a 
draft rule on IFTR requirements for public consultation.4 The Proposed Rule on Cross-Border 
Electronic Transmittals of Funds would require banks to report all IFTs on a first- in/first-out 
basis. This would mean that reports must be submitted by the first entity in the US to receive 
a reportable IFT and the last entity to transmit out of the US a reportable IFT. There would 
be no reporting threshold for banks, but money transfer services would be required to report 
IFTs of $1,000 or more. All reporting would be electronic, with exceptions where an entity 
finds the requirements too onerous. The US FIU, the Financial Crimes Enforcement Network 
(FinCEN), would provide an internet-based reporting portal for small and medium-sized money 
transmitters. FinCEN anticipates that fewer than 300 depository institutions and 700 money 
transfer services would be subject to the reporting requirements. With the aim of combating tax 
evasion, all banks would also be required to annually file the taxpayer identification numbers of 
all account holders who transmit or receive IFTs.5 

3. Council of Europe, Committee of Experts on the Evaluation of Anti-Money Laundering Measures 
and the Financing of Terrorism (MONEYVAL), ‘Anti-Money Laundering and Combating the 
Financing of Terrorism: Romania’, 4 April 2014, pp. 27–29.

4. FinCEN, ‘Proposed Rule on Cross-Border Electronic Transmittals of Funds’.
5. Ibid.



II. Value of IFTR Requirements 

JUDGING THE VALUE of IFTR requirements requires first a consideration of the importance 
of IFT data to law enforcement efforts, and, second, an assessment of whether IFTR 
requirements are more effective than other methods of IFT data collection. While there is 

ample evidence to demonstrate the importance of IFT data to law enforcement efforts across a 
range of crime types, the value of IFTR requirements above other types of data collection can be 
identified in two ways: the ease and speed with which the data can be accessed; and how they 
enhance an FIU’s strategic analysis capabilities. This chapter discusses the value-add of IFTR 
requirements against other methods of IFT data collection. 

Importance of IFT Data to Law Enforcement Efforts 
FIUs rely on financial and other information to undertake tactical, operational and strategic 
analysis. Tactical analysis is the process of collecting and assessing available data and information 
relevant to a particular or potential case, which leads to a conclusion of wrongdoing. Operational 
analysis uses tactical information to formulate different hypotheses on the possible activities 
of a suspected criminal. It uses all sources of information available to the FIU and enables it to 
produce activity patterns, new targets and relationships between the subject, their accomplices, 
investigative leads and criminal profiles.1 

Strategic analysis is the process of developing knowledge to be used in shaping the work of the 
FIU in the future. This is not related to individual cases, but rather to new issues and trends. 
It generally consists of the identification of evolving criminal patterns in a particular group or 
the provision of broad insights into emerging patterns of criminality at the national level.2 
The Interpretive Note to FATF Recommendation 29 on FIUs promotes strategic analysis when it 
mentions the need for value-added intelligence to contribute to law enforcement efforts. It also 
notes the key role strategic analysis plays in establishing the policies and goals of an FIU as well 
as other entities within a country’s AML/CTF regime.3 

IFT data have been found to be important to the tactical, operational and strategic analysis 
contributions of FIUs across a wide range of crimes. In particular, the use of IFTs is standard practice 
among money launderers and terrorism financiers. In Canada, IFT information was found to be 
crucial in making international links between individuals and entities and establishing patterns 
of indicative networks. For example, the dollar value of IFTs being exchanged can provide insight 
into the importance of the relationship; the higher the dollar value and frequency of funds 

1. Egmont Group, ‘Egmont Strategic Analysis Course, Session 3: Understanding Strategic Analysis’,  
30 October 2012.

2. Ibid.
3. FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism 

and Proliferation: The FATF Recommendations’, p. 97.
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exchanged, the more significant certain relationships might be.4 In 2006–07, Canada’s FIU, the 
Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), completed a total of 
193 case disclosures to law enforcement agencies, 86% of which contained IFT information. 
Of the 152 money laundering disclosures made by FINTRAC in 2006–07, 84% included IFT 
information. Similarly, 91% of disclosures by FINTRAC regarding terrorist finance and threats to 
security included IFT information.5 

In money laundering cases linked to tax evasion using tax haven jurisdictions, trade-based 
money laundering and drug importation, financial activity will normally involve deposit and 
withdrawal activity followed by an IFT. Those funds will eventually return in some other shape 
or form. In these cases, IFT information is the only method available and most critical to the FIU 
in understanding the financial activity.6 

Prior to the adoption of Australia’s IFTR requirements, a House of Representatives Standing 
Committee on Legal and Constitutional Affairs into International Profit Shifting Activities found 
that IFTs were the predominant means by which funds were channelled overseas. It also found 
that the lack of IFT information available to the Australian Taxation Office was a key gap in the 
intelligence necessary to detect and investigate international profit-shifting arrangements.7 In 
2008, Australia’s FIU, the Australian Transaction and Reports and Analysis Centre (AUSTRAC), 
stated that IFT information had assisted in more than 10,000 investigations and provided tax 
revenue of above $400 million over five years.8 

Recent AUSTRAC typology reports show the continued prevalence of the use of IFT data in its 
intelligence products. For example, the 2014 AUSTRAC typology report describes the use of 
IFT information to detect a complex tax-avoidance scheme involving funds transfers between 
Australia, Samoa and New Zealand through the use of offshore superannuation funds and 
loan arrangements. Australian authorities ultimately issued amended tax assessments to the 
individuals involved, resulting in approximately AU$2 million in additional tax, penalties and 
interest.9 In another case, AUSTRAC’s ability to trace IFTs undertaken by a major drug syndicate 
operating in Australia and Vietnam assisted law enforcement agencies to uncover one of the 
most elaborate methamphetamine operations in the State of Victoria’s history and led to the 
arrest of eight suspects.10 

4. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittals Reporting’, January 2009, 
Appendix B, <https://www.fincen.gov/sites/default/files/shared/ImplicationsAndBenefitsOfCBFTR.
pdf>, accessed 22 March 2017.

5. Ibid.
6. Ibid.
7. Parliament of Australia, House of Representatives Standing Committee on Finance and Public 

Administration, ‘Follow the Yellow Brick Road: The Final Report on an Efficiency Audit of the 
Australian Taxation Office: International Profit Shifting’, March 1991, paras. 5.27–5.28.

8. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, Appendix B.
9. AUSTRAC, Typologies and Case Studies Report 2014 (Canberra: Australian Government Publishing 

Service, 2014), p. 9.
10. Ibid., p. 10.
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Studies by FinCEN in the US into the feasibility, implications and benefits of IFTR requirements 
considered the use of IFT data across a range of business cases or crime types. Some of the 
findings include: 

• Originator, beneficiary and transaction amount data were reported to assist the Trade 
Transparency Unit of the Immigration and Customs Enforcement (ICE) Division of the 
Department of Homeland Security to identify international financial payments indicative 
of the settlement of the balance of irregularly priced goods. This would reportedly enable 
ICE to dismantle the financial infrastructure of criminal organisations.11 

• US Customs and Border Protection reported on the value of being able to compare 
flight data with financial activity data, which would lead to the more targeted secondary 
inspection of passengers to stem the flow of contraband across borders. The data would 
improve customs’ screening processes.12 

• Examples were also reported of ICE using IFT data to cross reference with foreign trade 
data of several South American countries to detect trade-based narcotics trafficking. The 
ability to do this proactively using transaction dates and amounts to identify payments 
for over-valued commodities used as compensation for the shipment of narcotics enables 
new targets to be pursued.13

• The Office of the Attorney General of Arizona, speaking in the context of its strategy 
to use financial investigations to curb the increasingly aggressive operations of human 
traffickers, noted that IFT data (names, addresses and telephone numbers) would 
enhance its ability to trace the illicit flow of proceeds of human trafficking from their 
domestic origin to foreign recipients.14

• It was also found that IFT data would enable the US Internal Revenue Service (IRS) to 
identify taxpayers engaged in the exploitation of offshore tax havens.15 

Alternative IFT Data-Collection Methods 
It should be noted that IFT information can be obtained from financial institutions using legal 
powers in the absence of IFTR requirements. Therefore, the value of IFT reporting requirements 
should not be confused with the value of IFT information itself. FIUs in a number of countries 
have the ability to gather large quantities of IFT data from financial institutions through the 
use of subpoenas, administrative orders and other tools. A study of these other methods, their 
benefits and drawbacks, could assist countries to develop other possible avenues for access to 
and use of IFT data. 

11. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, pp. 20–21.
12. Ibid., p. 25.
13. Ibid., p. 24.
14. Ibid., p. 25.
15. Ibid., p. 28.
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The US 

In the US, FinCEN has a suite of powers to gather IFT data, which were described in FATF’s 
Mutual Evaluation Report for the US.16 FinCEN has the power to issue geographic targeting 
orders that require any domestic financial institution or group of institutions in a geographic 
area, and any other person participating in a given type of transaction, to file a report in the 
manner and to the extent specified in the order.17 Four geographic targeting orders have been 
publicly issued in the past two years. Previously, the orders were not public. Examples include a 
2015 order requiring trades or businesses that export electronics located near Miami to record 
and report to FinCEN information on certain transactions in excess of $3,000, and a 2016 order 
on title insurance.18 

FinCEN also has the power to issue demand letters to financial institutions for records relating 
to international funds transfers of $3,000 or more. The scope of the requested information can 
vary depending on the specific circumstances of the request. Since December 2014, FinCEN has 
issued almost 100 demand letters to US financial institutions requesting records. Information 
provided in response has assisted ongoing investigations, generated leads opening new 
investigations and assisted in terrorism-financing investigations.19 

Section 314 of the USA PATRIOT Act 2001 (US) also enables law enforcement agencies, through 
FinCEN, to approach more than 43,000 points of contact at over 22,000 financial institutions20 to 
locate accounts and transactions of persons that are ‘engaged in or reasonably suspected based 
on credible evidence to engage in terrorist acts or money laundering activities’, with respect to 
a particular criminal investigation.21 Since 2006, FinCEN has submitted 2,055 such requests to 
financial institutions for money laundering purposes and 480 for terrorism-financing purposes.22 
Also under the PATRIOT Act,23 FinCEN has a special information-sharing programme whereby a 
small number of US financial institutions are chosen due to their relevance to a specific ongoing 
case. These financial institutions are then required to report to FinCEN information linked to 
specific targets and/or typologies under investigation.24 These provisions are a prelude to, not a 
substitute for, a subpoena. They aim to save time and resources when conducting investigations 

16. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 
Round Mutual Evaluation Report’, December 2016, p. 57.

17. FinCEN, ‘Geographic Targeting Order’, 20 October 2015, sec. 5326, <https://www.fincen.gov/sites/
default/files/shared/Renewal_Miami_TBML_GTO_Order.pdf>, accessed 17 February 2017.

18. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 
Round Mutual Evaluation Report’, p. 57.

19. Ibid.
20. Ibid.
21. USA PATRIOT Act 2001 (US), sec. 314(a).
22. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 

Round Mutual Evaluation Report’, p. 57.
23. USA PATRIOT Act 2001 (US), sec. 314(a).
24. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 

Round Mutual Evaluation Report’, p. 57.
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by narrowing a search more quickly before a subpoena is issued. A subpoena is still required to 
obtain detailed account and transactional details.25 

FinCEN can also obtain funds transfer information from the New York Federal Reserve Bank, 
which can search names, addresses and account numbers for any fund transfers carried out 
through its Fedwire system (a real-time gross settlement funds transfer system operated by 
federal reserve banks that enables financial institutions to electronically transfer funds between 
its thousands of participants). Fedwire can also obtain transfer information from the Clearing 
House Interbank Payment Systems (CHIPS) network, used by financial institutions to process 
funds transfers, by issuing a subpoena to undertake a search. In addition, many foreign banks 
maintain correspondent accounts in the US to conduct dollar transactions on behalf of their 
customers. Even without jurisdiction over a foreign bank, investigators can serve a grand jury 
subpoena and receive records of any fund transfers that cleared through the US correspondent 
account on behalf of the foreign bank in relation to a specific investigation.26 

The EU 

Discussions are also taking place in the EU for the possible expansion of its Fourth Anti-Money 
Laundering Directive27 to allow for greater data capture and sharing. The directive, which among 
other things strengthened IFT recordkeeping requirements pursuant to Regulation 2015/847, 
was intended to be adopted into member states’ national legislation by 26 June 2017. However, 
following the terror attacks in Paris, the European Commission recommended further amendments 
to the directive as well as accelerated timeframes for adoption of the current amendments. The 
Commission has noted that international standards now emphasise the importance of extending 
the scope of and access to information available to FIUs. It has also been exploring avenues for 
expanded access to financial information. 

The Commission’s proposed measures were outlined in an Action Plan to Strengthen the Fight 
Against Terrorist Financing in February 2016.28 These included assessing the development of 
an EU Terrorist Finance Tracking System (EU TFTS) and the introduction of centralised national 
bank and payment account registers or central data-retrieval systems in all member states. The 
measures would give FIUs easier and faster access to information about the holders of bank and 

25. David Carlisle, ‘Targeting Security Threats Using Financial Intelligence: The US Experience in  
Public–Private Information Sharing Since 9/11’, RUSI Occasional Papers (April 2016), p. 7.

26. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 
Round Mutual Evaluation Report’, p. 53.

27. European Parliament and the Council of the European Union, ‘Directive (EU) 2015/849 of 
the European Parliament and of the Council of 20 May 2015 on the Prevention of the Use of 
the Financial System for the Purposes of Money Laundering or Terrorist Financing, Amending 
Regulation (EU) No 648/2012 of the European Parliament and of the Council, and Repealing 
Directive 2005/60/EC of the European Parliament and of the Council and Commission Directive 
2006/70/EC’, Official Journal of the European Union, 5 June 2015.

28. European Commission, ‘Communication from the Commission to the European Parliament and the 
Council on an Action Plan for Strengthening the Fight Against Terrorist Financing’,  
COM(2016) 50/2, February 2016.
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payment accounts, enhance the powers of EU FIUs, facilitate their cooperation and widen the 
scope of information accessible to them.29 

Drawing on the experience of French authorities, the Commission will look into establishing 
national bank registries in all member states and to broaden the scope of accessing these 
registers for law enforcement purposes, including asset recovery, tax offences, terrorist financing 
and other financial investigations. The Commission has noted that the initiative will need to be 
accompanied by appropriate safeguards, especially data protection and conditions of access.30 

France 

In France, a National Centralised Bank Account Register was set up in 1971 to cover different 
types of finance accounts, including bank, post office and savings, and to provide authorities 
with information on accounts held by individuals and firms. The Public Finances Directorate 
General administers the register to which the French FIU, the Treatment of Information and 
Action Against Illicit Financial Networks (Traitement du renseignement et action contre les 
circuits financiers clandestins, or TRACFIN), has access. It holds information on more than  
80 million French and foreign individuals with a bank account or equivalent in France. The 
register processes 100 million declarations of accounts every year.31 Since 1 January 2016, the 
register has been expanded to include a wider range of payment accounts. The expansion was 
one of the specific measures in France’s Countering Terrorist Financing Action Plan.32 

Terrorist Finance Tracking Programmes 
The US Terrorist Finance Tracking Program (TFTP) enables the bulk transfer of international 
financial transactions held by SWIFT in the US to US law enforcement authorities. Given that 
SWIFT also holds data in the EU, the US negotiated the EU–US TFTP Agreement, enabling its EU 
data to also be transferred to the US and shared back with the EU. The data are limited for use 
in counterterrorism investigations, and not a broader range of crimes. The agreement was the 
result of nine years of negotiation between the US, the EU and SWIFT, which strongly resisted 
the transfer of bulk financial data to the US, citing issues around data protection and the right 
to privacy. However, following 9/11, SWIFT agreed to provide the data.33 

Unlike IFTR requirements, the TFTP does not require periodic transfer of all IFTs to authorities 
for use in financial investigations across a range of crime types. Under the TFTP, the US 

29. Anthony Cremona and Abigail Galea, ‘Still Fresh Out of the Oven, but Amendments Already 
Proposed to the EU Fourth Anti-Money Laundering Directive (4th AMLD)’, Ganado Advocates,  
17 March 2016.

30. European Commission, ‘Questions and Answers: Anti-Money laundering Directive’.
31. French Ministry for Finance and Public Accounts, ‘Press Kit: Countering Terrorist Financing’, 

November 2015, p. 12.
32. French Ministry for Finance and Public Accounts, ‘Press Kit: Countering Terrorist Financing’, p. 11.
33. SWIFT, ‘Terrorist Finance Tracking Program’, <https://www.swift.com/about-us/legal/compliance/

tftp>, accessed 6 March 2017; Claudia Hillebrand, ‘EU–US Agreement on SWIFT Bank Data 
Transfer’, Europe on the Strand, 7 July 2010.
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Department of the Treasury issues subpoenas to SWIFT, seeking information on suspected 
international terrorist suspects or their networks. The information may be reviewed only as 
part of specific terrorism investigations. Nevertheless, the scope of information covered by a 
subpoena can be expansive. 

The introduction of an EU TFTS has been debated since negotiations for the EU–US TFTP 
Agreement, but has never been adopted. However, in light of recent terrorist threats, the EU is 
again considering it and intends to include more robust measures to protect individual rights.34 

The EU Action Plan to Strengthen the Fight Against Terrorist Financing demanded that by 
December 2016, the Commission should undertake a new assessment of a possible TFTS, 
which would complement the existing EU–US TFTP Agreement.35 One of the proposals is to 
extend the list of ‘designated providers’ (currently limited to SWIFT) to cover other financial  
data-processing companies, automated clearing houses, domestic in-house payment systems, 
cross-border payment systems (correspondent banking), e-money businesses (such as PayPal) 
and money transfer businesses (such as Western Union and MoneyGram).36 

Obtaining Bulk IFT Data from SWIFT and Other Messaging 
Networks 
In light of TFTPs, other countries seeking greater access to IFT data could also explore ways of 
obtaining that information from SWIFT and other messaging networks. However, there are a 
number of significant, although not insurmountable, legal obstacles to pursuing this option. 
Given that SWIFT is the foremost financial messenger service in the world and claims to handle 
80% of financial transfers worldwide,37 an option for the collection of bulk data would be to 
legislate requirements for the service to provide that data to FIUs in response to a subpoena, 
order or other legal authority. More than 200 countries and territories and over 11,000 
institutions are part of the SWIFT community.38 In 2015, more than 6.1 billion messages were 
transferred via SWIFT’s messaging system, SWIFTNet FIN.39 

Access to SWIFT data or the data of other messaging networks, however, raises complex legal 
issues. The data are stored in only a few locations around the world, beyond the jurisdictional 
reach of most countries. This was one of the issues that led to the negotiation of the  
EU–US TFTP Agreement, which enabled US access to SWIFT data stored in the EU. It is also the 
reason that most countries’ IFTR requirements capture the data at the point of entry to or exit 
from their jurisdiction from entities that are within their regulatory control. The negotiations 
with SWIFT prior to the conclusion of the US TFTP were extensive. There is also the question of 

34. Wesseling, ‘An EU Terrorist Finance Tracking System’.
35. European Commission, ‘Communication from the Commission to the European Parliament and the 

Council on an Action Plan for Strengthening the Fight Against Terrorist Financing’.
36. Wesseling, ‘An EU Terrorist Finance Tracking System’, pp. 14–16.
37. Wesseling, ‘An EU Terrorist Finance Tracking System’, p. 4.
38. SWIFT, ‘Messaging and Standards’, <https://www.swift.com/about-us/discover-swift/messaging-

standards>, accessed 6 March 2017.
39. Wesseling, ‘An EU Terrorist Finance Tracking System’, p. 4.
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who owns the data. The data are in fact owned by financial institutions, not by SWIFT or other 
messaging services. Although agreements could be reached between financial institutions and 
SWIFT to allow SWIFT to provide that data to FIUs, this would involve complex negotiations. 

Public–Private Partnership 
The model for IFTR requirements, as well as the other methods explored above, maintains a 
clear divide between the functions of government authorities (to gather and analyse financial 
information) and that of financial institutions (to provide financial information to authorities 
as required by law). An alternative model would be the establishment of a truer form of  
public–private partnership. Rather than financial institutions providing bulk financial data to 
an FIU, authorities would engage with financial institutions to discuss and analyse risks. Large 
banks in particular have sophisticated financial crime units that have access to the mass data 
gathered by their institutions and the capacity to analyse these data and share findings with 
FIUs or other authorities. 

An example of this approach is the UK’s Joint Money Laundering Intelligence Taskforce (JMLIT), 
which was established between partners in government, the British Bankers’ Association, law 
enforcement agencies and more than 20 major UK and international banks. JMLIT has set four 
operational priorities: 

1. Understanding and disrupting the funding flows linked to bribery and corruption.
2. Understanding and disrupting trade-based money laundering.
3. Understanding and disrupting the funding flows linked to organised immigration crime 

and human trafficking.
4. Understanding key terrorist financing methodologies.40 

An Operations Group within JMLIT receives briefings from investigators. The taskforce reports 
that benefits of its work have included a more informed understanding of money laundering risks 
for financial institutions, an improved collective understanding of new and emerging threats, 
targeted and coordinated interventions by law enforcement agencies and financial institutions, 
and greater opportunities to use the tools and expertise across the range of law enforcement 
and private sector participants. Between May and July 2016, the taskforce has reported that it 
has contributed to the following operational outcomes: 

• Thirty-seven arrests of individuals suspected of money laundering.
• Instigating 186 bank-led investigations into customers suspected of money laundering.
• The investigation of 137 suspicious accounts.
• The heightened monitoring by banks of 165 accounts.
• The closure of 114 bank accounts suspected of being used for the purposes of laundering 

criminal funds.

40. National Crime Agency (NCA), ‘Joint Money Laundering Intelligence Taskforce (JMLIT)’,  
<http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/joint-money-
laundering-intelligence-taskforce-jmlit>, accessed 30 January 2017.
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• The restraint of £145,000 of suspected criminal funds.
• The granting of 26 Proceeds of Crime Act Orders.41 

If the financial sector is the first line of defence to combat financial flows associated with serious 
and organised crime and terrorism, then the public–private partnership model may prove more 
effective in equipping that sector with the means to detect and disrupt such financial flows. The 
financial sector gets direct access to and is in fact involved in producing the intelligence products 
which ultimately better inform their operations, without the bulk transfer of data. The public–
private partnership model may also change the dynamic of government being perceived as ‘big 
brother’, and the private sector being perceived as breaking the service provider–customer 
contract by transferring personal and financial information in bulk to government. Public access 
to some of the outcomes of such a public–private partnership model and the disclosure of 
statistics that may be of interest to the public (such as remittance flows between two countries) 
via information campaigns may strengthen public confidence in the system. However, this 
hypothesis requires further exploration. 

IFTR Requirements Versus Other Methods 
IFTR requirements are a robust intelligence tool, which enable FIUs to monitor and analyse bulk 
IFT data across a number of reporting institutions over a period of time to identify suspicious 
activity and develop intelligence products. The advantage of IFTR requirements over other 
methods of IFT data collection discussed above lies, first, in the ease of access to information 
(quick access requiring limited ongoing resources past initial establishment of the system). 
Second, there is the value-add to an FIU’s strategic analysis capabilities. A third possible advantage 
is the deterrence value of IFTR requirements, although this is more difficult to measure. 

Ease of Access 

Importantly, IFTR requirements provide a vast amount of information efficiently. A number of 
countries considered that the alternative options of relying on warrants, subpoenas, production 
orders or other legal authorities were manual and human resource-intensive processes for both 
law enforcement and the financial sector. These options ultimately resulted in information being 
compartmentalised to specific cases and not generally used for strategic analysis.42 

Depending on the type of subpoena or order, a range of law enforcement officers, prosecutorial 
authorities and judicial officers may be involved in applying for and issuing a subpoena. In 
addition, several discussions may need to take place between a law enforcement agency and a 
financial institution to obtain the necessary information. Even administrative subpoenas, which 
can be quickly issued directly by a law enforcement agency or FIU, can be resource intensive 
for any financial institution that has to gather the information, as it likely requires a manual 
process. The information provided may also generate the need for follow-up requests, adding 
more time and resources for both law enforcement/FIU and financial institutions. 

41. Ibid.
42. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, pp. 6–7.
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For example, there has been limited use of FinCEN’s information-sharing programme under the 
USA PATRIOT Act since it is a resource-intensive and time-consuming procedure that entails 
several meetings and the maintenance of ongoing communication with financial institutions 
and partners. In addition, FinCEN’s other powers under the Act are, in practice, used only late in 
an investigation to locate additional assets that may be involved in terrorism or serious money 
laundering. The need to wait until an investigation is mature is due to the reach of the request 
and the potential for the account holder to be made aware of the investigation.43 By comparison, 
IFTR requirements enable an FIU to search transactions without alerting the account holder, 
since these require the reporting of all IFTs. 

The ease of accessing IFT data is also a key advantage for supporting international cooperation 
between FIUs. Most FIU-to-FIU requests logically involve IFT information and a key barrier to 
investigations is the inability of an FIU to provide that information efficiently, or at all. For 
example, in 2009, Norway’s FIU, Økokrim, was contacted by a foreign counterpart about the 
analysis of an assumed fraud case. The foreign FIU discovered that considerable sums of money 
had passed through Norway. The FIU’s investigations showed that suspicious transaction reports 
(SARS) were not sent for these transactions. However, searches in Norway’s Register of Cross-
Border Transactions and Currency Exchange, which records all IFTs, were quickly able to reveal 
that €1.04 billion had passed through a euro account at a Norwegian financial institution.44 

Romania’s FIU, the National Office for the Prevention and Control of Money Laundering 
(Oficiul National de Prevenire si Combatere a Spalarii Banilor, or ONPCSB), also found that IFTR 
requirements were particularly important in responding to foreign requests for information, 
which are based largely on the existence of IFTs to/from Romania. Given Romania’s geographic 
location on the Balkan Route for drug trafficking and the high risk of money laundering, the FIU 
found that better access to IFT information through IFTR requirements was important.45 

Given the speed with which people and money can cross borders, it is important that law 
enforcement agencies have the tools to trace transactions quickly and make links to people 
and networks to detect and disrupt serious and organised crime and maximise the chance 
of recovering criminal proceeds. Better and fast access to financial data could assist law 
enforcement agencies to generate investigative leads that could help to pre-empt future crimes. 

However, it should also be noted that the ease of accessing IFT information through IFTR 
requirements has not necessarily seen an increase in prosecution numbers in countries 
implementing them, particularly in relation to terrorist-financing prosecutions. An increase 
in prosecutions would be a clear and quantifiable indicator of the effectiveness of IFTR 
requirements, but there is little evidence to indicate that this has been the case. This is because 
IFTR requirements are predominantly an intelligence tool. The greater investigative leads that 

43. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – United States, Fourth 
Round Mutual Evaluation Report’, p. 57.

44. FATF, ‘Anti-Money Laundering and Counter-Terrorist Financing Measures – Norway: Mutual 
Evaluation Report’, December 2014, p. 54.

45. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, Appendix B.
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have undeniably been generated as a result of operational analysis of IFTRs have not necessarily 
led to an increase in prosecutions, largely because there are many variables between an 
investigative lead and a successful prosecution. The extent to which increased investigative 
leads themselves are a measure of the effectiveness of IFTR requirement policies is less clear. 

For instance, a key value of the US TFTP and EU–US TFTP Agreement over other data-collection 
methods was seen to be the relative speed and efficiency with which information could be 
gathered. However, studies into the TFTP have found it difficult to identify the actual contribution 
to prevention or prosecution. Europol claimed that the Paris attacks on 13 November 2015 
prompted 28 requests in relation to the TFTP, which in turn resulted in 799 intelligence leads.46 
However, researchers have queried the term ‘intelligence leads’ and the extent to which they 
indicate success or effectiveness.47 Increased investigative leads resulting from ease of access 
to data are an advantage of IFTR requirements, but whether this contribution is sufficient to 
justify their impact on fundamental rights is a qualitative assessment for policymakers. 

Strategic Analysis Value 

Another key advantage of IFTR requirements is their contribution to the strategic analysis 
capability of an FIU. Relying on subpoenas, orders and other similar methods generally focuses 
on existing investigations and may not provide sufficient information to generate a broader 
picture of criminality and illicit financial flows in order to assess risks and develop typologies. 
These other methods have more limited value in terms of strategic analysis.48 An FIU that has 
the capacity to produce this type of strategic intelligence greatly enhances its added value to 
national, regional and global law enforcement efforts. 

A risk-based approach underpins the FATF Recommendations. Strategic analysis enables FIUs 
to better understand risks and vulnerable sectors, contribute to policymaking and enhance 
compliance with AML/CTF requirements. Strategic analysis requires a wider range of data 
than those required for tactical or operational analysis. The wider the dataset, the better the 
strategic analysis. In Canada’s experience, IFTR requirements have allowed its FIU, FINTRAC, to 
considerably expand its capacity to generate meaningful financial intelligence with relatively 
little impact on the financial sector.49 

Romania’s FIU has noted that the strategic analysis value of IFTR requirements enables the FIU 
and regulators to understand the market and to better target regulatory activity.50 Similarly, in 
the US, it was assessed that IFTR requirements would assist in improving FinCEN’s compliance 
functions. Comparing the data with other data sources is one way of monitoring the compliance 
of money transfer services and identify high-risk products, services, locations and customers.51 

46. Wesseling, ‘An EU Terrorist Finance Tracking System’, p. 20.
47. Ibid.
48. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’.
49. Ibid., Appendix B.
50. Ibid.
51. Ibid., p. 30.
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The strategic financial intelligence generated by analysis of IFTRs was widely acknowledged, 
and often cited as being able to create a far more comprehensive picture than the fragmented 
one provided by analysis of SARs. IFTRs provide a large volume of raw data, whereas the value 
of SARs is highly dependent on the quality of the guidance and supervision given to reporting 
institutions, as well as the product provided by reporting institutions to the FIU.52 

This is not to say that IFTR requirements are the only method for an FIU to obtain information 
necessary for strategic analysis functions. Croatia is an example of a country that once implemented 
IFTR requirements, but later suspended the requirements following a determination that it did 
not pass the value-for-money test. In 2003, Croatia suspended the implementation of its IFTR 
requirements, saying that its size (population, number of reporting institutions and volume of 
international transactions) and the type of AML/CTF risks did not warrant the expense. IFTRs 
added significantly to the volume of data in Croatia’s FIU’s database, but the FIU found greater 
use in the context of investigations in focusing on SARs. While the strategic analysis value of IFTRs 
was acknowledged for contributing to a better understanding of patterns, trends, typologies 
and risks, as well as for developing better indicators for suspicious transactions, the FIU also 
thought that this information could be obtained from other internationally available data.53 

The US TFTP provides one option in bridging the gap between reliance on SARs and implementing 
IFTR requirements. As mentioned, the gathering of financial intelligence and the employment 
of financial tools became a key feature of the US strategy against terrorism following 9/11. The 
reliance on SARs provided a fragmented picture of a particular individual and their activity with 
a particular bank, and furthermore relied on banks to identify activity as suspicious and file a 
report. Accessing the SWIFT database of international messaging provided bulk data to build a 
broader picture of financial activity. The advantage of the TFTP was the ability to gain insights 
into global money flows and enable the detection and mapping of terrorist networks through 
analysis of transactions on an international level and across different financial institutions. 
It enhanced the US authorities’ understanding of terrorist networks and terrorist-financing 
more broadly.54 

JMLIT is another avenue that could improve strategic analysis of AML/CTF risks, trends and 
methods and better inform the financial sector of these issues to detect and disrupt financial 
flows associated with serious and organised crime and terrorism. Its model diverges from a 
traditional flow of information from financial institutions to authorities to facilitating a dialogue 
between public and private institutions, with the resulting analysis directly available to the 
private sector. 

52. Ibid.; FinCEN, ‘Feasibility of a Cross-Border Electronic Funds Transfer Reporting System Under the 
Bank Secrecy Act, 2006’; Neil J Jensen, ‘International Funds Transfer Instructions: Australia at the 
Leading Edge of Financial Transaction Reporting’, Journal of Law, Information and Science  
(Vol. 4, No. 2, 1993); AUSTRAC, ‘Terrorism Financing in Australia 2014’, 2014; FATF, ‘Anti-Money 
Laundering and Counter-Terrorist Financing Measures – Norway: Mutual Evaluation Report’; 
Australian Parliament, House of Representatives Standing Committee on Finance and Public 
Administration, ‘Follow the Yellow Brick Road’. 

53. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, Appendix B.
54. Wesseling, ‘An EU Terrorist Finance Tracking System’, pp. 3–4.
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Deterrence Value 

Reporting requirements are another tool used to harden the financial system against abuse 
and to dissuade criminals from using a country’s financial system to launder money or finance 
terrorism. The extent of deterrence is perhaps affected by the imposition of monetary 
thresholds for reporting, which may enable avoidance of the additional scrutiny imposed by 
IFTR requirements. Measuring the deterrence value is difficult, given the limited quantitative 
indicators and the inferences that need to be drawn to make an assessment. However, a number 
of current and former FIU officers interviewed for this paper believed that IFTR requirements 
have contributed to the deterrence of using a country’s IFT services for illicit means. They noted 
also that this was particularly important given the use of IFTs across a range of serious crime types. 





III. The Impact of IFTR 
Requirements on Fundamental 
Rights 

THE VALUE OF IFTR requirements must be balanced with their impact on fundamental 
rights. In particular, the right to privacy and the ability of a government to protect 
information is brought into question when a policy authorises the bulk collection and 

surveillance of personal and financial data by government. While other methods of accessing 
IFT data may have limitations in terms of the ease of access, those same limitations safeguard 
the right to privacy. This chapter considers privacy and data-protection issues arising from IFTR 
requirements. 

Justifying Limitations on Individual Rights 
Policymakers must balance the value of IFTR requirements with their impact on fundamental 
rights, particularly the right to privacy. IFTR requirements raise questions about whether the 
bulk collection and surveillance of personal data by law enforcement is justified in the interests 
of national security over individual rights. 

Article 17 of the International Covenant on Civil and Political Rights1 and Article 8 of the European 
Convention on the Protection of Human Rights and Fundamental Freedoms2 prohibit arbitrary 
or unlawful interferences with an individual’s privacy. Individuals have an expectation and a 
right under international law that their personal data will not be unreasonably interfered with. 
The right to privacy may be subject to permissible limitations that are provided by law and are 
not arbitrary. In order for a limitation not to be arbitrary, it must seek to achieve a legitimate 
objective and be reasonable, necessary and proportionate. 

Certainly, combatting serious and organised crime is a legitimate objective and IFT information 
has been shown to be valuable in its pursuit. The key question is whether the bulk collection 
and surveillance of personal data by law enforcement agencies, in the absence of an ongoing 
investigation or reasonable suspicion of individual unlawful behaviour, can ever be considered 
reasonable, necessary and proportionate. A comparison with other IFT data-collection 
methods available to FIUs and law enforcement agencies is important. As this paper shows, law 
enforcement agencies can generally obtain personal and financial information from a financial 
institution with the use of a subpoena, order or other legal authority. To obtain the relevant 

1. International Covenant on Civil and Political Rights, adopted 16 December 1966 and entered into 
force 23 March 1976.

2. European Convention on the Protection of Human Rights and Fundamental Freedoms, opened for 
signature on 4 November 1950 and entered into force on 3 September 1953.
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legal authority, law enforcement agencies generally need to demonstrate a belief of criminal 
conduct and that the information is relevant to the investigation. However, IFTR requirements 
mandate the transfer of bulk personal and financial data to FIUs regardless of any link to a crime 
or investigation. The assessment to be made by policymakers is whether IFTR requirements 
have a value in protecting national security that is above and beyond other, more targeted, 
methods that have a reduced impact on individual rights. 

A 2008 review by the Australian Law Reform Commission into the country’s privacy law and 
practice questioned whether the range of reporting requirements under Australia’s AML/
CTF legislation led to the pervasive monitoring of the financial affairs of ordinary citizens. It 
recommended that the number and range of transactions required to be reported should be 
more limited and called for authorities to consider excluding, in particular, low-risk and low-value 
services.3 These recommendations continue to be considered in subsequent reviews of Australia’s  
AML/CTF legislation. Comparisons can also be drawn with more recent policy discussions in 
Australia around the surveillance of telecommunications metadata by law enforcement authorities. 
In 2014, the Australian government introduced a Bill requiring telecommunications companies to 
keep the metadata of their customers for two years. The metadata can then be accessed by a 
range of law enforcement bodies without a warrant. 

The government explained in material accompanying the Bill how the mass surveillance of 
telecommunication data was necessary and imposed only a proportionate limitation on the 
right to privacy, stating that: 

[Telecommunications] [d]ata is often the first source of lead information for further investigations, 
helping to eliminate potential suspects and to support applications for more privacy intrusive 
investigative tools including search warrants and interception warrants.4 

It also claimed that without the data: 

the effectiveness of national security and law enforcement agencies across the nation to prevent or 
detect serious crime and safeguard national security will be seriously impacted.5 

A key challenge for the government in building support for the Bill was that the arguments 
regarding law enforcement were of a general nature and did not explain in detail how the data 
enhanced investigative techniques above and beyond existing law enforcement methods. One 
of the problems cited by the government was that it could not provide that detail without 
undermining the value of those techniques. 

3. Australian Government, Australian Law Reform Commission, For Your Information: Australian 
Privacy Law and Practice – ALRC Report 108 (Canberra: Australian Government Publishing Service, 
2008), chap. 16.

4. The Parliament of the Commonwealth of Australia, House of Representatives, ‘Replacement 
Explanatory Memorandum: Telecommunications (Interception and Access) Amendment (Data 
Retention) Bill 2014’, 2014, p. 2.

5. Ibid., p. 7.
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An important criticism of the information-gathering powers of law enforcement agencies has 
been the lack of results-based policy development and the resulting effects that hinder the 
monitoring and evaluation of the success of a policy. Canada’s Standing Senate Committee on 
Banking, Trade and Commerce, in its 2013 assessment of the country’s AML/CTF regime, found 
that there was a lack of clear and compelling evidence that it was attaining results, whether 
measured by detection or deterrence of money laundering and terrorist financing or by 
significant contributions to investigations and prosecutions commensurate with the time, money 
and resources devoted to it. The committee noted the difficulties in defining an appropriate 
measure of results.6 Notably, however, on the specific topic of Canada’s IFTR requirements, the 
committee in fact recommended gathering more IFT data by removing the reporting threshold, 
and called for greater sharing of IFT data among government agencies.7 

The balancing of national security with individual rights was also discussed in the EU in the 
context of the development of an EU TFTS during negotiation of the EU–US TFTP Agreement. 
In November 2013, the European Commission issued an impact assessment looking into 
three possible models for an EU TFTS. One of the models considered creating an EU-level 
authority comprising all member states’ FIUs responsible for issuing requests for raw data to 
the providers of international financial payment messaging services (designated providers). 
The impact assessment considered necessity, proportionality, cost-effectiveness and respect 
for fundamental rights.8 It resulted in the abandonment of the EU TFTS on the grounds that 
a need was not clearly demonstrated against potential costs and the impact it would have on 
fundamental rights.9 Then European Commissioner of Home Affairs Cecilia Malmström stated 
that an EU TFTS ‘would not bring any additional intelligence improvements as compared to the 
current situation’.10 Nevertheless, there have been renewed calls for an EU TFTS in the context 
of terrorist attacks in Paris, Brussels and elsewhere in Europe, including support from the EU’s 
counterterrorism coordinator. The EU Action Plan to Strengthen the Fight Against Terrorist 
Financing, published on 2 February 2016, demanded that by December 2016, the European 
Commission should undertake a new assessment of a possible EU TFTS.11 

6. Canada Senate, Standing Committee on Banking, Trade and Commerce, ‘Follow The Money: Is 
Canada Making Progress In Combatting Money Laundering and Terrorist Financing? Not Really’, 
March 2013, p. 22.

7. Ibid., pp. 13, 19–22.
8. European Commission, ‘Communication from the Commission to the European Parliament and the 

Council: A European Terrorist Finance Tracking System (EU TFTS), COM(2013) 842’, 27 November 2013.
9. European Commission, ‘Commission Staff Working Document Impact Assessment Accompanying 

the Document Communication from the European Commission to the European Parliament and 
the Council on a European Terrorist Financing Tracking System (TFTS) (SWD(2013) 488 final)’,  
27 November 2013, p. 37.

10. European Parliament, ‘MEPs Not Convinced by Positive Reports of Data Exchange Deals With the 
US’, Committee on Civil Liberties, Justice and Home Affairs, European Parliament News,  
27 November 2013.

11. European Commission, ‘Communication from the Commission to the European Parliament and the 
Council on an Action Plan for Strengthening the Fight Against Terrorist Financing’.
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Data Protection 
Data protection is a critical policy consideration because the risk of any unintended disclosure 
or use of data is relevant to an assessment of whether the bulk collection of IFT data is a 
proportionate limitation on the right to privacy. The bulk collection of IFT data by FIUs can be 
justifiable only if measures are in place for the protection of that data. The value of IFT data is 
enhanced considerably by an FIU’s ability to share that data with other law enforcement agencies. 
However, greater access to data must be balanced with protection of personal information. 

In Australia, concerns were raised that privacy was not adequately protected under the country’s 
AML/CTF legislation, which contains IFTR requirements. A key concern was that the legislation 
gave a broad range of agencies at the federal and state/territory level access to AUSTRAC 
information for purposes outside the remit of AML/CTF. In addition, while federal government 
agencies were subject to Australia’s Privacy Act 1988, state and territory agencies were subject 
to their own privacy legislation, the requirements of which differ between jurisdictions. Thus, 
not all agencies were subject to the same accountability provisions.12 

Today, Australia’s AML/CTF legislation provides a reasonably broad range of access to AUSTRAC 
data, subject to legislated privacy principles. Access to AUSTRAC’s data also has technology 
protections (such as username and password protections), and the Australian Protective 
Security Policy Framework and memorandums of understanding (MoUs) between AUSTRAC and 
other agencies include procedural safeguards, such as storage requirements, audits and the 
dissemination of information on ‘need-to-know’ principles.13 

A report in 2013 by Canada’s Standing Senate Committee on Banking, Trade and Commerce 
noted that a balance is needed to ensure that individuals have the right to protection of their 
personal information. However, while privacy protections must be robust, the committee found 
that greater access to FIU information by law enforcement agencies would improve the results 
of Canada’s AML/CTF regime. The committee recommended direct access to the FIU database 
by a range of law enforcement agencies for a variety of criminal investigations, not limited to 
money laundering and terrorist financing.14 

In the US, MoUs between FinCEN and other agencies state the terms on which data can be 
provided. A range of agencies have access to FinCEN data beyond the purpose of AML/CTF. 
The MoUs impose limits to search and re-dissemination of data, make provision for FinCEN to 
make periodic inspections of other agencies, and require agency personnel to be prepared, for 
example through training, for data access. Each agency needs personnel, physical and computer 
security features that meet set standards in order to have access to FinCEN data. FinCEN and 

12. Australian Law Reform Commission, paras. 13.110–13.116.
13. For more information, see <https://www.protectivesecurity.gov.au/Pages/default.aspx>, accessed 

31 March 2017.
14. Canada Senate, Standing Committee on Banking, Trade and Commerce, ‘Follow The Money’, p. 13.
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agency users also have their data access logged to detect breaches. Criminal and civil penalties 
against personnel are available where breaches have occurred.15 

While information technology (IT) can assist with strengthening data-protection measures, it 
also has vulnerabilities. For example, the US Law Enforcement Enterprise Portal was hacked in 
2015.16 The IT information-sharing platform aligns a number of law enforcement networks into 
one interoperable platform. The Homeland Security Information Network, regional information 
sharing systems, Law Enforcement Enterprise Portal and Intelink are all interoperable. There 
are more than 400,000 registered users.17 The platform is for sharing unclassified but sensitive 
information. Law enforcement agencies claim that consolidating accounts makes it much easier 
to quickly put together pieces of the puzzle. However, the system was criticised after the hack 
because the IT platform’s entrance did not require multifactor authentication (password plus 
another form of identification such as a smart card). Instead, it operated with a single sign-on 
process.18 Given that IFTR requirements rely heavily on IT and that technology is used also in the 
dissemination of that information to other agencies, robust cyber security is vital as a successful 
hack has the capacity to reveal a vast amount of personal and financial data. 

Data protection was a key issue raised in the negotiation of the EU–US TFTP Agreement 
and the debates have continued into discussions about an EU TFTS. The EU’s privacy and  
data-protection laws have been the hurdles during the negotiations. Initially, it was found that 
the mass requests for personal data by the US violated European data-protection law. Key 
policy issues for consideration were: the length of the data retention period; the criteria for 
deletion of the data; the conditions for sharing information with third countries; and public 
control and oversight. All these issues are included to some limited extent in the text of the 
EU–US TFTP Agreement.19 For instance, Europol is required to evaluate the necessity of US data 
requests under the agreement. However, it was discovered that Europol was not able to do this 
effectively because the requests were too general and too abstract to allow proper evaluation of 
their necessity. It became known that Europol had never rejected a request by the US Treasury, 
had authorised the daily transfer of bulk data, and did not know how much data had been 
transferred, potentially revealing a failure to implement the safeguards in the agreement.20 

In considering the development of an EU TFTS, there has been debate about whether judicial 
oversight rather than Europol’s as a law enforcement body should be a requirement.21 An 
alternative to the creation of an EU TFTS was a suggestion that the functions of FIUs could be 

15. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, p. 47.
16. Aliya Sternstein, ‘You Only Need One Password to Access the Allegedly Hacked Law Enforcement 

Databases   – Nextgov.com’, Nextgov, 9 November 2015.
17. Ibid.
18. Ibid.
19. European Parliament, Directorate-General for Internal Policies, Evaluation of EU Measures to 

Combat Terrorism Financing (Brussels: European Parliament, 2014), p. 17.
20. Wesseling, ‘An EU Terrorist Finance Tracking System’, pp. 6–8.
21. Ibid., pp. 25–26.
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expanded to enable the collection of the necessary data, noting that the units were already 
subject to democratic and judicial control and European privacy legislation.22 

Since IFTR requirements indiscriminately collect bulk IFT data, the protection mechanisms 
concerning their use and dissemination must be robust. Sound justification must underpin the 
need for any agency to have access to IFT data and the purpose for which that data may be used. 
It is vital to have careful oversight of privacy and data-protection measures, including the option 
of an independent oversight mechanism. 

22. Ibid.



IV. Regulatory Considerations 

THIS CHAPTER DISCUSSES a range of regulatory considerations relevant to policymakers in 
the context of IFTR requirements. It considers the resource implications for both financial 
institutions and FIUs; it explores the crucial role of IT both as a necessity for the operation 

of an IFTR system and also as a mitigation tool to reduce resource impacts; and it discusses the 
use of monetary thresholds for reporting IFTs drawing on country experiences. Acknowledging 
that IFTR requirements may interact with financial inclusion policies, this chapter also suggests 
methods to ensure that IFTR requirements are not counterproductive to financial inclusion 
objectives. 

Resource Implications 
An assessment of whether a policy is reasonable and proportionate also includes consideration 
of the cost of a policy compared with its value. The introduction of any additional AML/CTF 
requirements on financial institutions inevitably increases the regulatory burdens on these 
institutions and has resource implications for both the FIU and the institutions. Countries 
implementing IFTR requirements and those considering their implementation found that the 
system had manageable resource implications and were generally less human-resource intensive 
than other methods of data collection, such as subpoenas and orders. 

Four key measures were important in reducing the costs of IFTR requirements. First, adopting 
a reporting threshold limited the volume of IFTRs received by FIUs and excluded a number of 
small money transfer services from the reporting requirements that might otherwise struggle 
with the resource implications. Second, the use of IT solutions reduced human-resource costs 
significantly. Third, and related, was the provision of free reporting software to reporting 
institutions. And finally, the alignment of the IFT data required to be reported with data already 
captured by SWIFT created efficiencies in the requirements imposed on financial institutions. 

The submission by the Australian Bankers’ Association to a Senate Standing Committee on Legal 
and Constitutional Affairs Inquiry into the Financial Transaction Reports Act 1988, outlined the 
results of a survey in 1993 into cost implications following the introduction of Australia’s new 
IFTR requirements. The survey aimed to provide information on the annual operating costs 
for the first year of implementation associated with IFTR requirements and the establishment 
costs for its members. The annual operating costs for its 30 members in the first year totalled 
AU$400,000 and the aggregate establishment costs for members amounted to AU$800,000. Thus 
the costs to banks (which provided more than 90% of all IFTRs) to implement the requirements 
was AU$1.2 million for the period of establishment and the first year of operation.1 For ease of 

1. The Parliament of the Commonwealth of Australia, Checking the Cash: A Report on the 
Effectiveness of the Financial Transaction Reports Act 1988 (Canberra: Commonwealth of Australia, 
1993), p. 14.
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comparison with the cost estimates from 2009 produced by the US (see Table 1) and from 2011 
produced by the EU, in 2011 these figures represented approximately AU$1.9 million. 

AUSTRAC, in its 1992–93 Annual Report, stated that AU$5.416 million for the purchase of 
equipment and AU$2.026 million for computing staff could be attributed to IFTR requirements.2 
This was approximately AU$12.1 million in 2011. In terms of a value-for-money analysis, in 
its submission to the Senate Standing Committee, the Australian Taxation Office stated that 
over AU$30 million (approximately AU$48.8 million in 2011) in additional tax revenue could be 
attributed directly to the use of IFTRs.3 It should also be noted that since these figures were 
reported, advancements in IT have made the collection, transmission and storage of data even 
more cost effective. 

In interviews with former AUSTRAC senior officers, it was noted that to bring small money service 
providers on board and minimise their resource burden, the development and provision of  
free-of-charge software was an important factor. The software enables small money service 
providers to simply provide the entirety of the transaction to AUSTRAC as opposed to reviewing 
each one for certain required data, a resource-intensive process. For the same reason, Indonesia 
also developed and provides the necessary software to its reporting institutions. 

In the US, two models were explored by FinCEN in assessing the feasibility of IFTR requirements. 
In the first, the Standard Reporting Model, each financial institution would implement its own 
reporting system in line with reporting formats set by FinCEN. In the second, the Hybrid Reporting 
Model, SWIFT and other similar providers (which handle most IFTs) would report to FinCEN with 
the authority of financial institutions. Large money transfer services would report to FinCEN 
on their own behalf and small- and medium-sized money transfer services would use e-filing  
data-entry capabilities provided by FinCEN to report. The second model was found to impose 
greater costs on FinCEN, but at the same time reduce the number of ‘help desk’ resource staff 
required to respond to reporting issues. The financial industry generally found the second model 
to be more cost effective.4 FinCEN undertook an analysis of the costs of the two possible models 
for implementing IFTR requirements. The results found in 2009 are in Table 1. 

2. AUSTRAC, Annual Report 1992–93 (Canberra: Australian Government Publishing Service, 1993),  
p. 36.

3. The Parliament of the Commonwealth of Australia, Checking the Cash, p. 1.
4. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, pp. ii–iii.
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Table 1: FinCEN’s Comparison of the Costs of Two Models for Implementing IFTR Requirements, 2009

Standard Reporting Model Hybrid Reporting Model
Type Size Average One-Time 

Implementation 
Cost

Average 
Recurring 

Annual Cost

Average One-Time 
Implementation 

Cost

Average 
Recurring 

Annual Cost

Depository 
Institutions

Large (5) $249,787 $82,409 $0 $93,503
Medium (92) $249,787 $82,409 $0 $20,101
Small (150) $61,875 $59,526 $0 $6,753

Money-
service 
Providers

Large (6) $250,006 $51,934 $250,006 $51,934

Medium/
Small (693)

$0 $60,000 $64 $395

Source: FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, p. v.

By way of comparison, the European Commission’s cost estimates in 2011 for an EU TFTS, which 
could include additional financial service providers beyond SWIFT and cooperation with third 
countries, were between €33 and €47 million to set up a centralised European system, with an 
estimated annual running cost of between €7 and €11 million. The costs for a national system 
were estimated to be significantly higher, at €390 million to set up and €37 million annual 
running costs.5 

Perhaps a hidden cost on reporting institutions relating to IFTR requirements, however, is the 
weakening of public confidence in financial institutions and pushing IFTs underground. The 
commercial obligations of financial institutions towards their customers come into conflict 
when financial institutions act as informers for law enforcement.6 This friction is particularly 
exacerbated where bulk transfer of customer data is taking place. Financial institutions may 
find it more difficult to justify to their customers this type of data disclosure. In addition, IFTs 
could be sent through alternative remittance systems, such as Hawala networks – a highly 
efficient, reliable, cost-effective but (to the authorities) opaque ‘trust-based’ transfer system – 
as a preferred and affordable method, having a negative impact on small, regulated businesses 
providing money transfer services.

Remittances and Financial Inclusion 
IFTR requirements may also have a negative impact on remittances if not managed properly, 
and compliance costs might be passed on to customers. This can have a disproportionate impact 
on small and medium-sized money transfer services. These services are liberally used to transfer 

5. European Commission, ‘A European Terrorist Finance Tracking System: Available Options’, 
COM(2011) 429 final, 13 July 2011.

6. A Rahman Aspalella, ‘Combating Money Laundering and the Future of Banking Secrecy Laws in 
Malaysia’, Journal of Money Laundering Control (Vol. 17, No. 2, 2014), pp. 220–21.
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remittances by migrant workers to their countries of origin. However, a proportion of these 
customers may find even minute cost increases to be prohibitive to using those services. 

Remittances promote development by contributing almost half a trillion dollars to the economies 
of developing countries each year and by giving people a strong reason to engage with the 
formal financial sector.7 The amount of money migrants transfer back to developing countries 
is more than three times the size of official development assistance and, excluding investments 
made by China, significantly exceeded foreign direct investment flows to developing countries 
in 2013.8 In some developing countries, remittances represent a significant proportion of 
the state’s GDP.9 

The impact of IFTR requirements may also undermine financial inclusion policies more broadly. 
Financial inclusion is about providing access to safe, convenient and affordable financial services 
to disadvantaged and other vulnerable groups. Making remittances affordable helps to bring 
vulnerable and otherwise excluded populations into the formal financial sector and extends 
the reach of regulatory measures to safeguard that system. At the same time, financial service 
providers are facing increasingly onerous regulatory requirements to combat the global rise in 
money laundering and terrorist financing. Even small increases in costs associated with IFTR 
requirements may push some customers to use unregulated service providers, undermining 
financial inclusion policies and fuelling the black market. The same regulatory measures could 
hinder the fulfilment of the first goal (financial inclusion) and ultimately have an impact on the 
second goal (safeguarding the financial system). 

AML/CTF regulatory requirements overall have impacted on remittances and financial inclusion 
objectives.10 In the case of IFTR requirements, however, the regulatory burdens can be mitigated 
to a large extent. IT solutions are likely to significantly reduce the resource implications on small 
money transfer services. In addition, the adoption of reporting thresholds could also support 
remittances. On average, migrant workers remit $200 per month,11 well below the reporting 
thresholds adopted by most countries implementing IFTR requirements.

Reporting Thresholds 
Except for Australia and Indonesia, all other countries studied for this paper imposed a monetary 
reporting threshold for IFTRs – between $3,000 and $17,000. The key reason given by those 

7. World Bank Migration and Remittances Team, Development Prospects Group, ‘Migration and 
Remittances: Recent Developments and Outlook, Special Topic: Financing for Development’, 
Migration and Development Brief, 13 April 2015.

8. Ibid.
9. Ibid.
10. HM Government, ‘Action Group on Cross Border Remittances’, <https://www.gov.uk/government/

groups/action-group-on-cross-border-remittances>, accessed 27 February 2017; Ross P Buckley 
and Rebecca Stanley, ‘Protecting the West, Excluding the Rest: The Impact of the AML/CTF Regime 
on Financial Inclusion in the Pacific, and Potential Responses’, Centre for International Finance and 
Regulation: Research Working Paper Series, 2016.

11. Buckley and Stanley, ‘Protecting the West, Excluding the Rest’, p. 25.
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countries adopting a reporting threshold was the need to mitigate the resource burdens of 
IFTR requirements on both FIUs and financial institutions, particularly small and medium-sized 
entities. IFTR requirements gather a large volume of reports. The annual IFT reporting volume 
for Australia, which does not impose a reporting threshold, was more than 96 million reports 
filed in the 2015–16 financial year.12 IFTRs represent approximately 95% of all reports submitted 
to AUSTRAC and approximately 63% of all IFTRs are related to low-value transactions of AU$100 
or less. It is anticipated that online retail and shopping will make this trend more pronounced.13 

Comparatively, the annual reporting volume for Canada, which does impose a reporting threshold, 
was more than 14 million reports filed in the 2015–16 financial year.14 For large financial hubs 
such as India or the US, or for the EU, the volume of reports would be enormous. For the US, 
FinCEN estimated that between 350 and 500 million IFT reports would be generated annually 
by slightly fewer than 300 depository institutions and 700 money services businesses under 
Washington’s proposed IFTR requirements.15 The issue of reporting thresholds, in particular the 
balancing of resource implications with the value of the data gathered, has been much debated. 

Canada imposes a CA$10,000 threshold, and a 2013 report of the Standing Senate Committee on 
Banking, Trade and Commerce recommended its removal to improve the utility of the measure. 
It acknowledged that removal of the threshold would have an impact on the resources of the 
FIU and have implications for reporting institutions in terms of compliance costs, particularly 
for small and medium-sized entities.16 Similarly, a 2016 review of Australia’s AML/CTF legislation 
acknowledged calls from financial institutions to impose a reporting threshold to reduce 
the regulatory burden associated with reporting IFTs for low-value transactions. However, it 
ultimately argued that there were compelling reasons to retain the requirement to report all 
IFTs regardless of value. The 2016 review detailed three case studies, which highlighted the 
importance of being able to study a series of low-value payments to a recipient over a period 
a time. In one example, AUSTRAC recorded IFTs of between AU$100 and AU$5,000 being sent 
between Indonesia and Australia via remitters. AUSTRAC was able to search IFTRs related to a 
suspect over a five-year period. The information assisted authorities in the arrest and conviction 
of two Australian-based facilitators of an international people-smuggling operation.17 

A key concern with reporting thresholds is that the requirement may be easy to evade by making 
and timing transactions to avoid reports being filed by financial institutions. In addition, some 

12. AUSTRAC, Annual Report 2015–16, p. 75.
13. Australian Attorney-General’s Department, Report on the Statutory Review of the Anti-Money 

Laundering and Counter-Terrorism Financing Act 2006 and Associated Rules and Regulations 
(Canberra: Commonwealth of Australia2016), p. 72.

14. Government of Canada, FINTRAC, FINTRAC Annual Report 2016: Results in the Fight Against Money 
Laundering and Terrorism Financing (Ottawa: Financial Transactions and Reports Analysis Centre of 
Canada, 2016), p. 4.

15. FinCEN, ‘Feasibility of a Cross-Border Electronic Funds Transfer Reporting System Under the Bank 
Secrecy Act’, p. 31.

16. The Parliament of the Commonwealth of Australia, Checking the Cash, p. 20.
17. Australian Attorney-General’s Department, Report on the Statutory Review of the Anti-Money 

Laundering and Counter-Terrorism Financing Act 2006 and Associated Rules and Regulations, p. 73.
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experts suggested that reporting thresholds may require reporting institutions to manually sort 
transactions under the reporting threshold, thereby adding to the cost of reporting requirements. 

An often-cited reason for not imposing a reporting threshold is the need to detect terrorism 
financing, which can often involve the transfer of small values of $1,000 or less. This was a key 
impetus for Indonesia’s adoption of threshold-free IFTR requirements. The Terrorism Financing 
Regional Risk Assessment for South East Asia and Australia found that terrorist-financing risks 
through the banking and remittance sectors in the region were generally medium, on a scale of 
low to high. However, gaps in intelligence and regulatory capability suggested that the medium 
rating could increase to high. IFTs were found to be one of the most common services misused.18 

A FinCEN Report into the implications and benefits of cross-border funds transmittal reporting 
found that a number of law enforcement agencies were of the view that transfers under a 
$3,000 threshold should be reported if Washington were to adopt IFTR requirements. In 
particular, these agencies noted that the financial transactions related to terrorism financing 
and human trafficking frequently occurred below the $3,000 threshold and in fact were 
often below $1,000. These agencies considered that having access to data below the $3,000 
threshold would ‘significantly benefit’ the type of analysis illustrated in the series of business 
cases explored in the report.19 The US’s Proposed Rule on Cross-Border Electronic Transmittal 
of Funds ultimately proposes that banks report all IFTs while money transfer services report 
transfers of $1,000 or more.20 

Ultimately, a clear understanding of a country’s crime risks and vulnerable sectors is important in 
considering whether the lack of a threshold is a serious impediment to tackling high-risk crimes. 
For example, where a country assesses the risks of terrorist financing or human trafficking to be 
high, the imposition of thresholds may exclude important information and undermine the value 
of the IFTR requirements. At the same time, the financial context, including the number and size 
of reporting entities, and the volume of remittances as well as their contribution to countries 
of destination, are important balancing factors when considering resource implications and 
impacts on financial inclusion.

Technology Requirements 
The IFTR requirements of all countries studied for this paper were heavily IT reliant. All 
countries had undertaken significant IT upgrades to receive, store, analyse and disseminate 
the volume of IFTRs. IT solutions have also had to be developed by, or for, the private sector. 
While investment in IT systems was found to be vital for the effective implementation of IFTR 
requirements, they have also played a significant role in reducing the costs on both FIUs and 
reporting institutions. Technology requirements are therefore an important policy consideration 
for countries considering the adoption of IFTR requirements. For FIUs, it is likely to require not 

18. AUSTRAC, ‘Terrorism Financing Regional Risk Assessment 2016: South-East Asia & Australia’, 2016, 
pp. 28–33.

19. FinCEN, ‘Implications and Benefits of Cross-Border Funds Transmittal Reporting’, pp. iii–iv, 33.
20. FinCEN, ‘Proposed Rule on Cross-Border Electronic Transmittal of Funds’.
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only an investment in hardware and software but also in human-resource training programmes. 
Understanding the ability of a country’s reporting institutions to have access to and use IT to 
meet IFTR requirements will be necessary in designing solutions that promote compliance and 
mitigate cost burdens. 

Reporting 

AUSTRAC developed software called the Electronic Data Delivery System (EDDS) and provided 
the software as well as modems free of charge to reporting institutions to allow the reporting 
of free-format transmissions. Reporting institutions incur no more than the cost of a local call 
per transmission of a batch of IFT data. AUSTRAC carries out the development, distribution 
and maintenance of the EDDS. The software converts the data into a specific format, thereby 
also reducing the number of times reporting entities need to be asked follow-up questions or 
for information.21 

India has a similar system. Since 2010, with the implementation of Project FINnet (Financial 
Intelligence Network) by India’s FIU, FIU-IND, the primary mode of report submission has been 
through the FINnet Gateway Portal, which provides an interface between reporting institutions 
and FIU-IND. It provides a Report Generation Utility to generate an XML report from various 
data sources. It is downloadable for free from the FINnet Gateway Portal. A Report Validation 
Utility enables the user to validate the report in preparation for submission, also reducing errors 
and follow-up requests.22 

Acknowledging that not all reporting institutions in India will have the necessary IT capabilities, 
FIU-IND accepts hard-copy reports or documents on CDs in exceptional cases. Most other 
countries studied also provide similar exceptions, although it was noted that these remain 
highly exceptional cases. As mentioned earlier, it will be useful to monitor India’s experience in 
implementing IFTR requirements, including the uptake of electronic reporting. 

Analysis 

IT is also vital to the analysis of bulk data by FIUs. Without IT analytical capabilities, the human 
resources required to analyse the vast quantities of IFT data would be substantial. AUSTRAC 
developed software called ScreenIT that incorporates the investigative and analytical functions 
of the financial analyst in a software application to follow the links between IFTRs and other 
types of reports. It highlights networks of data worthy of enquiry. Without the software, special 
processing efforts are required to allow activity of interest to be detected.23 

21. Jensen, ‘International Funds Transfer Instructions: Australia at the Leading Edge of Financial 
Transaction Reporting’, p. 304.

22. FIU-IND, ‘FINnet Reporting Format Guide’, 2012, pp. 17–19.
23. Jensen, ‘International Funds Transfer Instructions: Australia at the Leading Edge of Financial 

Transaction Reporting’, p. 304.
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Similarly, India’s FINnet processes the reports received from reporting institutions and links all 
relevant reports available in the database.24 In 2013–14, India undertook system upgrades to 
cater for the large volumes of IFTRs being filed.25 

24. Government of India, Department of Revenue – Ministry of Finance, ‘Annual Report 2013–14: 
Financial Intelligence Unit India’, 2014, p. 21.

25. Ibid., pp. 52–53.



Conclusion 

IFTR REQUIREMENTS ARE one method of obtaining IFT data, which has been shown to be 
crucial in the fight against a range of serious and organised crime, including tax evasion, 
money laundering and terrorist financing. The rise of Daesh, risks of radicalisation and the 

terrorist attacks in Paris and Brussels have reinvigorated calls for greater and better access to 
financial data. FATF has also put into the spotlight the need for FIUs to better understand risks 
and undertake strategic analysis of financial information as a key value-add to law enforcement 
efforts. Strategic analysis of IFT data has given law enforcement agencies the ability to gain a 
much broader picture of criminality and illicit financial flows, understand risks across priority 
issues such as terrorism, develop typologies, and enhance regulatory compliance to harden the 
financial system against abuse. 

IT has made the collection and analysis of big data by FIUs possible. While there are undoubtedly 
regulatory impacts arising from IFTR requirements, there are options for countries to mitigate 
these impacts. A more fundamental concern, however, is whether IFTR requirements are a 
reasonable, necessary and proportionate response to national security threats such that they 
impose a legitimate limitation on fundamental rights, particularly the right to privacy. Other 
methods of collecting IFT information contain safeguards against the blanket surveillance of a 
country’s population. These methods are generally slower, more difficult to pursue and more 
resource intensive for both FIUs and financial institutions, but they impose safeguards that 
require law enforcement authorities to justify on reasonable grounds the issuance of every 
subpoena or legal order, and they provide a level of checks and balances that protect individual 
rights against the use, and potential abuse, by law enforcement powers. 

International law acknowledges that policy decisions on the reasonable limitation of the right 
to privacy do not occur in a vacuum, but are reflective of the social, security and economic 
contexts in which they are made. Certainly, the EU’s deliberations on the adoption of an  
EU TFTS have been driven by changes in context. Renewed calls for an EU TFTS in recent 
years have been in response to the heightened risk of terrorist attacks in the EU, despite 
previous conclusions by the EU that a TFTS could not be justified against the imposition on 
fundamental rights. 

A key lesson is that outlining the indicators for judging the value or success of IFTR requirements 
at the outset is important so that the effectiveness of the policy and the need for its continued 
existence can be assessed against established benchmarks, so that accountability for impacts 
on fundamental rights is upheld. 
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Recommendations 
This paper recommends that policymakers take into account the following eight key issues when 
considering the adoption of IFTR requirements in their jurisdictions: 

1. Compare apples with apples: This paper assesses a range of policy and regulatory 
considerations for policymakers. While international experiences are useful, they cannot 
replace detailed national assessments. The population, financial sectors, social policy 
needs, crime risks and ability to enforce compliance differ greatly between countries. It is 
important for policymakers to avoid comparing apples with oranges. 

2. Benchmark success: One of the key challenges faced by countries implementing bulk 
data-collection measures, such as IFTR requirements, has been the ability to produce 
compelling evidence demonstrating the success or value of the policy. Better articulation of 
the indicators of success, particularly where those indicators require nuanced, qualitative 
assessments, is vital at the outset of policymaking. 

3. Explore alternative options: Policymakers should consider alternatives to IFTR requirements 
and determine whether they might adequately meet the identified tactical, operational 
and strategic analysis needs of FIUs. Several other methods are discussed in this paper. 

4. Balance national security interests with protection of individual rights: Benchmarking 
success and arguing the need for IFTR requirements above and beyond alternative options, 
which have less impact on the right to privacy, are important in taking an informed position 
that balances national security interests with the protection of individual rights. 

5. Adopt robust data-protection measures: Sound justification should underpin the 
need for any agency to have access to IFT data and the purpose for which they may be 
used. Policymakers should consider oversight mechanisms, including the option of an 
independent body responsible for this.

6. Consider adopting a reporting threshold: Monetary thresholds for reporting may be useful 
in mitigating resource burdens for both FIUs and financial institutions. However, they can 
also have consequences that diminish the value of IFTR requirements. Countries should 
assess their crime risks and consider whether reporting thresholds inhibit the detection 
and disruption of high-risk crimes. 

7. Assess IT capabilities: An investment in IT will be necessary, and may also be crucial 
in limiting resource impacts on both FIUs and financial institutions. Policymakers 
should assess the ability of their country’s financial institutions, particularly small and 
medium-sized institutions, to access and use technology to promote compliance with 
reporting requirements. 

8. Support remittances and financial inclusion: Policymakers should ensure that IFTR 
requirements work to complement, not conflict with, remittance and financial inclusion 
objectives. Reporting thresholds and IT solutions might assist in mitigating the impact on 
resources for remittance service providers. 
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