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Is Space the New Cyber? 
UK Dependencies and 
Vulnerabilities

ON 16 JANUARY 2019, the Royal United Services Institute (RUSI) convened a conference 
entitled ‘Is Space the New Cyber? UK Dependencies and Vulnerabilities’. The aim of the 
event was to discuss the ways in which the UK government is dependent upon space 

and the threats and hazards to space assets that create vulnerabilities in government activities. 

The UK has an ambition to capture 10% of the global space market by 2030,1 as well as develop 
its own launch capabilities. However, while the importance of space is recognised by the 
Ministry of Defence (MoD) and the UK Space Agency, understanding across other government 
departments is patchy at best. There was, therefore, a requirement for a concerted effort of 
outreach beyond those who were already ‘space aware’. 

There are similarities between this situation and the one related to cyber security 10 years 
ago. Then, as now, an understanding developed which acknowledged the requirement for a 
whole-of-government approach to tackle the consequences of a large-scale cyber-attack. The 
conference organisers felt, however, that despite such an understanding, a coherent policy and 
strategy (for cyber) does not exist a decade on, and the cyber debate remains siloed within 
classified areas of government. 

The conference was designed to stimulate discussion about the threats faced by satellites, the 
likelihood and potential consequences of each threat, and the UK’s current state of preparedness 
to respond to and mitigate the loss of space systems. Speakers represented government, 
academia and industry, but the conference was designed to not allow UK MoD or service 
personnel to lead or influence discussion. This approach accepted the premise that current MoD 
influence over government space policy was misaligning programming and strategy discussion 
towards expeditionary military operations at the expense of national resilience themes. The 
conference was attended by more than 70 international delegates representing the academic, 
government, military and industrial sectors of the space enterprise community. 

The event sought to understand the role of various actors within the space sector, both in terms 
of their contribution to resilience and sustainability and their role in creating a narrative that is 
accessible and digestible to non-experts. The role that space plays across society – in everything 
from telephone communications, mobile-data exchange, navigation and weather forecasting to 
the financial sector, energy grids and water distribution, to name only a few – has long been 

1. Space IGS, ‘The Space Innovation and Growth Strategy Main Report’, 2010, <https://webarchive.
nationalarchives.gov.uk/20121206215953/http://www.bis.gov.uk/assets/ukspaceagency/docs/igs/
space-igs-main-report.pdf>, accessed 11 March 2019.
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understood by militaries and industry, and by a relatively small number of government workers 
and academics. However, even everyday services such as satellite television and navigation 
seem not to have produced a wider recognition, either across government or among the wider 
public, of the role that space plays in the daily lives of all. 

Similarly, the potential dangers to satellites are well understood by the space community, but 
the community tends to talk to itself rather that reach out to non-experts. However, there is 
disagreement about the relative dangers of threats and hazards. For example, a subset of the space 
community, represented at the conference particularly in the sessions ‘Space Armageddon’ and 
‘Current UK Mitigation and Preparedness’, is intensely focused on the problem of space debris 
and the need for better international cooperation regarding Space Traffic Management and 
debris mitigation or removal, while others, particularly in the session on ‘Industry Viewpoint’, 
feel that this is an area in which satellite manufacturers and operators are well placed to protect 
assets, highlighting instead the actions of states such as Russia and China, who are developing 
anti-satellite capabilities. It is clear that the wide range of potential dangers to satellites creates 
a complex situation that needs to be fully understood to allow for effective risk assessments. 

Lessons and Deductions
Several important themes on risks, dependencies and vulnerabilities emerged during 
the conference. 

There is a consensus that reliance on space assets across the military, government services and 
civilian life is unprecedented. It has been said that Global Navigation Satellite Systems (GNSS),2 
such as GPS and Europe’s Galileo are, as noted by Lord Harris of Haringey in the opening keynote, 
the ‘invisible utility’, with services from the financial sector to transportation to the emergency 
services all dependent in some way on the precise signals provided by these systems. Modern 
society is totally dependent upon energy networks, and a repeat of the Carrington Event – a 
solar storm in 1859 that severely impacted the worldwide telegraph infrastructure3 – would 
have even more extreme consequences today as a result of increased dependency on the 
systems that would be affected, with estimated losses of up to $2 trillion in the US alone.4 The 
conference heard how this is not a case of if, but when, with a similar level (or worse) event 
likely within the next 50 years. It is a contingency for which the UK government should be 
planning, but is not. 

Addressing such issues cannot be simply a matter of reviewing vulnerabilities on a case-by-case 
or even sector-by-sector basis. Delegates agreed that a system-of-systems approach is required, 

2. European Global Navigation Satellite Systems Agency, ‘What is GNSS?’, <https://www.gsa.europa.
eu/european-gnss/what-gnss>, accessed 11 February 2019.

3. Richard A Lovett, ‘What if the Biggest Solar Storm on Record Happened Today?’, National 
Geographic, 4 March 2011.

4. National Research Council, Severe Space Weather Events: Understanding Societal and Economic 
Impacts: A Workshop Report (Washington, DC: The National Academies Press, 2008), p. 4. 
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where multiple, independent systems are seen as part of a larger, integrated system.5 The 
Government Office for Science’s review on satellite-derived time and position,6 the accurate 
signals received from GNSS systems that are used for, among others, navigation and the timing 
of financial transactions, highlighted the need for all Critical National Infrastructure (CNI) sectors 
to review not just their reliance on these signals but also the other reliant systems with which 
they interact. For example, many CNI sectors will rely on transportation networks for staff to 
be able to get to work. A three-stage response was put forward as necessary to respond to the 
vulnerabilities: 

1. Understanding the vulnerabilities across and between systems that rely on space. 
2. Assessing the risk of a major event that affects the satellites.
3. Planning for societal resilience, bringing together central and local government, resilience 

networks, infrastructure operators, and the private sector. 

Investment in such resilience is critical, but there was general agreement among delegates that 
for this, decision-makers must understand that this is a real issue that needs to be taken seriously. 

It was noted as ‘positive’ that the UK designated space as a CNI sector in 2015. As a result, 
not only is the importance of space recognised but there is also the opportunity for the CNI 
space sector to interact with other CNI sectors and educate them on their reliance and the 
vulnerabilities. This also allows for a discussion of what other areas of CNI affect the ability of 
space to operate, highlighting the interdependencies of all CNI sectors. Such engagement will 
go some way towards better preparing the UK government if one or more of the space systems 
on which it relies is disabled or disrupted. 

Critically, delegates noted that this is not just a problem for one country. The  
US Air Force-operated GPS constellation and the EU’s Galileo network are used internationally 
by many countries. Some of the questions raised by delegates relate to how responding to 
a catastrophic solar event can be tackled at the international level. One answer suggested 
an increase in programmes that monitor the Sun and can provide some level of warning 
of potentially dangerous activity. Yet it was noted that perhaps more crucial is the need to 
appreciate cross-border systems that rely on signals from satellites, such as communication and 
energy networks. 

International cooperation is also relevant to the issue of space debris. As with solar activity, there 
is a worst-case scenario that would have catastrophic consequences: the Kessler Syndrome, in 
which a collision between two objects in orbit produces debris that causes yet more collisions, 

5. Irene Eusgeld, Cen Nan and Sven Dietz, ‘“System-of-Systems” Approach for Interdependent Critical 
Infrastructures’, Reliability Engineering & System Safety (Vol. 96, No. 6, 2011), pp. 679–86. 

6. UK Government Office for Science, ‘Satellite-Derived Time and Position: A Study of Critical 
Dependencies’, 2018, <https://www.gov.uk/government/publications/satellite-derived-time-and-
position-blackett-review>, accessed 11 February 2019.
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resulting in complete orbital pollution and potentially the inability to use low earth orbit.7 This 
situation is similar to the rise in climate change or the proliferation of plastics in the ocean, a 
problem that affects all but cannot be solved by one state on its own. According to one delegate, 
the cleaning of orbits through debris removal is currently very expensive and still in the trial 
phase,8 and will require extensive international collaboration, as will promoting regulations 
on responsible de-orbiting of satellites that have reached the end of their lives or use. It was 
noted that the parallels with the issues of climate change and overuse of plastics perpetuate 
the question of why all countries should be concerned with cleaning up the mess made by a 
few, and who should be responsible financially. However, the conference heard that there is 
insufficient time to assign blame. Prevaricating may mean passing a point beyond which any 
intervention will have a negligible impact. 

It was mentioned frequently throughout the conference that the space industry plays a central 
role in the operation and resilience of space systems through the protection of satellites and 
management of their orbits. Here again, though, there is some disagreement regarding the 
relative risks relating to various threats and hazards. Hardening of satellites to mitigate the effects 
of solar activity, such as radiation shielding, and the use of robust Space Traffic Management 
capabilities through tracking of objects in orbit means that some within the industry do not 
see space weather and orbital debris as unmanageable problems. Instead, it is suggested that 
the focus should be on the proliferation of counterspace and cyber threats and the use of force 
in space. To counter these threats and protect the UK’s assets, the space industry is central 
to developing capabilities that are more resistant to threats and designing resilience in at the 
beginning of a mission. It was agreed that the UK government must work closely with industry 
to identify the methods to create resilient systems. 

Focusing on the situation in the UK, there is a suggestion that the country has placed itself 
in a binary position between the US system and the European system (both the EU and the 
European Space Agency), which is now jeopardised by the Brexit process. When Britain exits 
the EU, it will remain wholly dependent on the US for military grade position, navigation and 
timing, having lost access to the Public Regulated Service (PRS) encrypted signal from Galileo. 
The UK has been working alongside other EU countries to establish the Galileo GNSS system 
and has provided around 15% of the work,9 but Brexit will remove the right of UK companies 
to be involved further and will forbid UK military access to its PRS capability without a separate 
agreement. The UK’s reaction to this has been to scope for its own GNSS constellation, but this 
is a far bigger project than is understood by policymakers. While the debate surrounding Galileo 
has certainly gone some way towards highlighting the importance of space, there is a danger 
that the UK’s new focus on building its own GNSS constellation will move conversations away 
from both the steps required for resilience and the UK’s broader ambitions in space. 

7. Michelle La Vone, ‘Kessler Syndrome: 10 Interesting and Disturbing Facts’, Space Safety Magazine, 
<http://www.spacesafetymagazine.com/space-debris/kessler-syndrome/>, accessed 10 February 2019.

8. Jonathan Amos, ‘RemoveDebris: Mission to Clear a Huge Mess Above Earth’, BBC News, 25 June 2018. 
9. EURACTIV, ‘Britain Considers Setting Up Satellite System to Rival EU’s Galileo’, 26 April 2018. 
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Conclusions
Reliance on space systems will continue to increase, whether this is for military or civilian 
operations. Governments need to lead work to map dependencies, identify vulnerabilities 
and put in place plans for mitigation and response. However, the space community needs to 
continually engage with government, as does industry, so that policymakers are aware of the 
full range of potential threats and the national security apparatus is able to carry out effective 
risk assessments. Such engagement is also necessary to ensure that the messages around the 
importance of space reach all areas of government and society, as any response will require the 
involvement and cooperation of all sectors. 

As new technologies proliferate, new actors enter space, and when evolving space capabilities 
emerge, the space environment will become more complex. This may change the dynamics of the 
threats and hazards and the responses that will be required to protect space assets. Assessing 
what these changes might be and how they will impact on resilience, both in orbit and on the 
ground, needs to be a continuous activity of the space sector and counterparts in government 
to minimise the impact of events. This includes maintaining and increasing Space Situational 
Awareness activities encompassing satellite and debris tracking, solar-activity monitoring, and 
prediction and analysis of the capabilities and intentions of all actors, particularly potentially 
hostile states who may wish to d-o harm to space assets. 

For the UK specifically, a more coherent space ambition is required. Plans for a sovereign launch 
facility and the goal of capturing 10% of the global market by 2030 are positive steps, but these 
need to be integrated with broader aims, such as how the UK views itself as a space power in the 
future and the nature of international alliances and partnerships. Achieving such an ambition 
will require input from the space community alongside government and may lead to a situation 
where the importance of space is fully recognised by UK government and policymakers. The 
UK will then be able to reap the benefits of space while being in a strong position to withstand 
worse-case scenarios. 

Alexandra Stickings is Research Fellow for Space Policy and Security in the Military Sciences 
group at RUSI. Her research interests include the role of space across UK government, space 
resilience, counterspace capabilities and international space programmes.


