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SUMMARY 
• The UK’s future approach to cyber security requires a whole of society 

response, with a greater emphasis on the private sector’s role. What 
should the role of the private sector and wider society be and how will 
they be incentivised to play this part? 

• By making cyber security and foreign investment about one country, 
one company and one technology, the Huawei debate risks obscuring 
the wider issue. How should the UK tackle the cyber security issues 
associated with the globalisation of technology? 

• The 2016 National Cyber Security Strategy has been characterised 
by a central authority in the Cabinet Office leading a complex  
cross-Whitehall implementation programme. To what extent 
should cyber security become business as usual across all areas of 
government after 2021, rather than a centrally managed strategy with 
ring-fenced investment? 

• The UK should capitalise on its position at the forefront of cyber on 
the international stage. In a post-Brexit environment, what should the 
UK’s international approach to cyber security look like? 

INTRODUCTION 
The UK is approaching a cyber security milestone. The 2016 National Cyber 
Security Strategy (the Strategy),1 together with its £1.9 billion of investment, 
reaches its conclusion in 2021. At the midway point of the current strategy, 
and with an upcoming Spending Review,2 the focus should now be on 
building the next strategy. This Briefing Paper poses a series of questions to 
help frame this debate. 

The policy challenges raised in this paper intend to be the basis for further 
research, debate and analysis into future UK cyber strategy. The paper draws 
upon research and conclusions by the RUSI cyber security programme3 
and includes analysis from a series of expert roundtable workshops, which 
brought together participants from the UK government, law enforcement, 

1. HM Government, ‘National Cyber Security Strategy 2016–2021’, 2016,  
<https://www.gov.uk/government/publications/national-cyber-security-strategy-
2016-to-2021>, accessed  6 May 2019.

2. Cal Emmerson, Thomas Pope and Ben Zaranko, ‘The Outlook for the 2019 
Spending Review’, Institute for Fiscal Studies, 11 February 2019,  
<https://www.ifs.org.uk/publications/13854>, accessed 6 May 2019.

3. RUSI, ‘Cyber Security’, <https://rusi.org/projects/cyber-security>, accessed  
7 May 2019. 

https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021
https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021
https://www.ifs.org.uk/publications/13854
https://rusi.org/projects/cyber-security
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academia and the private sector.4 The discussions were held under 
the RUSI rule.5 

REFLECTIONS ON THE 2016 STRATEGY 
The 2016–21 cyber security strategy is interventionist. With a central role 
for government, the Strategy aims to deliver a step change in cyber policy 
development and delivery, simplify government’s approach to cyber security, 
and promote national and global partnerships. To achieve this, there has 
been strong investment both in the government’s own cyber capabilities and 
in wider national capacity. 

The Strategy sets out 12 broad strategic outcomes.6 Based around the themes 
of ‘Deter, Defend and Develop’,7 areas covered include technical measures 
to defend against attacks, consideration of how to incentivise organisations 
to make their digital systems more secure, and the development of cyber 
skills in the UK. 

The UK strategy is world leading,8 not least because of its broad scope and 
bold vision for the role of government. Moreover, it stands out by being 
implemented through a structured programme accompanied by up to  

4. Three RUSI cyber security programme workshops on future UK cyber strategy 
were held at RUSI on 8 November 2018, 31 January 2019, and 28 February 2019. 
Each workshop hosted between 30 and 45 participants.

5. ‘The RUSI Rule means that: All speeches and prepared remarks are "on the 
record" and are attributable to the individual and the event organised by the 
Royal United Services Institute. All comments made in response to questions 
(i.e., the non-prepared remarks) are neither attributable to the individual, nor 
to the event. Those wishing to quote any remark that is un-attributable by these 
rules, should seek the permission of the speaker of those specific remarks’, RUSI, 
‘What is the RUSI Rule?’, <https://rusi.org/RUSI-Rule>, accessed 3 June 2019.

6. There is a thirteenth objective, which refers to the overarching Cabinet Office 
governance of the National Cyber Security Strategy. Although not strictly an 
outcome, it articulates the ongoing centralised role of the Cabinet Office in 
overseeing the Strategy. The Strategy’s 12 strategic outcomes are regarded as 
equally important and are not prioritised.

7. Chris Hankin, ‘Cyber Security – Defend, Deter and Develop’, Imperial College 
Business School, 24 March 2017, <https://www.imperial.ac.uk/business-school/
events/exed-resources/cyber-security-defend-deter-and-develop/>, accessed  
4 June 2019.

8. The ITU’s Global Cybersecurity Index (GCI) places the UK at the top of their 
global list for the most ‘committed’ to building their cyber defence, see ITU, 
‘Global Cybersecurity Index 2018’, 2018, p. 16, <https://www.itu.int/en/ITU-D/
Cybersecurity/Documents/draft-18-00706_Global-Cybersecurity-Index-EV5_
print_2.pdf>, 4 June 2019.

https://rusi.org/RUSI-Rule
https://www.imperial.ac.uk/business-school/events/exed-resources/cyber-security-defend-deter-and-develop/
https://www.imperial.ac.uk/business-school/events/exed-resources/cyber-security-defend-deter-and-develop/
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/draft-18-00706_Global-Cybersecurity-Index-EV5_print_2.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/draft-18-00706_Global-Cybersecurity-Index-EV5_print_2.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/draft-18-00706_Global-Cybersecurity-Index-EV5_print_2.pdf
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£1.9 billion of transformational investment.9 This investment represented a 
doubling of the funding compared to the 2011–2016 period.10 This funding 
commitment is missing in other national cyber strategies, while some states 
have no cyber strategy at all.11 

The UK approach has achieved some successes.12 The programme is a 
complex portfolio of activities spanning technology implementation, policy 
development, organisational change, and innovative approaches to enabling 
economic growth.13 A recent National Audit Office report assesses that the 
programme has been successful in reducing the UK’s vulnerability to some 
forms of cyber attack, although inevitably there are areas where the UK must 
improve.14 This includes a lack of metrics to quantify the effectiveness of 
the programme and to provide visibility of return on investment from cyber 
initiatives.15 There are industry doubts over just how much cyber security 
has improved in the last eight years, with some criticism that the Strategy’s 
objectives are too high level and broad to be achievable.16 Although not 
acknowledged in the Strategy document, common sense suggests that it 
will take longer than five years to fully address every objective set out in 

9. One part of delivering the Strategy is the National Cyber Security Programme 
(the Programme), UK Government, ‘Britain’s Cyber Security Bolstered by World 
Class Strategy’, 1 November 2016.

10. Sarah Young, ‘Britain to Spend 1.9 Billion Pounds on Boosting Cyber Defences’, 
Reuters, 1 November 2016. 

11. Alison DeNisco Rayome, ‘UN Report: 50% of Countries have no Cybersecurity 
Strategy in Place’, 6 July 2017, <https://www.techrepublic.com/article/un-
report-50-of-countries-have-no-cybersecurity-strategy-in-place/>, accessed  
6 May 2019.

12. National Cyber Security Centre (NCSC), ‘Pioneering Programme Defends UK from 
Millions of Cyber Attacks’, 4 February 2018, <https://www.ncsc.gov.uk/news/
pioneering-programme-defends-uk-millions-cyber-attacks>, accessed 24 May 
2019.

13. Danielle Kriz, ‘A Global Model: UK’s “National Cyber Security Strategy”’, 
SecurityRoundtable.org, 9 May 2017, <https://www.securityroundtable.org/
global-model-uks-national-cyber-security-strategy/>, 24 May 2019.

14. National Audit Office (NAO), Progress of the 2016–2021 National Cyber Security 
Programme (London: National Audit Office, 2019).

15. The House of Commons Public Accounts Committee issued a report criticising 
the current National Cyber Security Programme as lacking clear key performance 
indicators to ensure that it was good value for money, see Commons Select 
Committee, ‘National Cyber Security Strategy Needs Long-Term Plan’, 5 June 
2019, <https://www.parliament.uk/business/committees/committees-a-z/
commons-select/public-accounts-committee/news-parliament-2017/cyber-
security-in-the-uk-report-published-17-19/>, accessed 10 June 2019; BBC News, 
‘UK Cyber-Security Efforts Criticised by Audit Office’, 15 March 2019, <https://
www.bbc.co.uk/news/technology-47574943>, accessed 6 June 2019. 

16. Technology sector representative, RUSI workshop on future UK cyber strategy, 
31 January 2019, RUSI, London.

The programme 
has been successful 
in reducing the 
UK's vulnerability 
to some forms of 
cyber attack

https://www.techrepublic.com/article/un-report-50-of-countries-have-no-cybersecurity-strategy-in-place/
https://www.techrepublic.com/article/un-report-50-of-countries-have-no-cybersecurity-strategy-in-place/
https://www.ncsc.gov.uk/news/pioneering-programme-defends-uk-millions-cyber-attacks
https://www.ncsc.gov.uk/news/pioneering-programme-defends-uk-millions-cyber-attacks
https://www.securityroundtable.org/global-model-uks-national-cyber-security-strategy/
https://www.securityroundtable.org/global-model-uks-national-cyber-security-strategy/
https://www.parliament.uk/business/committees/committees-a-z/commons-select/public-accounts-committee/news-parliament-2017/cyber-security-in-the-uk-report-published-17-19/
https://www.parliament.uk/business/committees/committees-a-z/commons-select/public-accounts-committee/news-parliament-2017/cyber-security-in-the-uk-report-published-17-19/
https://www.parliament.uk/business/committees/committees-a-z/commons-select/public-accounts-committee/news-parliament-2017/cyber-security-in-the-uk-report-published-17-19/
https://www.bbc.co.uk/news/technology-47574943
https://www.bbc.co.uk/news/technology-47574943
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the 2016 Strategy.17 In a complex and evolving environment, perhaps future 
strategies should have flexible timeframes to reflect this reality. 

There are indications that the next phase of the Strategy may involve less 
government investment and greater emphasis on the private sector’s role 
in cyber security.18 If so, the design and implementation of the Strategy will, 
more than ever, require a whole of society response. This involves bringing 
together the capabilities of the private sector, government and wider 
society to achieve common goals in cyber security. This approach is easy to 
express in rhetoric, but will require serious investment of time, energy and 
intellectual capital to build necessary partnerships to deliver results.19 

THE CYBER THREAT LANDSCAPE AND  
FUTURE RISKS 
Any future strategic vision for cyber security should be informed by the 
threat landscape and other associated cyber risks. Expert input from RUSI’s 
recent roundtable workshops raised numerous trends and challenges for the 
UK (and other states) to consider. They include technological, societal and 
international factors that are critical when shaping the UK’s cyber strategy 
post-2021. Predicting the cyber context for the next strategy period is risky. 
However, a number of themes emerged from the workshops. These are just 
some of the issues to be taken into account. 

Some optimistic observers suggest that the period may see improvements 
in core internet security.20 If programmes like the National Cyber Security 
Centre’s (NCSC’s) Active Cyber Defence (ACD) are rolled out beyond the public 
sector, there could be a significant reduction in the amount of high-volume, 
low-sophistication attacks in the UK.21 A UK aspiration is to see measures 
such as these implemented widely in the private sector.22

17. UK government representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London. 

18. UK government representatives, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

19. Technology sector representative, RUSI workshop on future UK cyber strategy, 
31 January 2019, RUSI, London.

20. UK government representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

21. Active Cyber Defence (ACD), led by the NCSC, tackles cyber attacks in a relatively 
automated and scalable way. Its techniques include taking down malicious 
domains, the application of Domain-Based Message Authentication (DMARC) to 
describe what a legitimate email from a government domain should look like, 
a Web Check service to scan URLs and domains, and the proactive blocking of 
known ‘bad’ domains. See NCSC, ‘Active Cyber Defence’, <https://www.ncsc.gov.
uk/section/products-services/active-cyber-defence>, 24 May 2019.

22. Tim Stevens, ‘Expanding Government Cyber Defences Beyond the Private 
Sector’, King’s College London News Centre, 22 January 2019, <https://www.kcl.

https://www.ncsc.gov.uk/section/products-services/active-cyber-defence
https://www.ncsc.gov.uk/section/products-services/active-cyber-defence
https://www.kcl.ac.uk/news/name-and-shame-companies-with-poor-cyber-security
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In the best case, over the coming years software developers could 
increasingly factor cyber security into software development, with the 
global cyber community calling out badly written software.23 There should 
be ongoing improvements across the range of security areas, with greater 
network segregation and secure enclaves in systems to isolate threats.24 

If these improvements take place, the threat focus in the next strategy period 
could increasingly shift to sophisticated hostile state actors and organised-
crime groups, rather than low-level, high-volume attacks.25 The capabilities 
of some state actors are likely to be beyond the scope of normal private 
sector security protections to address. 

However, a number of things need to fall into place for this positive 
outcome to be achieved. The government needs to find an effective way to 
incentivise both the adoption of ACD techniques across the private sector 
and the widespread implementation of Secure by Design. Of course, this 
is a global issue operating well beyond the reach of UK government policy 
alone. Meanwhile, threat actors will continue to find different ways to exploit 
dependency on the internet, and vulnerabilities in legacy systems will persist 
for some time.26 

Without these improvements, the UK will continue to face a variety of systemic 
cyber threats, ranging from those that exploit basic vulnerabilities and poor 
security practice through to more sophisticated attacks from hostile states. 

The friction between a globalised tech marketplace and national security 
interests will continue.27 In a digital world, governments will need to come 
to terms with the consequences of internet-enabled technologies being 
developed, manufactured and in some cases operated by foreign entities 

ac.uk/news/name-and-shame-companies-with-poor-cyber-security>, accessed 
12 June 2019.

23. The Department of Culture, Media and Sport has spearheaded Secure by Design, 
a framework for enabling providers to build security into products by design. 
The research was prompted by rising Internet of Things (IoT) adoption. See 
UK Government, ‘Secure by Design’, 28 February 2019, updated 6 June 2019, 
<https://www.gov.uk/government/collections/secure-by-design>, accessed  
30 May 2019.

24. Telecommunications sector representative, RUSI workshop on future UK cyber 
strategy, 8 November 2019, RUSI, London. 

25. UK government representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

26. EY, ‘Is Cyber Security About More than Protection? EY Global Information 
Security Survey 2018–19’, 2018, <https://www.ey.com/Publication/vwLUAssets/
ey-global-information-security-survey-2018-19/$FILE/ey-global-information-
security-survey-2018-19.pdf>, accessed 31 May 2019; Angus Batey, ‘Old 
Technology Creates a Door for Cyber Attackers’, Financial Times, 3 October 2016. 

27. UK government representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

https://www.kcl.ac.uk/news/name-and-shame-companies-with-poor-cyber-security
https://www.gov.uk/government/collections/secure-by-design
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/$FILE/ey-global-information-security-survey-2018-19.pdf
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/$FILE/ey-global-information-security-survey-2018-19.pdf
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/$FILE/ey-global-information-security-survey-2018-19.pdf
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over whom they have little influence, including in some cases entities with 
close links to potentially hostile nation states. This is not just about China. 

The current controversy involves Huawei and 5G,28 but in practice this is 
much broader than one company or one technology. The Internet of Things 
will be made up of a bewildering array of components sourced from multiple 
countries and companies delivered though complex supply chains. One risk 
relates to poor engineering by suppliers that creates vulnerabilities, and 
another is that states deliberately manipulate technology to be used covertly 
to collect data or enable disruptive cyber attacks. Governments will have to 
look hard at what they can do to get assurance that critical components do 
not contain security vulnerabilities.29 As can be seen today, risk appetite 
differs between states and there is potential to be caught up in wider 
geopolitical and macroeconomic issues.30 

There will inevitably be a greater personal dependence on technology as 
society increasingly becomes online by default. This leads to larger potential 
impact and harm from cyber attacks to affect individuals in a personal and 
direct way. For example, personal online authentication will be even more 
critical as daily lives become more reliant on online services.31 Consequently, 
there will be an increase in people-oriented cyber attacks which will involve 
forms of social engineering to obtain data, alongside network compromise. 
The human element to cyber security risk requires more attention,32 
as will law enforcement capacity to tackle cyber-related fraud.33 The  
under-reporting of cybercrime continues to hamper the ability to assess and 
investigate cyber incidents.34 

Even more data will be processed at scale and manipulated using machine 
learning and artificial intelligence.35 There will continue to be different 

28. David Shepardson, ‘Exclusive: Trump Expected to Sign Order Paving Way for U.S. 
Telecoms Ban on Huawei’, Reuters, 14 May 2019.

29. This includes incentivising good cyber security practices, as stated above.
30. Michael Peel, ‘Brussels Faces US Clash over Plan to Monitor Huawei 5G Security’, 

Financial Times, 25 March 2019.
31. Rebecca Hill, ‘”Bring IT Back In”: Former DWP Minister Says Outsourcing is a 

Fundamental Mistake’, Public Technology.net, 9 February 2017, <https://www.
publictechnology.net/articles/news/%E2%80%98bring-it-back-in%E2%80%99-
former-dwp-minister-says-outsourcing-fundamental-mistake>, accessed 26 May 
2019.

32. UK government representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

33. UK law enforcement representative, RUSI workshop on future UK cyber strategy, 
31 January 2019, RUSI, London. 

34. National Crime Agency (NCA), ‘National Strategic Assessment of Serious and 
Organised Crime 2018’, 2018, <https://nationalcrimeagency.gov.uk/who-we-
are/publications/173-national-strategic-assessment-of-serious-and-organised-
crime-2018>, accessed 26 May 2019.

35. Technology sector representative, RUSI workshop on future UK cyber strategy, 
31 January 2019, RUSI, London.

This is not just 
about China

https://www.publictechnology.net/articles/news/%E2%80%98bring-it-back-in%E2%80%99-former-dwp-minister-says-outsourcing-fundamental-mistake
https://www.publictechnology.net/articles/news/%E2%80%98bring-it-back-in%E2%80%99-former-dwp-minister-says-outsourcing-fundamental-mistake
https://www.publictechnology.net/articles/news/%E2%80%98bring-it-back-in%E2%80%99-former-dwp-minister-says-outsourcing-fundamental-mistake
https://nationalcrimeagency.gov.uk/who-we-are/publications/173-national-strategic-assessment-of-serious-and-organised-crime-2018
https://nationalcrimeagency.gov.uk/who-we-are/publications/173-national-strategic-assessment-of-serious-and-organised-crime-2018
https://nationalcrimeagency.gov.uk/who-we-are/publications/173-national-strategic-assessment-of-serious-and-organised-crime-2018
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generational and societal attitudes in relation to approaches to managing 
cyber threats, and sharing personal data will vary across society. Regardless, 
user education and awareness will continue to play an important role, 
potentially causing a shift in what constitutes good cyber security as a result 
of the evolving way society uses data. 

Finally, a continuing risk will be the successful compromise of outdated 
and insecure operational technology36 by threat actors.37 The majority of 
critical national infrastructure (CNI) is privately owned and beyond the UK 
government’s direct control.38 Cyber risks to CNI, including infrastructure 
based abroad, will continue to be a critical factor when shaping the next UK 
cyber strategy.39 

QUESTIONS FOR THE FUTURE STRATEGY 
There are many questions that must be considered when developing the 
next UK cyber security strategy. 

1. THE ROLE OF GOVERNMENT AND THE PRIVATE SECTOR

A fundamental question is about the essential role of government in an 
area such as cyber security. The UK’s 2011 Cyber Security Strategy reflected 
a carefully delineated role for government. The focus was on government 
only doing that which government alone could do, with a strong emphasis 
on building national situational awareness, law enforcement capability and 
high-level incident response.40 

36. For example, electricity substations, the control systems for power stations, or 
transport networks.

37. Secureworks, ‘Lessons from the Field: The Dangers of Legacy Systems’, <https://
www.secureworks.co.uk/resources/vd-lessons-from-the-field-legacy-systems>, 
accessed 26 May 2019.

38. House of Lords–House of Commons Joint Committee on the National Security 
Strategy, ‘Cyber Security of the UK’s Critical National Infrastructure’, 2018,  
<https://publications.parliament.uk/pa/jt201719/jtselect/jtnatsec/1708/1708.
pdf>, accessed 17 June 2019. 

39. Energy sector representative, RUSI workshop on future UK cyber strategy,  
8 November 2018, RUSI, London.

40. Cabinet Office, ‘The UK Cyber Security Strategy’, November 2011, <https://www.
gov.uk/government/publications/cyber-security-strategy>, accessed 26 May 
2019. 

https://www.secureworks.co.uk/resources/vd-lessons-from-the-field-legacy-systems
https://www.secureworks.co.uk/resources/vd-lessons-from-the-field-legacy-systems
https://publications.parliament.uk/pa/jt201719/jtselect/jtnatsec/1708/1708.pdf
https://publications.parliament.uk/pa/jt201719/jtselect/jtnatsec/1708/1708.pdf
https://www.gov.uk/government/publications/cyber-security-strategy
https://www.gov.uk/government/publications/cyber-security-strategy
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Following a slower than expected improvement in cyber standards 
nationally,41 the 2016 Strategy was much more interventionist.42 
Implementation of the transformational £1.9-billion 2016 Strategy saw a 
plethora of new initiatives, including the creation of the NCSC, implementation 
of ACD, actions intended to simulate the growth of the cyber industry sector, 
and measures to address the national skills gap.43

There are strong indications that the next UK cyber strategy will not 
be supported by funding on the scale of 2016.44 This would have many 
implications. How does government set national risk appetite in cyber in 
a constrained environment? What should be prioritised? Should the next 
phase focus primarily on core national security concerns? How do we 
harness a national effort to amplify what government is doing without 
creating excessive dependency on it? 

A common phrase in discussion is the need for the private sector to ‘take 
up more of the burden’ of national cyber security. At the 2019 CYBERUK 
conference, GCHQ Director Jeremy Fleming pointed to the government taking 
‘a bold, interventionalist approach to involve a wider set of stakeholders in 
protecting the nation’s cyber security’.45 He called for private sector adoption 
of active defence techniques and highlighted the NCSC’s industry100 scheme 
which integrates private sector experts alongside NCSC staff.

This vision seems likely to be a component of the next phase of the UK 
approach. However, the industry/government partnership as expressed 
through industry100 has a long way to go to fulfil its potential.46 And while 
the NCSC has done commendable work on active defence metrics, a lot 
more effort is needed to build the compelling case to drive the widespread 

41. ‘81% of large businesses and 60% of small businesses have suffered a cyber 
security breach in the last year’, see HM Government, ‘UK Cyber Security: The 
Role of Insurance in Managing and Mitigating the Risk’, March 2015, p. 1. 

42. Department for Business, Innovation and Skills and PwC, ‘UK Cyber Security 
Standards: Research Report’, November 2013, <https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-
13-1294-uk-cyber-security-standards-research-report.pdf>, 25 May 2019. 

43. Information Commissioner’s Office, ‘The Role of the National Cyber Security 
Centre (NCSC)’,  <https://ico.org.uk/for-organisations/the-guide-to-nis/the-role-
of-the-national-cyber-security-centre-ncsc/>, 26 May 2019.

44. UK government representatives, RUSI workshops on future UK cyber strategy,  
8 November 2018, 31 January 2019, and 28 February 2019, RUSI, London. All 
asserted that in the next National Cyber Security Strategy it is unlikely that 
cyber security will receive the same transformational budget as the 2016–2021 
Strategy.

45. Jeremy Fleming, ‘Director GCHQ’s Speech at CYBERUK 2019’, speech given at 
CYBERUK 2019, 24 April 2019, <https://www.gchq.gov.uk/speech/director-s-
speech-at-cyberuk-2019>, accessed 26 May 2019. 

46. Technology sector representation, RUSI workshop on future UK cyber strategy, 
31 January 2019, RUSI, London.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/261681/bis-13-1294-uk-cyber-security-standards-research-report.pdf
https://ico.org.uk/for-organisations/the-guide-to-nis/the-role-of-the-national-cyber-security-centre-ncsc/
https://ico.org.uk/for-organisations/the-guide-to-nis/the-role-of-the-national-cyber-security-centre-ncsc/
https://www.gchq.gov.uk/speech/director-s-speech-at-cyberuk-2019
https://www.gchq.gov.uk/speech/director-s-speech-at-cyberuk-2019
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adoption of these techniques across the private sector.47 To succeed, there 
will need to be more engagement with the private sector – to move the 
discussion beyond generalities and into specifics. There must be a clear 
mutual understanding as to where UK government responsibility ends, 
and private sector accountability begins. This dialogue is at present only in 
the early stages.

2. RAISING CYBER STANDARDS

Linked to this issue is the question of what else government should do to 
raise core standards of cyber security, particularly within the private sector, 
including but not limited to the CNI. By the government’s own evidence, 
progress here has been far from sufficient.48 

There is widespread media focus on cyber, and a significant growth in the 
number of companies offering cyber security advice, products and services. 
There has been a transformation in the way the government communicates 
clear and accessible advice on a wide range of cyber issues, targeted at 
multiple different audiences.49 However, publicity, exhortation, advice 
and engagement has only resulted in limited change, including in vital parts 
of the UK's CNI.

There may be many reasons for this, including the commercial reality that 
for many companies, cyber incidents are just a cost of doing business.50 
There continues to be a lack of confidence in boardrooms about judging 
the right level of investment in cyber security, measuring the impact of 
those investments, and going beyond the sense that cyber security is just 
a sunk cost that eats into the profit margin, rather than a potential market 
differentiator.51 

So, if a decade of awareness-raising and advice has not achieved the 
transformation that is needed, what other tools does government have? It 
seems likely that the government will turn to greater regulation to address 

47. Ian Levy, 'Active Cyber Defence – One Year On', 4 February 2018, <https://www.
ncsc.gov.uk/blog-post/active-cyber-defence-one-year>, accessed 19 June 2019.

48. House of Lords–House of Commons Joint Committee on the National Security 
Strategy, ‘Cyber Security of the UK’s Critical National Infrastructure’, p. 19.

49. NCSC, ‘Small and Medium Sized Organisations’, <https://www.ncsc.gov.uk/
section/information-for/small-medium-sized-organisations>, accessed 27 May 
2019.

50. Hiscox, ‘2018 Hiscox Small Business Cyber Risk Report’, 2018, <https://www.
hiscox.com/documents/2018-Hiscox-Small-Business-Cyber-Risk-Report.pdf>, 
accessed 27 May 2019. 

51. Further to this are the costs outside profit margins and stakeholders that are 
difficult to measure, such as consumer confidence, national security and further 
instability in other industries, are a vital part of the consequences in poor cyber 
risk assessment. See Attracta Mooney and Jennifer Thompson, ‘Why the Focus is 
Shifting to Boards on Cyber Security’, Financial Times, 8 September 2018.
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the gap. The General Data Protection Regulation and the Network and 
Information Security directives have been the central planks of government’s 
approach to regulation for cyber and there is considerable effort underway 
to identify the lessons from their implementation.52 

That said, arguably the UK government has underplayed the role of regulation 
in encouraging an improvement in cyber security standards, particularly in 
the CNI. Serious consideration is needed of how and where government 
can use regulation further to drive up security standards. One dependency 
is the capacity of the regulators, who need to be equipped with the skills 
and capability to play their essential part. Naturally any suggestion of more 
regulation is unlikely to find favour with the private sector, so there will need 
to be close engagement with relevant sectors if this route is to be followed. 

Simultaneously, government needs to look again at what positive incentives 
could be available to encourage the kind of developments across the private 
sector that are needed. This needs to be about carrot as well as stick. 

3. THE GLOBALISATION OF TECHNOLOGY

The UK needs a compelling risk management strategy to address the 
security issues associated with the globalisation of technology.53 China and 
5G have been the focus for this debate,54 but it is a much broader issue. 
The apparent national origin of a completed product is in no way a reliable 
guide to where its internal components were designed or manufactured. 
The growing dominance of China in tech means that in many cases there will 
be a Chinese element present somewhere.55 

Dependence on international technology supply chains raises two strategic 
security issues for government. The first is to how to achieve assurance of 
the security in these components, so that poor manufacturing does not 
inadvertently create unacceptable security weaknesses that can be exploited 
by hostile actors. The government’s Secure by Design strategy aims to address 
this, by encouraging manufacturers to build in the necessary security from 

52. The General Data Protection Regulation (GDPR) and the Network and 
Information Security (NIS) directive address different things – the GDPR 
concerns personal data, while NIS concerns the security of systems, see 
Information Commissioner’s Office, ‘GDPR and NIS at a Glance’, <https://ico.org.
uk/for-organisations/the-guide-to-nis/gdpr-and-nis/>, accessed 12 June 2019. 

53. Ian Levy, ‘Security, Complexity and Huawei; Protecting the UK’s Telecoms 
Networks’, NCSC, 22 February 2019, <https://www.ncsc.gov.uk/blog-post/
blog-post-security-complexity-and-huawei-protecting-uks-telecoms-networks>, 
accessed 3 June 2019.

54. Yuan Yang, ‘What are the Main Security Risks of Using Huawei for 5G?’, Financial 
Times, 15 April 2019.

55. Kiran Stacey, ‘US Tech Groups Scour Supply Chains for China Risks', Financial 
Times, 2 June 2019.
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the start.56 This is a great aspiration, but it is unclear what levers will cause 
it to be implemented in practice. It seems likely that tougher regulatory 
measures will be needed to enforce Secure by Design principles.57 Unilateral 
UK action will not be enough to have the necessary effect.

The second issue is the risk that a hostile state can manipulate technology 
developed by its companies, enabling them to use it for surveillance or to 
disrupt key parts of critical infrastructure. However, in practice, decades of 
cyber attacks by hostile actors have achieved success without needing to 
exploit this sort of advantage – Russia, North Korea and Iran are not noted 
as significant global tech players.58 So it is essential not to exaggerate the 
importance of nationality when addressing supply-chain risks. 

Despite the concern with China, how realistic is it to ban all technology with 
a Chinese dimension from all parts of UK national infrastructure? Not just 
telecommunications, but also energy, health, civil aviation, manufacturing, 
and many other sectors are all likely to involve digital products that have 
some Chinese dimension. 

A risk-management approach is the most appropriate answer. In some 
cases, this may involve blanket bans on Chinese technology in certain parts 
of UK infrastructure, but this will have to be done in a thoughtful way with a 
clear focus on the risk–benefit calculation. The NCSC has strongly advocated 
this approach for 5G and the same principles surely apply elsewhere.59 

The UK government has so far failed to explain its position on the use of 
Chinese technology. At least in the case of 5G, the issue has now become 
highly politicised and caught up with the wider US–UK relationship.60 UK 

56. NCSC, ‘Cyber Security Design Principles’, <https://www.ncsc.gov.uk/collection/
cyber-security-design-principles>, accessed 17 June 2019.

57. Of 3,100 businesses using the Internet of Things (IoT) in their operations, 
84% have suffered IoT-related security breaches in 2017, see Hewlett Packard 
Enterprise, ‘The Internet of Things: Today and Tomorrow’, <http://chiefit.me/
wp-content/uploads/2017/03/HPE-Aruba_IoT_Research_Report.pdf>, accessed 
30 May 2019. The IoT is a significant concern for Secure by Design and Secure by 
Default, see NCSC, ‘Secure by Default’, <https://www.ncsc.gov.uk/information/
secure-default>, accessed 30 May 2019. Secure by Default is the automatic 
highest security settings applied to a product by default, so the user is always 
protected with the highest level of security immediately. The user then has to 
actively switch off any security settings.

58. Center for Strategic and International Studies, ‘Significant Cyber Incidents’, 
<https://www.csis.org/programs/cybersecurity-and-governance/technology-
policy-program/other-projects-cybersecurity>, accessed 17 June 2019.

59. Ciaran Martin, ‘Ciaran Martin’s CyberSec speech in Brussels’, NCSC, 20 June 
2019, <https://www.ncsc.gov.uk/speech/ciaran-martins-cybersec-speech-
brussels>, accessed 17 June 2019.

60. BBC News, ‘Huawei: UK Warned over Sending “Bad Signal” to China’, 13 June 
2019, <https://www.bbc.co.uk/news/business-48618010>, accessed 17 June 
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society needs clarity from government on the practical approach it will 
follow to address this fundamental strategic question.

4. UK CYBER CAPACITY

The 2016 Strategy placed a significant emphasis on building much-needed 
UK cyber capacity, with one of the Strategy’s three pillars entirely devoted to 
this. Millions of pounds have been invested in initiatives, such as setting up 
two cyber innovation centres,61 helping commercialise innovative research 
at universities,62 providing opportunities for people to retrain into cyber 
mid-career,63 and implementing a large-scale skills programme for schools, 
aimed at reaching thousands of high-potential children.64 

The question is about scale and impact. The UK cyber industry may have 
many start-ups, but so far very few of those have grown into medium- or 
large-scale companies with an international footprint.65 It is unclear how 
far government interventions are likely to change this. It is essential that 
government-run innovation centres, for example, should provide added 
value over and above private sector equivalents – and not risk simply diluting 
their effectiveness. Meanwhile, the schools' programme will inevitably reach 
only a small proportion of the potential audience, and the much broader 
question of the cyber component in the curriculum remains a separate and 
challenging issue.66 

2019.
61. Partnership for Conflict, Crime and Security Research, ‘Launch of Two National 

Cyber Innovation Centres’, <https://www.paccsresearch.org.uk/news/national-
cyber-innovation-centres/>, accessed 26 May 2019.

62. The NCSC has created the certification of degree programmes as official 
accreditation, funding doctoral training centres, individual PhDs, and 
digital apprenticeships to build on their educational programme, see NCSC, 
‘Cyberinvest’, <https://www.ncsc.gov.uk/information/cyber-invest>, accessed 26 
May 2019.

63. NCSC, ‘GCHQ Certified Training’, <https://www.ncsc.gov.uk/information/gchq-
certified-training>, accessed 26 May 2019.

64. NCHS, ’11–19 Year Olds (Cyberfirst)’, <https://www.ncsc.gov.uk/section/
education-skills/11-19-year-olds>, accessed 27 May 2019.

65. Of the total number of UK cybersecurity firms, 89% are still SMEs (under 200 
employees and revenue less than €50 million), Department for Digital, Culture, 
Media and Sport (DCMS), ‘UK Cyber Security Sectoral Analysis and Deep-Dive 
Review’, June 2018, <https://www.gov.uk/government/publications/uk-cyber-
security-sectoral-analysis>,  accessed 27 May 2019. 

66. DCMS, ‘Initial National Cyber Security Skills Strategy: Increasing the UK’s Cyber 
Security Capability – A Call for Views’, 3 May 2019, <https://www.gov.uk/
government/publications/cyber-security-skills-strategy/initial-national-cyber-
security-skills-strategy-increasing-the-uks-cyber-security-capability-a-call-for-
views>, accessed 3 June 2019.
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The UK is a leading cyber state but much more needs to be done to build 
its national capacity.67 Core questions for the government are: What can 
be learned from efforts under the 2016 Strategy? Where can the greatest 
impact be achieved? How can government, the private sector and academia 
effectively collaborate to achieve the outcomes the country needs?

5. THE UK’S INTERNATIONAL ROLE 

Further questions for the future are: What role does the UK seek to play on 
the international stage with regard to cyber? What additional measures can 
it take to deter increasingly assertive hostile actors?

The UK has historically been at the forefront of the international dimension 
of cyber security, going back to the time when then Foreign Secretary 
William Hague set much of the global agenda around issues including 
norms of behaviour.68 Despite a number of milestones such as the 2015 
UN Group of Governmental Experts (GGE) report, this agenda has in many 
respects stalled.69 

At the same time, the UK has seen increasingly aggressive hostile actions 
in cyberspace attributed to nation state actors such as Russia, North Korea, 
Iran and China. The government has become notably assertive in attributing 
attacks relating to some of these actions, including through coordinating 
concerted international attribution.70 But how far this has gone to deter 
hostile state action remains an open question. 

More broadly, there is the question of the UK’s place in the world and the 
role of cyber. The UK has a strong reputation in cyber security, GCHQ and 
the NCSC have a global status, and the UK generates many cyber security 
start-ups and has a strong cyber security research sector.71 Post-Brexit, the 

67. The ITU Global Cybersecurity Index 2018 places the UK as the most committed 
in the world (out of 193 states assessed), see ITU, ‘Global Cybersecurity Index 
2018’. 

68. John Bassett and David Smart, ‘Cyber Security: International Controls and 
Standards’, RUSI Commentary, 8 March 2011.

69. Cooperative Cyber Defence Centre of Excellence, ‘2015 UN GGE Report: 
Major Players Recommending Norms of Behaviour, Highlighting Aspects of 
International Law’, <https://ccdcoe.org/incyder-articles/2015-un-gge-report-
major-players-recommending-norms-of-behaviour-highlighting-aspects-of-
international-law/>, accessed 17 June 2019.

70. NCSC, ‘Joint US–UK Statement on Malicious Cyber Activity Carried Out by 
Russian Government’, 15 April 2018, <https://www.ncsc.gov.uk/news/joint-
us-uk-statement-malicious-cyber-activity-carried-out-russian-government>, 
accessed 25 May 2019. 

71. Between 2012 and 2017 there was a 50% growth in the number of cyber 
security start-ups, with a total of 486 firms in 2018, see DCMS, ‘UK Cyber 
Security Sectoral Analysis and Deep-Dive Review’, p. 1. 
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government needs to look hard at how it can capitalise more effectively on 
the UK’s cyber strength on the international stage.72

6. OFFENSIVE CYBER

The government has become increasingly open about its offensive cyber 
capability, including describing an offensive cyber campaign against Daesh 
(also known as the Islamic State of Iraq and Syria, ISIS).73 There has been 
much media speculation about the creation of a new national cyber force, 
drawing together GCHQ and Ministry of Defence offensive cyber capability 
in some new way, potentially enhanced by additional funding.74

But there has been limited public debate on the purpose and ethics of 
offensive cyber, the circumstances under which it might be used, and the 
kinds of effects that might and might not be acceptable. As the government 
builds up its offensive cyber capabilities, it must think carefully about how 
to stimulate this debate and ensure it has the necessary licence to operate 
in this arena. 

Questions that arise include: how to address the concerns of those who argue 
that the development of offensive cyber capability, especially with a strong 
military dimension, runs counter in some way to the UK’s wider commitment 
to a free, open and secure internet; how to learn the right lessons from the 
UK’s own past experience and that of other states when constructing a truly 
national capability; and what the right level of investment is. 

7. HOW TO IMPLEMENT THE NEXT CYBER STRATEGY

The way government organises itself to deliver the Strategy may feel like an 
internal issue of narrow relevance. But it is a significant one, as organisation 
is vital to effective implementation and impact. The 2016 Strategy has 
been characterised by a central authority in Cabinet Office leading a 
complex cross-Whitehall implementation programme, with the allocation of 
investment to departments controlled from the centre.75 Some things could 

72. Alexander Babuta, ‘No Deal, No Data? The Future of UK–EU Information 
Sharing’, RUSI Briefing Paper, February 2019.

73. Jeremy Fleming, ‘GCHQ Director Addresses NATO on Shared Security Threats’, 
GCHQ, 19 June 2018, <https://www.gchq.gov.uk/news/gchq-director-speaks-
about-security-cooperation-nato-headquarters-brussels>, accessed 17 June 
2019.

74. The Independent, ‘Multimillion Pound “Cyber Force to be Launched in Britain”’, 
20 September 2018.

75. The Cabinet Office controls the budget and allocation of funds to different 
departments who bid for money for their specific programmes. From  
2016–2019, total expenditure of the National Cyber Security Programme is £632 
million, see Cabinet Office, ‘National Cyber Security Programme Expenditure: 
2016–2019’, <https://www.nao.org.uk/report/progress-of-the-2016-2021-
national-cyber-security-programme/#foobox-1/5/Figure-5-Progress-of-the-
2016-2021-National-Cyber-Security-Programme.png>, accessed 13 June 2019. 
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have been done better – metrics and ways of measuring the effectiveness 
of the Programme in particular – but this approach has brought valuable 
coherence and focus.

It is possible that in the next phase that central role will be loosened, and 
that new funds made available for cyber will be baselined in the budget 
of individual departments, rather than managed centrally in a national 
cyber security programme (other than perhaps for a small central cyber 
innovation fund). ‘Mainstreaming’ cyber in this way should be the ultimate 
goal, so that cyber is automatically treated in all parts of government as 
an issue requiring serious effort, without the need for a special drive from 
the centre.76 But there is a question of whether it is too early to do this. 
How realistic is it for cyber security to become a business as usual across the 
UK government, rather than a special case? Is there a risk that departments’ 
budgets for cyber security will be diverted in the face of shifting priorities, 
political or otherwise? How will the UK maintain cyber policy momentum 
with a reduced focal point in government?

The creation of the NCSC has been largely a success of the 2016 Strategy.77 
But there is a critical question around its capacity. Its high-profile leading 
national role creates demand and expectations across the CNI and beyond: 
many organisations not unreasonably want help from the NCSC but there is 
only a certain amount of NCSC capacity available to service that demand.78 

The year-on-year expenditure is: £171.5m, 2016–2017; £190.5m, 2017–2018; 
£277m, 2018–2019. The projected expenditure is: £306m, 2019–2020; £342m, 
2020–2021. For both sets of figures, see NAO, ‘National Cyber Security 
Programme Funding Profile’, <https://www.nao.org.uk/report/progress-of-the-
2016-2021-national-cyber-security-programme/#foobox-1/2/Figure-2-Progress-
of-the-2016-2021-National-Cyber-Security-Programme.png>, accessed 13 June 
2019.

76. Mainstreaming has both advantages and disadvantages. One of the key benefits 
is that departments have more autonomy in responding to cyber challenges 
specific to their remit. They are more knowledgeable about the sector and 
therefore can identify with more authority the validity of investment in 
different projects. Of course, there are downsides, such as funding meant for 
cyber programmes being redirected to other areas of immediate interest, thus 
undermining the long-term goals of national cyber security. Furthermore, there 
is a risk of replicating programmes across government if there is not a central 
control hub.

77. The Public Accounts Committee report on the National Cyber Security 
Programme praised the NCSC, while noting that there are sectors it could target 
more, such as retail, see House of Commons Committee of Public Accounts, 
‘Cyber Security in the UK’, 99th Report of Session 2017–2019, 5 June 2019.

78. The report 'Cyber Security of the UK’s Critical National Infrastructure' outlines 
that ‘The NCSC is undoubtedly fulfilling its remit in providing technical 
leadership on cyber resilience, although we are concerned that expectations of 
the NCSC are outstripping the resources put at its disposal by the Government’. 
This signals a call for greater resources for the NCSC to increase capacity. See 
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Moreover, if the next phase of the Strategy envisages a greater role for the 
private sector in national cyber security, whether through adoption of active 
or automated defence techniques, or greater collaboration with government 
in other ways, government must have the capacity to engage with the 
private sector to make that happen. The NCSC will be the critical delivery 
arm for this agenda and in order to be effective, it must have sufficient 
resources to deliver. 

CONCLUSION 
The 2016 Strategy, and the £1.9 billion of investment that came with it, 
was groundbreaking and in many respects, world leading.79 A great deal 
has been achieved, but some learning has been inevitable. Some initiatives 
have had greater traction than others and a number of stubborn but critical 
challenges remain.

Looking to the future, the UK needs to build on its strengths. Cyber security 
is a global challenge. The UK is ahead of the game in thought leadership, 
investing in a genuinely holistic response, pioneering new approaches such 
as active defence, and in research and development. 

Now more than ever, the UK needs to make its leading role in cyber security 
a core part of its position in the world. To do that credibly, it needs to 
continue to have world-leading national cyber capability, including in its 
cyber industry, skills, research, and the development of new thinking. And 
it needs to do this in a way that marshals a national cyber effort, with the 
private sector and academia playing their parts, for example by adopting 
active defence capabilities and implementing Secure by Design. 

The UK should be well placed to do this. But more than anything it will need 
to ensure it does not snatch defeat from the jaws of victory, by loosening its 
focus or failing to underpin strategic aspiration with the necessary measures 
and resources – financial or otherwise – to make them a reality. 

House of Lords–House of Commons Joint Committee on the National Security 
Strategy, ‘Cyber Security of the UK’s Critical National Infrastructure’, p. 4. 

79. ITU, ‘Global Cybersecurity Index 2018’.
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