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EXECUTIVE SUMMARY
This Emerging Insights paper calls for a new set of policy interventions 
to reduce the threat from ransomware. Options range from introducing 
legislation to prevent ransom payments, to tackling the use of penetration 
testing tools used in ransomware attacks, to national-level mechanisms to 
bolster preparedness for a ransomware attack. This paper intends to be a 
platform for further debate on global ransomware policy choices.

The research for this paper highlights how ransomware attacks continue 
to have a significant impact on businesses and organisations across the 
globe, resulting in high levels of cost and disruption. Using BAE Systems’s 
threat intelligence capability, this paper explores the methods, impact and 
mitigation of ransomware attacks in detail. Case studies reveal the success 
and popularity of ‘double extortion’ ransomware attacks which include data 
theft. The research also describes the range of attack vectors and exposed 
attack surface available to ransomware operators and reveals how different 
criminal ransomware operators collaborate and learn from each other. In 
the context of a global pandemic, the paper shows how cyber criminals 
continue to exploit victims and cause disruption with impunity.

The paper underlines the complexities that businesses and governments 
face when deciding whether to pay a ransom following a ransomware 
attack. Complications include paying criminals that are subject to 
indictments or sanctions, the potentially questionable role of ransomware 
recovery negotiators, and the arguably misunderstood role of cyber 

1. BAE Systems Newsroom, ‘BAE Systems Partners with RUSI on Cyber Security 
Research Programme’, 4 September 2019, <https://www.baesystems.com/
en/cybersecurity/article/bae-systems-partners-with-rusi-on-cyber-security-
research-programme>, accessed 9 February 2021.

https://www.baesystems.com/en/cybersecurity/article/bae-systems-partners-with-rusi-on-cyber-security-research-programme
https://www.baesystems.com/en/cybersecurity/article/bae-systems-partners-with-rusi-on-cyber-security-research-programme
https://www.baesystems.com/en/cybersecurity/article/bae-systems-partners-with-rusi-on-cyber-security-research-programme


EMERGING INSIGHTS 3

insurance companies. Further research is needed to determine the true 
impact of these auxiliary complexities.

Finally, the paper urgently calls for a new set of policy interventions 
based on the ‘Prevent, Pursue, Protect and Prepare’ approach to tackling 
cybercrime.2 In doing so, this research highlights a type of cybercrime 
that is spiralling out of control and requires urgent policy intervention.

INTRODUCTION
The damage caused to organisations by ransomware attacks in 2020 was 
unprecedented.3 Many rendered their victims unable to operate or access 
critical information. A modern ransomware attack can be thought of as 
a ‘denial of business’ attack, and organisations across all sectors have 
fallen victim to this type of compromise. Rather than wait for a technical 
solution, some organisations have paid the ransoms demanded by 
criminal groups to restore their services. Moreover, the number of groups 
launching ransomware attacks is growing month on month,4 and most of 
these groups are now employing a tactic known as ‘double extortion’. 
In effect, victim organisations are now being held to ransom not only 
on availability (they are unable to operate systems or access files) but 
also on confidentiality (their data, intellectual property or other sensitive 
information is stolen in the attack and is threatened with public release).5

This paper analyses the threat from ransomware, the scale of the problem 
and the ‘perfect storm’ of factors that have led to an increase in profits 
from this type of cybercrime. Double extortion ransomware attacks 
bring with them a host of policy issues. Examination of the ecosystem 

2. National Crime Agency, ‘Annual Plan 2018–19’, <https://www.
nationalcrimeagency.gov.uk/who-we-are/publications/168-nca-annual-
plan-2018-19/file>, accessed 16 November 2020.

3. Alex Scroxton, ‘Software AG Caught in Double Extortion Ransomware Hit’, 
Computer Weekly, 12 October 2020, <https://www.computerweekly.com/
news/252490395/Software-AG-caught-in-double-extortion-ransomware-
hit>, accessed 16 November 2020; Phil Muncaster, ‘Travelex Forced into 
Administration After Ransomware Attack’, Info Security, 10 August 2020,  
<https://www.infosecurity-magazine.com/news/travelex-forced-
administration/>, accessed 16 November 2020.

4. At the start of 2020, only one ransomware operator was using this technique. 
There are now over 15 groups performing ‘double extortion’ ransomware 
attacks. Data provided by BAE Systems Threat Intelligence team. See also Catalin 
Cimpanu, ‘Here’s a List of All the Ransomware Gangs Who Will Steal and Leak 
Your Data If You Don’t Pay’, ZDNet, 21 April 2020, <https://www.zdnet.com/
article/heres-a-list-of-all-the-ransomware-gangs-who-will-steal-and-leak-your-
data-if-you-dont-pay/>, accessed 16 November 2020.

5. Debbie Walkowski, ‘What is the CIA Triad?’, F5 Labs, 9 July 2019, <https://www.
f5.com/labs/articles/education/what-is-the-cia-triad>, accessed 16 November 2020.

https://www.nationalcrimeagency.gov.uk/who-we-are/publications/168-nca-annual-plan-2018-19/file
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/168-nca-annual-plan-2018-19/file
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/168-nca-annual-plan-2018-19/file
https://www.computerweekly.com/news/252490395/Software-AG-caught-in-double-extortion-ransomware-hit
https://www.computerweekly.com/news/252490395/Software-AG-caught-in-double-extortion-ransomware-hit
https://www.computerweekly.com/news/252490395/Software-AG-caught-in-double-extortion-ransomware-hit
https://www.infosecurity-magazine.com/news/travelex-forced-administration/
https://www.infosecurity-magazine.com/news/travelex-forced-administration/
https://www.zdnet.com/article/heres-a-list-of-all-the-ransomware-gangs-who-will-steal-and-leak-your-data-if-you-dont-pay/
https://www.zdnet.com/article/heres-a-list-of-all-the-ransomware-gangs-who-will-steal-and-leak-your-data-if-you-dont-pay/
https://www.zdnet.com/article/heres-a-list-of-all-the-ransomware-gangs-who-will-steal-and-leak-your-data-if-you-dont-pay/
https://www.f5.com/labs/articles/education/what-is-the-cia-triad
https://www.f5.com/labs/articles/education/what-is-the-cia-triad
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on both the criminal and victim sides shows that complex issues are at 
play: while ransom payment may be a regrettable ‘last resort’ for some 
victims and a ‘quick solution’ for others, all ransom payments fuel the 
cybercriminal cycle.

This paper explores the lifecycle of a ransomware attack and presents 
recent case studies. It then outlines potential interventions that may be 
required to reduce the threat, highlighting the complexities associated 
with payments and recovery. It concludes by proposing policy options for 
governments, law enforcement and businesses to consider.

METHODOLOGY

This paper draws on data from the BAE Systems Threat Intelligence 
team, who closely monitored the ransomware threat throughout 2020 
and examined and aggregated data from ransomware ‘victim blogs’.6 
The BAE Systems Incident Response team has been engaged in several 
ransomware incidents in 2020 and 2021, and this paper draws on insights 
into ransomware attack techniques gained from these engagements.

One limitation to this paper’s approach has been that it mainly relied 
on data from the cyber security industry, and data from one company 
only, although it covers the majority of known ransomware operators 
using the double extortion approach. Nevertheless, where possible, the 
primary data has been supported by an open source literature review of 
threat reports, blogs7 and information security news. This review mainly 
focuses on articles published in 2020, but earlier references are included 
where relevant. Recent advisories from the US government assist in the 
understanding of auxiliary complexities that drive ransom payments.8 
 
 
 

6.	 Ransomware	victim	blogs	are	typically	hosted	on	the	dark	web.	These	are	
discussed	in	greater	detail	later	in	this	paper.	This	information	is	not	available	in	
aggregate in the public domain. In brief, these sites are monitored for changes, 
which	raise	an	alert	to	an	analyst.	Any	new	organisations	named	on	these	victim	
blogs	are	then	researched	using	open	sources	to	identify	their	sector,	location	and	
revenue.	A	total	of	16	ransomware	operator	victim	blogs	have	been	monitored	
during	the	research	for	this	paper.	The	reporting	period	for	this	data,	based	on	the	
dates given on blog posts, is 16 November 2019 to 4 December 2020.

7. See Microsoft, ‘Ransomware Groups Continue to Target Healthcare, Critical 
Services; Here’s How to Reduce Risk’, 28 April 2020.

8. US Department of the Treasury, ‘Advisory on Potential Sanctions Risks for 
Facilitating Ransomware Payments’, 1 October 2020, <https://home.treasury.
gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf>, accessed 
16 November 2020.

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
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RANSOMWARE’S PERFECT STORM
This section provides an overview of how the ransomware threat has 
evolved and the nature of a typical ransomware attack in 2020. There is a 
particular focus on the ‘double extortion’ threat. The section then analyses 
the ‘perfect storm’ of factors that have contributed to ransomware attacks 
of this type being so successful and prevalent in 2020 and into 2021. This 
perfect storm is a combination of criminal collaboration, vulnerabilities 
presenting initial access vectors and a snowball effect of ransom payments 
driving further ransomware attacks. The paper quantifies the scale of the 
problem with data drawn from the monitoring of ‘victim blogs’, which are 
used by ransomware operators to threaten victims. The section ends by 
highlighting two case studies from recent attacks, one of which used data 
theft, while the other did not.

BACKGROUND: HOW DID WE GET HERE?

The concept of a criminal attack in which the victim’s files are ‘locked’ 
(encrypted) and payment is demanded for recovery dates back to the  
mid-2000s.9 In the 2010s, an increasingly popular mode of cybercrime was 
a ransomware attack against individuals distributed via indiscriminate 
phishing campaigns. Ransomware strains such as CryptoLocker have been 
particularly damaging.10

In recent years, cybercriminal operators have increasingly targeted 
organisations, as opposed to individuals.11 These more tailored operations, 
which often involve careful reconnaissance and preparation, have enabled 
attackers to identify the most sensitive systems and data in a victim’s 
network. As a result, they can deploy ransomware and/or exfiltrate data 
to maximise leverage. The ransom demands made in attacks against 
organisations are higher than those against individuals – a typical ransom for 
an attack against an individual may have been $500, whereas recent attacks 
against organisations are now typically at least six-figure sums. One recent 
attack against German IT company Software AG is reported to have come 
with a ransom demand of over $20 million.12 However, Lena Connolly and 
colleagues note that an organisation’s size does not have a strong bearing 
on the severity of a ransomware attack’s impact (defined by Connolly as a 
combination of business disruption, recovery time, number and criticality of 

9. BBC News, ‘Extortion Virus Code Gets Cracked’, 1 June 2006.
10. Leo Kelion, ‘Cryptolocker Ransomware Has “Infected About 250,000 PCs”’, BBC 

News, 24 December 2013.
11. Ronny Richardson and Max North, ‘Ransomware: Evolution, Mitigation and 

Prevention’, International Management Review (Vol. 13, No. 1, 2017), p. 13.
12. Sergiu Gatlan, ‘Software AG IT Giant Hit with $23 Million Ransom by 

Clop Ransomware’, Bleeping Computer, 9 October 2020, <https://www.
bleepingcomputer.com/news/security/software-ag-it-giant-hit-with-23-million-
ransom-by-clop-ransomware/>, accessed 16 November 2020.

https://www.bleepingcomputer.com/news/security/software-ag-it-giant-hit-with-23-million-ransom-by-clop-ransomware/
https://www.bleepingcomputer.com/news/security/software-ag-it-giant-hit-with-23-million-ransom-by-clop-ransomware/
https://www.bleepingcomputer.com/news/security/software-ag-it-giant-hit-with-23-million-ransom-by-clop-ransomware/
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affected systems/devices, and information loss) with cyber security maturity 
playing a more decisive role.13

Double extortion ransomware has been referred to variously as ‘targeted 
ransomware’, ‘big game hunting ransomware’,14 and ‘human-operated 
ransomware’,15 and the phenomenon has grown in popularity with 
cybercriminals and become a significant societal problem. One cybercriminal 
group, known as ‘Maze’, is thought to have been the first to employ the double 
extortion tactic of data theft and extortion in November and December 
2019.16 This has triggered further acceleration in the scale and potency of 
the threat. While this paper focuses on the double extortion variant of the 
ransomware attack, which is increasingly common, it is important to note 
that ransomware attacks without data theft and extortion still take place 
and are effective.

A TYPICAL RANSOMWARE ATTACK IN 2020

Figure 1 outlines the three main stages of a typical ransomware attack in 
2020, which this paper defines as a targeted attack against an organisation 
during which data is stolen and used as leverage in the event that ransom 
payment is not forthcoming from the victim.

Figure 1: Simplified	Stages	of	a	Modern	Ransomware	Attack	with	Data	Theft	and	
Extortion

Phishing
email

Network intrusion

Propagate, exfiltrate data, encrypt data  

Demand ransom and
make further threats

Exploit
vulnerability RDP  Third party/

 MSP

Increase stakesIf no payment...

Negotiation...Publish sample data on blog

Threaten further leak

Full data leak? Auction?

1

2

3

13. Lena Connolly et al., ‘An Empirical Study of Ransomware Attacks on 
Organisations: An Assessment of Severity and Salient Factors Affecting 
Vulnerability’, Journal of Cybersecurity (Vol. 6, No. 1, 2020). 

14. Sergei Frankoff and Bex Hartley, ‘Big Game Hunting: The Evolution of INDRIK 
SPIDER From Dridex Wire Fraud to BitPaymer Targeted Ransomware’, 
Crowdstrike, 14 November 2018, <https://www.crowdstrike.com/blog/big-game-
hunting-the-evolution-of-indrik-spider-from-dridex-wire-fraud-to-bitpaymer-
targeted-ransomware/>, accessed 19 January 2021.

15. Microsoft, ‘Human-Operated Ransomware Attacks: A Preventable Disaster’,  
5 March 2020.

16. Sarah Coble, ‘MAZE Relaunches “Name and Shame” Website’, Info Security,  
10 January 2020, <https://www.infosecurity-magazine.com/news/maze-
relaunches-name-and-shame/>, accessed 16 November 2020.

One recent attack 
against German IT 
company Software 
AG is reported to 
have come with a 
ransom demand of 
over $20 million

https://www.crowdstrike.com/blog/big-game-hunting-the-evolution-of-indrik-spider-from-dridex-wire-fraud-to-bitpaymer-targeted-ransomware/
https://www.crowdstrike.com/blog/big-game-hunting-the-evolution-of-indrik-spider-from-dridex-wire-fraud-to-bitpaymer-targeted-ransomware/
https://www.crowdstrike.com/blog/big-game-hunting-the-evolution-of-indrik-spider-from-dridex-wire-fraud-to-bitpaymer-targeted-ransomware/
https://www.infosecurity-magazine.com/news/maze-relaunches-name-and-shame/
https://www.infosecurity-magazine.com/news/maze-relaunches-name-and-shame/
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Source: Author generated. This summary diagram is an aggregate picture of a typical 
‘double extortion’ ransomware attack in 2020, as informed by open source blogs and 
reports on ransomware operators and attacks, and BAE Systems Threat Intelligence and 
Incident Response data.

In step 1, the criminal attacker attempts a network intrusion via different 
methods. The main four types of access vector are shown in the diagram. 
Initial access is explored later in the paper.

In step 2, the attacker attempts to turn their initial foothold within an 
organisation into a full-blown presence in the victim’s network, by seeking 
to elevate privileges and access as many systems as possible. Attackers will 
attempt to gain domain administrator rights, seek out ‘critical’ systems and 
identify online backups – if these can be encrypted, the victim is far more 
likely to consider paying the ransom. This step is actually a set of steps that 
all occur within the victim’s network and require a functioning ‘command and 
control’ channel to the attacker – penetration testing tools, such as Cobalt 
Strike,17 are commonly used for this purpose. As part of this process, attackers 
will also identify and exfiltrate any data that can be used to increase leverage 
on the victim. They will also look to find the best way of simultaneously 
deploying their ransomware when the time is right, often using existing 
enterprise IT management packages for that purpose. Attackers have made 
big strides in perfecting this aspect of the attack. In 2018 and 2019, it was 
typical that this stage could take weeks or months to achieve (and would not 
include the data exfiltration activity). Recent reports have indicated ‘end-to-
end’ ransomware attacks taking as little as two hours.18

With the ransomware deployed and havoc caused in the target organisation, 
step 3 – demanding the ransom – is initiated through a message presented 
as part of the ransomware execution, an email to the organisation, or 
other means. What follows beyond this point is the biggest area of recent 
evolution in a typical ransomware attack, with operators of the Maze, REvil 
and many other ransomware strains moving towards a business model 

17. Cobalt Strike, Metasploit and Powershell Empire are prime examples of tools 
that are designed to be used in legitimate penetration testing and ‘red team’ 
security engagements, where a ‘red’ team acts as an attacker and a ‘blue’ 
team acts as a defender, in order to test a network’s security. These tools have, 
however, been co-opted by threat actors from across the threat landscape 
(criminal and state actors), who can use them for a range of quick and useful 
attack functions.

18. DFIR Report, ‘Ryuk in 5 Hours’, 18 October 2020, <https://thedfirreport.
com/2020/10/18/ryuk-in-5-hours/>, accessed 16 November 2020; DFIR Report, 
‘NetWalker Ransomware in 1 Hour’, 31 August 2020, <https://thedfirreport.
com/2020/08/31/netwalker-ransomware-in-1-hour/>, accessed 16 November 2020; 
DFIR Report, ‘Ryuk Speed Run, 2 Hours to Ransom’, 5 November 2020, <https://
thedfirreport.com/2020/11/05/ryuk-speed-run-2-hours-to-ransom/>, accessed 
16 November 2020.

https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/
https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/
https://thedfirreport.com/2020/08/31/netwalker-ransomware-in-1-hour/
https://thedfirreport.com/2020/08/31/netwalker-ransomware-in-1-hour/
https://thedfirreport.com/2020/11/05/ryuk-speed-run-2-hours-to-ransom/
https://thedfirreport.com/2020/11/05/ryuk-speed-run-2-hours-to-ransom/
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based on (further) extortion to encourage ransom payment.19 The data 
stolen from the victim network in step 2 is the key to this tactic. Numerous 
ransomware operators have taken to making threats based on this stolen 
data, followed by publication of sample data to their public ‘blog’ sites.20 
Another potential outcome in the extortion chain is the ‘auction’ of stolen 
data to the highest bidder.21

Figure 2: Banners	of	Ransomware	Victim	Blogs	Operated	by	Maze	(Top),	
NetWalker	(Middle)	and	REvil	(Bottom)

Source: Composite of three screenshots taken in July 2020, showing the ‘banner’ presented 
on the respective ransomware operator victim blogs shown (Maze, NetWalker and REvil). 
Maze refers to its victims as ‘clients’. A link to the REvil operator ‘auction’ site is also visible 
on the REvil banner.

Ransomware operators have also shown that they are prepared to seek out 
and use the most sensitive information they can find within an organisation 
for leverage – for example, passport scans, personal information and 
contract information.22 Regulations, such as the General Data Protection 
Regulation (GDPR), have also effectively increased the sensitivity and value 

19. Paolo Passeri, ‘Double Extortion Ransomware Attacks and the Role of Vulnerable 
Internet-Facing Systems’, Info Security, 16 September 2020, <https://www.
infosecurity-magazine.com/blogs/double-extortion-ransomware/>, accessed  
16 November 2020.

20. Catalin Cimpanu, ‘Conti (Ryuk) Joins the Ranks of Ransomware Gangs Operating 
Data Leak Sites’, ZDNet, 25 August 2020, <https://www.zdnet.com/article/conti-
ryuk-joins-the-ranks-of-ransomware-gangs-operating-data-leak-sites/>, accessed 
16 November 2020; Cimpanu, ‘Here’s a List of All the Ransomware Gangs Who 
Will Steal and Leak Your Data If You Don’t Pay’.

21. Dev Kundaliya, ‘REvil Ransomware Gang Launches Auction Site to Sell Stolen 
Data’, Computing, 3 June 2020, <https://www.computing.co.uk/news/4015981/
revil-ransomware-gang-launches-auction-site-sell-stolen>, accessed 16 
November 2020; Camille Singleton, ‘Ransomware 2020: Attack Trends 
Affecting Organizations Worldwide’, Security Intelligence, 28 September 2020, 
<https://securityintelligence.com/posts/ransomware-2020-attack-trends-new-
techniques-affecting-organizations-worldwide/>, accessed 16 November 2020.

22. Ed Targett, ‘Internal Data Stolen, Leaked, in REvil Attack on Electricity Market’s 
Elexon’, Computer Business Review, 1 June 2020, <https://www.cbronline.com/

https://www.infosecurity-magazine.com/blogs/double-extortion-ransomware/
https://www.infosecurity-magazine.com/blogs/double-extortion-ransomware/
https://securityintelligence.com/posts/ransomware-2020-attack-trends-new-techniques-affecting-organizations-worldwide/
https://securityintelligence.com/posts/ransomware-2020-attack-trends-new-techniques-affecting-organizations-worldwide/
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of personally identifiable information to its processors – and therefore also 
the potential leverage it provides to extortionists – owing to the substantive 
potential fines that may be issued as a result of breaches.

Ransom demands will eventually be doubled as operators seek to put further 
pressure on victims into paying up. Small initial data leaks will be made 
(typically 1–5% of the total volume),23 and further or full leaks threatened.

Data theft also functions as a ‘back-up plan’ should the operators run into 
difficulties in deploying the ransomware itself – the stolen data can be 
sufficient to attempt to extort a ransom payment from the victim.24

CONTRIBUTING FACTORS

There are several factors that make modern ransomware attacks a 
‘perfect storm’:

• Criminal services and collaboration. Many ransomware variants 
are distributed on a ‘ransomware-as-a-service’ or affiliate model, 
where those conducting the attacks take a cut of the proceeds, and 
the top-level organisers typically provide the ransomware itself 
and handling of the extortion/payment process.25 This level of 
organisation and collaboration within the cybercriminal landscape 
comes with a number of benefits to the criminal side, and appears to 
be working well for organisations such as REvil.26 Although there is 
undoubtedly competition and rivalry between sets, having different 
organised criminal groups specialise in different services (for example, 
ransomware development or initial access) is an efficient model that 
allows them to increase the tempo and volume of their operations. 
Collaboration in the hosting of victim data on multiple ransomware 
operator blogs has also been observed.27 Recent evidence suggesting 
that ransomware operators are on active ‘recruitment drives’ 

news/elexon-hack-ransomware-revil>, accessed 16 November 2020; Scroxton, 
‘Software AG Caught in Double Extortion Ransomware Hit’.

23. These figures are generally in the range that is claimed on ransomware victim 
blogs, and comparison of data volumes of initial and full leaks confirms that 
these are accurate.

24. Teiss, ‘Jack Daniel’s Maker Brown-Forman Suffers REvil Ransomware Attack’, 
17 August 2020, <https://www.teiss.co.uk/brown-forman-revil-ransomware-
attack/>, accessed 23 November 2020.

25. John Fokker and Christiaan Beek, ‘McAfee ATR Analyzes Sodinokibi aka REvil 
Ransomware-as-a-Service – The All-Stars’, McAfee, 2 October 2019, <https://
www.mcafee.com/blogs/other-blogs/mcafee-labs/mcafee-atr-analyzes-
sodinokibi-aka-revil-ransomware-as-a-service-the-all-stars/>, accessed  
16 November 2020.

26. Singleton, ‘Ransomware 2020’.
27. Crowdstrike, ‘Double Trouble: Ransomware with Data Leak Extortion, Part 

2’, 6 October 2020, <https://www.crowdstrike.com/blog/double-trouble-
ransomware-data-leak-extortion-part-2/>, accessed 16 November 2020.

https://www.teiss.co.uk/brown-forman-revil-ransomware-attack/
https://www.teiss.co.uk/brown-forman-revil-ransomware-attack/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/mcafee-atr-analyzes-sodinokibi-aka-revil-ransomware-as-a-service-the-all-stars/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/mcafee-atr-analyzes-sodinokibi-aka-revil-ransomware-as-a-service-the-all-stars/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/mcafee-atr-analyzes-sodinokibi-aka-revil-ransomware-as-a-service-the-all-stars/
https://www.crowdstrike.com/blog/double-trouble-ransomware-data-leak-extortion-part-2/
https://www.crowdstrike.com/blog/double-trouble-ransomware-data-leak-extortion-part-2/
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for new talent are a concerning sign that the scale of the threat 
is still increasing.28 Generally, ransomware operators work in a 
‘professional’ manner, with some including ‘chat/support’ functions 
on their victim sites.29

• Building on past success. Ransomware operators learn from their own 
successes and failures, as well as those of others. Each news headline 
that reports a successful ransomware attack – and a payout from the 
victim (who was potentially left with no other option) – is encouraging 
to the cybercriminal ecosystem. While ransomware attacks without 
data theft still occur, the double extortion approach has been picked 
up by more and more groups, encouraged by successes and increasing 
ransom payments, with notable attacks against Travelex, CWT, Garmin 
and other major companies (see case studies below).30 Ransomware 
operators have also demonstrated increasingly innovative ways to 
market their operations – both to other cybercriminals and to their 
victims. For instance, the group behind Ragnar Locker ransomware 
has started using paid Facebook adverts to increase pressure on one 
of their recent victims, Campari Group.31

• Payment as a ‘solution’. While paying the ransom may in some cases 
be the only viable option for a company to survive, there are several 
drivers that may be increasing the frequency of payouts. The more 
organisations that pay a ransom, the more acceptable the notion of 
paying a ransom to solve the problem becomes. Furthermore, when 
an organisation has a cyber insurance policy, it might be able to claim 
the ransom back, which may encourage payment.32 Besides, the 
cost of payment may be far lower than the potential damages to the 
business, especially if they cannot recover quickly.33 There is also an 

28. Lawrence Abrams, ‘REvil Ransomware Deposits $1 Million in Hacker 
Recruitment Drive’, Bleeping Computer, 28 September 2020, <https://www.
bleepingcomputer.com/news/security/revil-ransomware-deposits-1-million-in-
hacker-recruitment-drive/>, accessed 16 November 2020.

29. Jack Stubbs, ‘“Payment Sent” – Travel Giant CWT Pays $4.5 Million Ransom to 
Cyber Criminals’, Reuters, 31 July 2020.

30. Cimpanu, ‘Here’s a List of All the Ransomware Gangs Who Will Steal and Leak 
Your Data If You Don’t Pay’.

31. Krebs on Security, ‘Ransomware Group Turns to Facebook Ads’, 10 November 2020, 
<https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-facebook-
ads/>, accessed 16 November 2020.

32. Renee Dudley, ‘The Extortion Economy: How Insurance Companies Are Fueling 
a Rise in Ransomware Attacks’, ProPublica, 27 August 2019, <https://www.
propublica.org/article/the-extortion-economy-how-insurance-companies-are-
fueling-a-rise-in-ransomware-attacks>, accessed 16 November 2020; Danny 
Palmer, ‘Ransomware: Cyber-Insurance Payouts are Adding to the Problem, 
Warn Security Experts’, ZDNet, 17 September 2019, <https://www.zdnet.com/
article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-
security-experts/>, accessed 16 November 2020.

33. There is evidence to suggest cyber insurers are, in some cases, working to 
prevent ransoms being paid. See Marsh, ‘Cyber Insurance is Supporting the Fight 

https://www.bleepingcomputer.com/news/security/revil-ransomware-deposits-1-million-in-hacker-recruitment-drive/
https://www.bleepingcomputer.com/news/security/revil-ransomware-deposits-1-million-in-hacker-recruitment-drive/
https://www.bleepingcomputer.com/news/security/revil-ransomware-deposits-1-million-in-hacker-recruitment-drive/
https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-facebook-ads/
https://krebsonsecurity.com/2020/11/ransomware-group-turns-to-facebook-ads/
https://www.propublica.org/article/the-extortion-economy-how-insurance-companies-are-fueling-a-rise-in-ransomware-attacks
https://www.propublica.org/article/the-extortion-economy-how-insurance-companies-are-fueling-a-rise-in-ransomware-attacks
https://www.propublica.org/article/the-extortion-economy-how-insurance-companies-are-fueling-a-rise-in-ransomware-attacks
https://www.zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-security-experts/
https://www.zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-security-experts/
https://www.zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-security-experts/
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increasing use of ransomware ‘recovery’ companies. In some cases, 
these companies will simply act as middlemen and drive down the 
ransom demand and agree an amount (as well as taking a cut), as 
opposed to undertaking a technical recovery.34 These issues will be 
returned to later in this paper.

• Range of initial access vectors. As shown in Figure 1, there is 
considerable variety in the type of initial access vectors seen and 
reported in ransomware cases. The use of spear-phishing emails, 
exploitation of vulnerabilities in external-facing infrastructure and 
brute force attacks on services, such as Remote Desktop Protocol 
(RDP), can theoretically allow for a wide net to be cast in the search 
for potential victims. Compromise of managed service providers 
(MSPs) has also proved fruitful for a number of ransomware groups.35 
Research has highlighted that both human (social engineering) and 
technical vulnerabilities are exploited in ransomware attacks, and that 
this creates difficulties in establishing effective countermeasures.36 
Furthermore, 2019 and 2020 were prolific years for the exploitation 
of critical vulnerabilities in external-facing infrastructure, which is 
quickly followed by public proof-of-concept code on open source 
repositories like GitHub. Vulnerabilities in Citrix, Pulse Secure, Palo 
Alto and Fortinet VPNs have been connected with a large number of 
ransomware attacks.37 Industry reports have pointed to RDP being 
a very commonly used access vector.38 It is also worth noting that 
in many cases ransomware groups no longer even need to go to the 
trouble of personally gaining access to victims. They can now employ 

Against Ransomware’, <https://www.marsh.com/au/insights/research/cyber-
insurance-supporting-fight-against-ransomware.html>, accessed 16 November 
2020.

34. Graham Cluley, ‘The Firms that Piggyback on Ransomware Attacks for Profit’,  
25 April 2018, <https://grahamcluley.com/firms-piggyback-ransomware-attacks-
profit/>, accessed 16 November 2020.

35. Rob Wright, ‘MSPs Scramble to Bolster Security Amid Ransomware Spike’, Tech 
Target, 23 June 2020, <https://searchsecurity.techtarget.com/news/252485069/
MSPs-scramble-to-bolster-security-amid-ransomware-spike>, accessed  
16 November 2020.

36. Lena Connolly and David Wall, ‘The Rise of Crypto-Ransomware in a Changing 
Cybercrime Landscape: Taxonomising Countermeasures, Computers and 
Security’, Computers and Security (Vol. 87, November 2019).

37. Passeri, ‘Double Extortion Ransomware Attacks and the Role of Vulnerable 
Internet-Facing Systems’.

38. Coveware, ‘Ransomware Payments Up 33% As Maze and Sodinokibi Proliferate 
in Q1 2020’, 29 April 2020, <https://www.coveware.com/blog/q1-2020-
ransomware-marketplace-report>, accessed 16 November 2020; Catalin 
Cimpanu, ‘Top Exploits Used by Ransomware Gangs Are VPN Bugs, But RDP Still 
Reigns Supreme’, ZDNet, 24 August 2020, <https://www.zdnet.com/article/
top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-
supreme/>, accessed 16 November 2020.

https://www.marsh.com/au/insights/research/cyber-insurance-supporting-fight-against-ransomware.html
https://www.marsh.com/au/insights/research/cyber-insurance-supporting-fight-against-ransomware.html
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https://grahamcluley.com/firms-piggyback-ransomware-attacks-profit/
https://searchsecurity.techtarget.com/news/252485069/MSPs-scramble-to-bolster-security-amid-ransomware-spike
https://searchsecurity.techtarget.com/news/252485069/MSPs-scramble-to-bolster-security-amid-ransomware-spike
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
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the services of so-called ‘initial access brokers’, who sell access to  
pre-compromised corporate networks on the deep and dark web.39

• The coronavirus pandemic. The boom in remote working during 
the coronavirus pandemic has undoubtedly increased the potential 
access surface into target organisations. This is compounded by the 
potential for misconfigurations and vulnerabilities in new software 
and network equipment being rolled out across many organisations, 
as well as weaknesses in home IT. Proving a statistical link between 
the coronavirus pandemic and the increased frequency of successful 
ransomware attacks would be difficult, but the increased attack 
surface and the use of coronavirus-themed phishing emails (which 
has been rampant across all areas of the threat landscape) are two 
factors which could potentially explain the increase in ransomware 
attacks during the pandemic. Further factors are likely to have played 
a part. While it has been pointed out that the prevalence of RDP as an 
intrusion vector is not a result of increased remote working – it has 
consistently been used by ransomware gangs6 – the increased uptake 
of VPN services using Citrix, Pulse Secure, Fortinet, Palo Alto solutions 
and others is an important contributor to the increased attack 
surface. Many of these VPNs have been used as initial access points 
in ransomware attacks (and other threat activity) when vulnerabilities 
have not been patched. Furthermore, with many organisations in 
sectors typically favoured by ransomware operators (for example, 
healthcare, local government or education) vastly increasing their use 
of and reliance on remote IT services, victims may be more inclined to 
pay to restore services than under ‘normal’ conditions.

THE SCALE OF THE PROBLEM

Throughout 2020, the BAE Systems Threat Intelligence team studied 
ransomware operator ‘victim’ blogs and tracked additions and removals of 
victim organisations to these blogs. It should be noted that some ransomware 
operators may only publish victim information in cases where initial ransom 
negotiations fail, so these numbers are an underestimate of the number of 
successful attacks during the reporting period. Moreover, as stated before, 
ransomware attacks without the inclusion of data theft and extortion still 
occur (see, for example, the Garmin case study) and are not accounted for 
in these statistics.

Blog publications surveyed for this paper indicate a total of over 1,200 
ransomware attacks by operators of 16 different ransomware strains, with 
victims from 63 countries. A graph of new victims over time for different 
ransomware groups monitored is shown in Figure 3. There has been a 
sharp increase in this type of activity, and between October and June 2020, 

39. Victoria Kivilevich and Raveed Laeb, ‘The Secret Life of an Initial Access Broker’, 
Kela, 6 August 2020, <https://ke-la.com/the-secret-life-of-an-initial-access-
broker/>, accessed 16 November 2020.

https://ke-la.com/the-secret-life-of-an-initial-access-broker/
https://ke-la.com/the-secret-life-of-an-initial-access-broker/
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BAE Systems saw an over 200% increase in new victim publications across 
monitored blogs.

Figure 3: Daily	Rates	of	New	Victim	Posts	to	Ransomware	Blogs	in	2020
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Source: Author generated and based on data collected by BAE Systems Threat Intelligence.
Note: The 16 ransomware operator victim blogs were monitored, and the dates of new 
victim publications were recorded. These are shown in the graph as a rolling average.

During BAE Systems’s monitoring period (November 2019–December 
2020), approximately 10% of victims were removed from blogs, suggesting 
a potential baseline rate of one ransom payment in 10 attacks. However, 
ransom payment rates are hard to measure, and are likely to vary group 
by group – and some payments may be made before the escalation to the 
name-and-shame on the victim blog. IBM has estimated that approximately 
one-third of REvil attacks have resulted in ransom payment.40

The majority of ransomware victims named on blogs are organisations 
that are based or headquartered in the US, which make up approximately 
60% of victims. A heat map of global victim locations is shown in Figure 4. 
As can be seen, there are no victims in Russia and many other post-Soviet 
countries from the ransomware operators tracked, which is in keeping with 
the majority of cybercriminal activity launched from a Russian-speaking 
nexus (most of the ransomware operators in this dataset are believed to be 
based in Russia).

40. Steve Ranger, ‘Ransomware: Gangs Are Shifting Targets and Upping Their 
Ransom Demands’, ZDNet, 2 October 2020, <https://www.zdnet.com/article/
ransomware-gangs-are-shifting-targets-and-upping-their-ransom-demands/>, 
accessed 16 November 2020.

https://www.zdnet.com/article/ransomware-gangs-are-shifting-targets-and-upping-their-ransom-demands/
https://www.zdnet.com/article/ransomware-gangs-are-shifting-targets-and-upping-their-ransom-demands/
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Figure 4: Heatmap	Showing	Location/Headquarters	of	Victims	Named	on	
Ransomware Blogs

Source: Author generated, derived from analysis of 16 ransomware operator victim blogs. 
Note: In a case where the victim is a multinational, the location of their headquarters is 
recorded on the map.

Organisations of a vast range of revenue sizes have been impacted, 
ranging from small to medium-sized enterprises (SMEs) to household name 
multinationals. Ransomware operators are known to scale their ransom 
demand based on victim revenue. The median victim size by revenue is 
approximately $40 million, meaning that the majority of victim organisations 
are SMEs, but over 100 victim organisations named on ransomware blogs 
have annual revenues in excess of $1 billion, and many of these are 
multinationals.41

A broad range of sectors is seen in the victim data. The overall trend is 
indicative of a wide net being cast and the opportunity for attack being 
taken thereafter, which tallies with use of widespread ‘scanning’ for known 
vulnerabilities or other weaknesses in public-facing IT infrastructure as 
a precursor to an attempted intrusion. However, it is possible that some 
groups operate on a more sector-by-sector approach. More victims from the 
industrial/manufacturing sector appear on victim blogs than from any other 
(nearly 20% of victims in total), although this could reflect that a large number 
of organisations are defined under this heading. The retail, transportation, 
health, finance and legal sectors are all high on the list, as well as education 
and government. While full insight into ransomware operator targeting 
preferences is difficult to gain, targeting specific sectors due to the value of 
their data and the criticality of their operations (and thus their willingness 
to pay) is one driver behind the modus operandi of some ransomware sets; 
others are likely to take a more opportunistic approach.

41. Data from BAE Systems Threat Intelligence.
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The National Cyber Security Centre’s (NCSC) Annual Review 2020 also 
highlights the extent of ransomware attacks, with NCSC Incident Management 
handling more than three times the number of ransomware incidents 
compared with the previous year.42

KEY CASE STUDIES
This section focuses on two ransomware attack case studies: Travelex and 
Garmin. While many other ransomware attacks could have been covered, 
these case studies present important points relevant to the impact on 
victim organisations, as well as policy problems which will be covered 
later in the paper.

Case Study 1: Travelex

On 31 December 2019, the London-based foreign currency exchange Travelex was hit 
by a ransomware attack which crippled its network and resulted in the perpetrators 
allegedly stealing 5GB of documents.* The attackers – affiliates of the REvil ransomware 
operation – demanded that Travelex pay $6 million to restore their systems and prevent 
the stolen data from being leaked online.

This attack had a devastating effect on Travelex, reducing their operations to pen and 
paper transactions and impacting a wide range of retail banks who relied on their 
currency services. Reports estimated that the attack ultimately cost the firm over £25 
million and put their parent company, Finablr, under significant financial pressure, with 
$2.3 million reportedly paid in ransom.† Travelex subsequently filed for bankruptcy, 
citing the coronavirus pandemic and the cyber attack as key factors.‡

Sources: * Joe Tidy, ‘Travelex Being Held to Ransom by Hackers’, BBC News, 7 January 
2020; † Teiss, ‘Travelex Paid $2.3m in Ransom to REvil Cyber Gang’, 16 April 2020, 
<https://www.teiss.co.uk/travelex-ransom-revil-group/>, accessed 16 November 
2020; Lawrence Abrams, ‘Travelex Reportedly Paid $2.3 Million Ransom to Restore 
Operations’, Bleeping Computer, 9 April 2020, <https://www.bleepingcomputer.com/
news/security/travelex-reportedly-paid-23-million-ransom-to-restore-operations/>, 
accessed on 16 November 2020; ‡ Larry Jaffee, ‘Travelex Driven into Financial Straits 
by Ransomware Attack’, SC Media, 10 August 2020, <https://www.scmagazine.com/
home/security-news/travelex-driven-into-financial-straits-by-ransomware-attack/>, 
accessed 16 November 2020.

42. National Cyber Security Centre (NCSC), ‘Annual Review 2020’, <https://www.
ncsc.gov.uk/files/Annual-Review-2020.pdf>, accessed 16 November 2020.

Over 100 victim 
organisations 
named on 
ransomware 
blogs have annual 
revenues in excess 
of $1 billion, and 
many of these are 
multinationals

https://www.teiss.co.uk/travelex-ransom-revil-group/
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https://www.scmagazine.com/home/security-news/travelex-driven-into-financial-straits-by-ransomware-attack/
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Case Study 2: Garmin

The	sport	and	fitness	technology	company	Garmin	became	another	victim	of	a	targeted	
ransomware	 attack	 in	 2020.	 It	 announced	on	 27	 July	 that	 a	 five-day	outage	 starting	on	 
23 July was due to ransomware.*	The	incident	affected	numerous	Garmin	online	services,	its	
website and customer support. During the outage, Garmin’s share price fell approximately 
10%,	but	this	has	since	recovered	with	no	seemingly	lasting	effect.†

Garmin were able to restore services, but reports surfaced that the company had obtained 
a decryptor in order to do so.‡ The ransomware used is known as ‘WastedLocker’, which 
is	linked	to	the	criminal	group	Evil	Corp,	sanctioned	by	the	US	Department	of	the	Treasury	
in 2019.§	 The	 ransom	amount	 is	 not	 known,	 but	 is	 thought	 to	 be	 a	multi-million-dollar	
figure,	with	the	initial	demand	allegedly	$10	million.	This	was	more	akin	to	a	‘traditional’	
ransomware	attack	in	that	data	theft	was	not	believed	to	have	been	carried	out	or	used	as	
leverage.

It	is	claimed	that	payment	was	made	via	a	third	party	–	a	‘ransomware	negotiation’	business	
named Arete IR.**	It	is	also	claimed	that	Garmin	initially	approached	another	ransomware	
recovery	company,	who	refused	to	get	involved	because	the	attackers	were	Evil	Corp,	thus	
running	the	risk	of	breaking	sanction	rules.

Sources: * Zack Whittaker, ‘Garmin Confirms Ransomware Attack Took Down Services’, 
techcrunch, 27 July 2020, <https://techcrunch.com/2020/07/27/garmin-confirms-
ransomware-attack-outage/>, accessed 16 November 2020; † Yahoo Finance, ‘Garmin 
Ltd. (GRMN)’, <https://uk.finance.yahoo.com/quote/GRMN/>, accessed 16 November 
2020; ‡ Lawrence Abrams, ‘Confirmed: Garmin Received Decryptor for Wastedlocker 
Ransomware’, Bleeping Computer, 1 August 2020, <https://www.bleepingcomputer.com/
news/security/confirmed-garmin-received-decryptor-for-wastedlocker-ransomware/>, 
accessed 16 November 2020; § US Department of the Treasury, ‘Treasury Sanctions 
Evil Corp, the Russia-Based Cybercriminal Group Behind Dridex Malware’, press release, 
5 December 2019, <https://home.treasury.gov/news/press-releases/sm845>, accessed 
16 November 2020; ** Alexander Martin, ‘Garmin “Paid Multi-Million Dollar Ransom to 
Criminals Using Arete IR”, Say Sources’, Sky News, 3 August 2020.

AUXILIARY COMPLEXITIES
This section explores the evolving complexities surrounding the payment 
of a ransom. Paying criminals to restore encrypted and/or stolen data has 
always been seen as somewhat taboo, but increased rates of payment and 
many notable headline ransom payments – from both government and 
commercial victims – have arguably made it more ‘acceptable’ to do so.

The section reflects on example cases of ransomware attacks, and reviews 
important developments from the US Department of the Treasury on the 
facilitation of ransom payments.

https://techcrunch.com/2020/07/27/garmin-confirms-ransomware-attack-outage/
https://techcrunch.com/2020/07/27/garmin-confirms-ransomware-attack-outage/
https://uk.finance.yahoo.com/quote/GRMN/
https://www.bleepingcomputer.com/news/security/confirmed-garmin-received-decryptor-for-wastedlocker-ransomware/
https://www.bleepingcomputer.com/news/security/confirmed-garmin-received-decryptor-for-wastedlocker-ransomware/
https://home.treasury.gov/news/press-releases/sm845
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PAYMENT OF A RANSOM DEMAND TO A CRIMINAL GROUP

A thorny issue in the context of ransomware attack is that any ransom 
payment made to obtain a decryptor and restore services directly funds the 
cybercriminal ecosystem. Ransomware against organisations is a thriving 
business and is reportedly worth over $100 million per year for successful 
criminal groups, such as REvil.43 Each ransom payment creates further 
incentives not only for the ransomware operator in question, but for others 
as well – both existing operators and new entrants. Furthermore, each 
payment acts as a soft ‘normaliser’ for the act of making a payment, which 
has always been against prevailing advice.44

Of course, ransom payment may be the only viable option for a victim 
organisation. The following circumstances can make this scenario more likely:

• The entire operation may be completely down, losing income and 
customers each day.

• The organisation may be unable to restore from backups (either the 
ransomware impacted these too, backups were not used or backup 
recovery failed).

• Technical decryption is much harder now for ransomware attacks 
targeting organisations than for those targeted at individuals. While 
recovery tools have become available for many ransomware strains 
through the ‘No More Ransom’ project,45 the bulk of these are for 
strains of ransomware targeted at individuals, where cryptographic 
implementations are often weak, and encryption keys are often shared 
between victims. The criminal groups undertaking ransomware attacks 
against organisations have generally implemented their malware 
and encryption schemes more professionally, often using properly 
implemented RSA-2048 encryption,46 and thus technical recovery is 
likely to be impossible if backups do not survive the attack.

43. Ionut Ilascu, ‘REvil Ransomware Gang Claims Over $100 Million Profit in a 
Year’, Bleeping Computer, 29 October 2020, <https://www.bleepingcomputer.
com/news/security/revil-ransomware-gang-claims-over-100-million-profit-in-
a-year/>, accessed 16 November 2020; Ionut Ilascu, ‘How Ryuk Ransomware 
Operators Made $34 Million From One Victim’, Bleeping Computer,  
7 November 2020, <https://www.bleepingcomputer.com/news/security/how-
ryuk-ransomware-operators-made-34-million-from-one-victim/>, accessed  
16 November 2020.

44. NCSC, ‘Mitigating Malware and Ransomware Attacks’, 11 September 2020, 
<https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-
attacks/>, accessed 3 February 2021.

45. Europol, ‘No More Ransom – Do You Need Help Unlocking Your Digital Life?’, 
<https://www.europol.europa.eu/activities-services/public-awareness-and-
prevention-guides/no-more-ransom-do-you-need-help-unlocking-your-digital-life>, 
accessed 16 November 2020.

46. Josh Lake, ‘What is RSA Encryption and How Does It Work?’, Comparitech,  
10 December 2018, <https://www.comparitech.com/blog/information-security/
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This leaves a tricky policy problem. Ciaran Martin, former head of the NCSC, 
suggested that if he had ‘one policy card to play’, it would be making the 
payment of ransoms in ransomware attacks illegal in the UK.47 While this 
is a bold stance, it could have a positive impact on cyber security from a 
UK perspective:

• UK organisations would be incentivised to bolster their cyber security 
efforts in key areas, knowing that payment of a ransom cannot be 
seen as a solution.

• Ransomware operators would likely expend less effort in targeting 
and compromising UK organisations.

However, Martin has also highlighted that a focus on ransomware from 
government alone is not the solution, and that it should also be a major 
area of focus in the wider cyber security community48 to identify new 
and improved ways to help organisations prepare for and defend against 
ransomware attacks.

PAYMENT TO A POTENTIALLY SANCTIONED ENTITY

The issue of payment to a cybercriminal group is further complicated by 
the fact that some criminal operators are subject to indictments and/or 
sanctions, typically by the US government. For example, the ‘WastedLocker’ 
ransomware that impacted Garmin has been linked to the cybercriminal 
entity Evil Corp, which was sanctioned by the US in 2019.49

The REvil group were unofficially labelled as ‘terrorists’ by the Grubman 
Shire Meiselas & Sacks law firm after they threatened to leak stolen data 
related to Donald Trump.50 It is entirely possible that more cybercriminal 
entities involved in ransomware attacks on organisations will be sanctioned 
or indicted in the months and years to come.

In a public advisory on this issue, the US Department of the Treasury’s Office 
of Foreign Assets Control (OFAC) announced on 1 October 2020 that OFAC 
regulations may be violated in cases where ransom payments are made 
to blocked individuals or entities.51 The US Department of the Treasury’s 

rsa-encryption/>, accessed 1 February 2021.
47. RUSI, ‘Cyber Attacks – What Actual Harm Do They Cause?’, 18 September 2020, 

<https://rusi.org/event/cyber-attacks-%E2%80%93-what-actual-harm-do-they-
cause>, accessed 16 November 2020.

48. Mathew J Schwartz, ‘Ransomware: Would Banning Ransom Payments Mitigate 
Threat?’, Data Breach Today, 16 October 2020, <https://www.databreachtoday.
com/blogs/ransomware-would-banning-ransom-payments-mitigate-
threat-p-2956>, accessed 16 November 2020.

49. US Department of the Treasury, ‘Treasury Sanctions Evil Corp’.
50. Davey Winder, ‘Hackers Claim Trump Dirty Laundry Data Has Been Sold To 

“Interested Party”’, Forbes, 18 May 2020.
51. US Department of the Treasury, ‘Ransomware Advisory’, press release,  

1 October 2020, <https://home.treasury.gov/policy-issues/financial-sanctions/
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Financial Crimes Enforcement Network (FinCEN) also published an advisory 
on the same day, focusing on the importance of reporting attacks and 
sharing information, as well as red flags around ransomware attacks of which 
financial organisations should be aware.52 The OFAC advisory highlights the 
increasing role that ransomware negotiation and recovery companies have 
played in recent years, stating:

Companies	that	facilitate	ransomware	payments	to	cyber	actors	on	behalf	of	victims,	
including	 financial	 institutions,	 cyber	 insurance	 firms,	 and	 companies	 involved	 in	
digital forensics and incident response, not only encourage future ransomware 
payment	demands	but	also	may	risk	violating	OFAC	regulations.53

Taken together, the OFAC and FinCEN advisories – and the scale of the 
problem outlined above – paint a complex picture for financial organisations 
and cyber insurance firms. The role of ‘ransomware response’ companies 
is also likely to receive additional scrutiny because of the OFAC and FinCEN 
advisories. A likely outcome of any infringement on OFAC regulations would 
be a fine for the party/parties that were deemed to have been involved.

Not verifying the identity of the criminal group can make problems worse. 
The victim organisation and supporting companies may not have confident 
attribution on the ransomware operator in question, which could cause 
issues in interpreting documentation, such as the recent OFAC advisory. 
Collaboration between criminal groups is common, and thus payment to 
one ransomware operator may indirectly be benefiting another (potentially 
sanctioned) entity.

Further complications can arise where ransomware is used by state-
affiliated actors as opposed to criminal ones: the WannaCry and NotPetya 
attacks set a precedent here. In these attacks, attributed to North Korea 
and Russia respectively,54 ransomware-like malware was combined with 
aggressive techniques for spreading the infection, resulting in significant 
impacts against victims globally. There have been recent industry reports 
suggesting that both North Korean and Iranian government proxies are 

recent-actions/20201001>, accessed 16 November 2020; US Department of 
the Treasury, ‘Advisory on Potential Sanctions Risks for Facilitating Ransomware 
Payments’.

52. US Treasury Financial Crimes Enforcement Network, ‘Advisory on Ransomware 
and the Use of the Financial System to Facilitate Ransom Payments’, 1 October 
2020, <https://www.fincen.gov/sites/default/files/advisory/2020-10-01/
Advisory%20Ransomware%20FINAL%20508.pdf>, accessed 16 November 2020.

53. US Department of the Treasury, ‘Ransomware Advisory’, p. 1.
54. White House, ‘Press Briefing on the Attribution of the WannaCry Malware Attack 

to North Korea’, 19 December 2017, <https://kr.usembassy.gov/121917-press-
briefing-attribution-wannacry-malware-attack-north-korea/>, accessed  
16 November 2020; HM Government, ‘Foreign Office Minister Condemns Russia 
for NotPetya Attacks’, 15 February 2018, <https://www.gov.uk/government/
news/foreign-office-minister-condemns-russia-for-notpetya-attacks>, accessed 
16 November 2020.

https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory Ransomware FINAL 508.pdf
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using ransomware.55 The goals of this activity are not wholly clear at present 
and questions over attribution remain. Crucially, though, both Iran and 
North Korea are covered by OFAC country embargoes.

IMPLICATIONS FOR RANSOMWARE NEGOTIATION AND RECOVERY 
COMPANIES

While it could be argued that companies that assist victims in ransom 
negotiation, payment and technical recovery are providing a valuable service 
(and one that is very much market driven), there has long been a sense of 
societal unease about this market.56 It should not be forgotten that these 
companies are getting paid by the victim for their services, and that this could 
take the form of a top-up to the ransom agreed, or some other calculation. 
A number of companies have made a name for themselves in this area. 
The OFAC and FinCEN advisories will likely make for uncomfortable reading 
for these companies, especially as it is likely that further criminal entities 
involved in ransomware attacks against organisations may be sanctioned 
and/or indicted in future.

IMPLICATIONS FOR CYBER INSURANCE

The cyber insurance industry has boomed in recent years, with awareness of 
it raised by major events, such as the NotPetya attack in 2017, and the adoption 
of new regulations, such as GDPR, potentially driving an increase in policy 
uptake from organisations. However, the extent to which cyber insurance 
policies cover the losses from ransomware attacks remains unclear.57

Alongside perceptions that cyber insurance is a secretive market where 
pay-outs are hard to unlock,58 the OFAC and FinCEN advisories are notable 
in that they mention cyber insurance firms as being potentially involved 
in facilitating payments to hostile cyber actors. There has been anecdotal 
evidence that some cyber insurers have been inclined to encourage 
policy-holders to pay ransoms for some time,59 potentially driven by the 
calculation that the (negotiated) ransom demand is far smaller than the cost 

55. Ivan Kwiatkowski, Pierre Delcher and Felix Aime, ‘Lazarus on the Hunt for Big 
Game’, Securelist, 28 July 2020, <https://securelist.com/lazarus-on-the-hunt-
for-big-game/97757/>, accessed 16 November 2020; ClearSky Cybersecurity, 
‘Operation Quicksand: Muddy Water’s Offensive Attack Against Israeli 
Organizations’, October 2020, <https://www.clearskysec.com/wp-content/
uploads/2020/10/Operation-Quicksand.pdf>, accessed 16 November 2020.

56. Renee Dudley and Jeff Kao, ‘The Trade Secret: Firms That Promised High-Tech 
Ransomware Solutions Almost Always Just Pay the Hackers’, ProPublica, 15 May 
2019, <https://features.propublica.org/ransomware/ransomware-attack-data-
recovery-firms-paying-hackers/>, accessed 16 November 2020.

57. Robin Pagnamenta, ‘Daring $6m Cyber-Heist Could Be the Least of Travelex’s 
Woes’, The Telegraph, 9 January 2020.

58. Ibid.
59. Danny Palmer, ‘Ransomware: Cyber-Insurance Payouts Are Adding to the 

Problem, Warn Security Experts’, ZDNet, 17 September 2019, <https://www.
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of attempting a recovery ‘from scratch’. This sentiment was recently echoed 
by Ciaran Martin, who warned: ‘At the moment, companies have incentives 
to pay ransoms to make sure this all goes away’.60

Another question this provokes is whether holding a cyber insurance policy 
with ransomware coverage could in fact drive organisations to deprioritise 
cyber security spending. Some argue that taking out a cyber insurance policy 
could actually discourage secure behaviours, a concept known as ‘moral 
hazard’.61 Several studies have found that organisations are less likely to 
invest in risk prevention if they think that their cyber insurance policy will 
resolve (and/or cover the cost of) an incident anyway.62

In addition, there are varying approaches that cyber insurers may take to 
assess cyber risk within organisations and there is ambiguity over what 
constitutes ‘good’ cyber security behaviours. Cyber security standards63 play 
a role in how policies are underwritten and which controls organisations 
introduce to improve their cyber security.64 Yet, different cyber insurers 
require different security controls to underwrite a policy.65 The role of 
cyber insurance in mitigating or encouraging ransomware attacks is part of 
a wider debate on whether cyber insurance actually serves to incentivise 
better cyber security practices.66

zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-
problem-warn-security-experts/>, accessed 16 November 2020.

60. Dan Sabbagh, ‘Insurers “Funding Organised Crime” by Paying Ransomware 
Claims’, The Guardian, 24 January 2021.

61. Liam M D Bailey, ‘Mitigating Moral Hazard in Cyber-Risk Insurance’, Journal of 
Law and Cyber Warfare (Vol. 3, No. 1, 2014), pp. 1–42.

62. Kai-Lung Hui, Wendy Wan-Yee Hui and Wei Thoo Yue, ‘Cyber Insurance and Risk 
Management: A Normative Analysis’, 14 November 2019, <https://papers.ssrn.
com/sol3/papers.cfm?abstract_id=3486658>, accessed 10 September 2020.

63. For example, NIST, ‘Cybersecurity Framework’, <https://www.nist.gov/
cyberframework>, accessed 9 February 2021; ISO, ‘ISO/IEC 27001: Information 
Security Management’, <https://www.iso.org/isoiec-27001-information-security.
html>, accessed 9 February 2021; NCSC, ‘Cyber Essentials: Overview’, <https://
www.ncsc.gov.uk/cyberessentials/overview>, accessed 9 February 2021.

64. For example, Marsh, ‘Cyber Catalyst by Marsh’, <https://www.marsh.com/us/
campaigns/cyber-catalyst-by-marsh.html>, accessed 9 February 2021.

65. Daniel Woods et al., ‘Mapping the Coverage of Security Controls in Cyber 
Insurance Proposal Forms’, Journal of Internet Services and Applications (Vol. 8, 
2017), p. 1.

66. See RUSI, ‘Incentivising Cybersecurity Through Cyber Insurance’, <https://rusi.
org/projects/incentivising-cybersecurity-through-cyber-insurance>, accessed  
16 November 2020; James Sullivan and Jason R C Nurse, ‘Cyber Security 
Incentives and the Role of Cyber Insurance’, RUSI Emerging Insights, December 
2020.

https://www.zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-security-experts/
https://www.zdnet.com/article/ransomware-cyber-insurance-payouts-are-adding-to-the-problem-warn-security-experts/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3486658
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3486658
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.iso.org/isoiec-27001-information-security.html
https://www.iso.org/isoiec-27001-information-security.html
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.marsh.com/us/campaigns/cyber-catalyst-by-marsh.html
https://www.marsh.com/us/campaigns/cyber-catalyst-by-marsh.html
https://rusi.org/projects/incentivising-cybersecurity-through-cyber-insurance
https://rusi.org/projects/incentivising-cybersecurity-through-cyber-insurance


EMERGING INSIGHTS 22

CONCLUSIONS
Potential courses of action for organisations, policymakers, law enforcement 
and national-level cyber security agencies are outlined in this section. It 
categorises potential approaches using the ‘four Ps’: ‘Prevent, Pursue, Protect 
and Prepare’, followed by a set of questions designed to provoke debate in 
these areas.67 Figure 5 summarises potential policy options to counter the 
ransomware threat. Finally, the paper suggests areas for further research.

Figure 5: Summary	of	Areas	of	Potential	Action	to	Counter	the	Ransomware	Threat

Source: Author generated.

PREVENT

Policymakers and law enforcement officials should consider addressing the 
prolific use of tools designed for penetration testing/‘red team’ security in 
ransomware attacks.68 Many of the tools used by criminal operators are 
either free or commercial tools (often cracked versions) which are designed 
for legitimate use. These tools have long been abused by hostile cyber actors 
and have systemically lowered the barrier to entry for would-be criminal 

67. These are the same ‘Ps’ as the UK’s CONTEST counterterrorism strategy, as these 
cover relevant mitigation areas effectively and concisely. To be clear, this is not 
an attempt to draw any parallels between ransomware and terrorism. The ‘four 
Ps’ are used commonly by UK law enforcement for other crime types including 
cybercrime.

68. See NCSC, ‘Penetration Testing’, 8 August 2017, <https://www.ncsc.gov.uk/
guidance/penetration-testing>, accessed 16 November 2020.
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groups (these tools are also heavily used by state actors). Examples include 
Cobalt Strike, PowerShell Empire and Metasploit.

• Is there anything that can be done to address this from a 
regulatory perspective?

• Is there anything that can be done to address this from a technical 
perspective? Can this feed into pursuit activities (see below)?

PURSUE

Coordinated law enforcement responses to organised cybercrime have 
scored many successes in the past, although progress against cybercriminal 
groups based in Russia has been far more difficult to achieve. To get on 
top of the current problem, these efforts will need to be significantly scaled 
up, and new initiatives to accelerate progress will be needed. The questions 
below are also likely to be relevant to national-level cyber security agencies:

• Can national- and international-level schemes for the pursuit of 
ransomware operators be established?

• Can investigatory teams seeking to establish operator identities and 
methods get access to more data from threat intelligence and incident 
response efforts conducted by specialist companies? How can this 
best be facilitated?

• Can these efforts be turned into technical disruption activity, and the 
pursuit and arrest of those involved? Are penetration testing tools 
a suitable substrate for disruption, or is further coordinated action 
against precursors such as Emotet,69 Trickbot70 and other criminal 
malware needed? Can technical disruption by itself ever be more than 
‘whack-a-mole’?

• Can gains be made in the pursuit of entities involved in the facilitation 
of laundering cryptocurrency ransom payments (for example, 
cryptocurrency services or third parties, which may enable scaling 
across multiple ransomware operators)?71 Does the seizure of the 
cryptocurrency proceeds of cybercrime – such as in recent action 
against NetWalker ransomware – make these disruption operations 
more effective, and does this dissuade criminal activity from 
these operators?72

69. Europol, ‘World’s Most Dangerous Malware Emotet Disrupted Through Global 
Action’, 27 January 2021, <https://www.europol.europa.eu/newsroom/news/
world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-
action/>, accessed 3 February 2021.

70. Tom Burt, ‘New Action to Combat Ransomware Ahead of U.S. Elections’, 
Microsoft, 12 October 2020.

71. See Anton Moiseienko and Olivier Kraft, ‘From Money Mules to Chain-Hopping: 
Targeting the Finances of Cybercrime’, RUSI Occasional Papers (November 2019); 
US Treasury Financial Crimes Enforcement Network, ‘Advisory on Ransomware’.

72. US Department of Justice, ‘Department of Justice Launches Global Action 
Against NetWalker Ransomware’, 27 January 2021, <https://www.justice.
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PROTECT

Unfortunately, ransomware operators have used numerous strategies for 
the initial stages of their compromise and are quick to take advantage of new 
opportunities that may arise. Once inside a network, operators are skilled 
at maximising their presence through lateral movement and ultimately 
maximising the impact of the ransomware once deployed.

The best strategy for organisations to protect against ransomware attacks 
should start with ‘doing the basics right’, which is easy to say but can be 
very tricky to enact. While this list is not prescriptive nor sufficient to ensure 
security against attack, the following steps are likely to be highly effective in 
mitigating the threat:

• Ensure timely patching of any critical vulnerabilities in external-facing 
infrastructure (web servers, VPN infrastructure).

• Use multifactor authentication where possible on vulnerable services, 
for example, RDP.

• Employ application allow-listing on enterprise estates.
• Reinforce phishing awareness through regular exercises.

At a higher level, there are broader questions related to the guidance on 
and measurement of cyber security best practice, which may relate to 
policymakers and national-level cyber security bodies.

• Are there any ‘quick wins’ that can be found in this area?
• In the UK, are there elements of the NCSC’s Active Cyber Defence 

programme that can be extended or designed to help protect 
specifically against ransomware attack?73 For example, can DNS-level 
and similar protections be broadened to cover a greater number of 
organisations within and outside government?

Furthermore, policymakers should carefully examine the feasibility and 
suitability of making ransom payment illegal in the UK, which could lead in 
turn to a ‘protective’ effect resulting from the discouragement of ransomware 
attacks against UK targets.

• Is a complete outlawing of ransom payment possible?
• If not, could measures be put in place to ensure that payments are 

only made when all other options have been exhausted and where 
the alternatives are deemed to be less desirable than a payment?

• Are there regulatory steps that can be taken in the area of cyber 
insurance and ‘ransomware recovery’ that could have a positive effect 
on the situation?

gov/opa/pr/department-justice-launches-global-action-against-netwalker-
ransomware/>, accessed 3 February 2021.

73. NCSC, ‘Active Cyber Defence’, <https://www.ncsc.gov.uk/section/products-
services/active-cyber-defence>, accessed 16 November 2020.
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PREPARE

Organisations across all sectors should appreciate that they could potentially 
be hit by a ransomware attack at any moment – no organisation should 
consider themselves immune from this threat. Ransomware attacks should 
be recognised as an organisational risk such that appropriate governance 
and resources around it can be put in place. Preparedness in the event of a 
ransomware attack should be focused on effective organisational incident 
response and ensuring that adequate backup mechanisms are in place (with 
offline backups a priority). Furthermore, these processes should ensure 
backups can be restored in an effective and timely manner.

The fact that so many ransomware attacks cannot be recovered from backups 
indicates that there is a systemic problem in this area. Policymakers and 
national-level cyber security bodies may be able to influence change here.

• Can a mechanism be found to provide strong guidance and, potentially, 
enforcement of the need for appropriate backup measures across the 
UK, perhaps on a sector-by-sector basis?
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