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EXECUTIVE SUMMARY

In recent years, the UK Financial Conduct Authority (FCA) has committed 
to delivering enhanced anti-money laundering (AML) supervision ‘through 
greater use of intelligence and data’.1 This commitment has been made 
against the backdrop of a regulated environment that is rapidly transforming 
due to shifting market conditions and new regulations such as the EU’s 2018 
Payment Services Directive II2 (PSD2) which promotes the development and 
adoption of new financial services and products. While innovation positively 
impacts the financial industry, it is making it easier for criminals to bypass 
the traditional financial system, transferring dirty money from legitimate-
looking entities to criminals. Thus, financial technology firms (FinTechs) and 
‘challenger’ banks have been a focus of the FCA, as evidenced by its review 
of the financial crime controls in challenger banks published in April 2022.3

To better understand the challenges and concerns that more technologically 
advanced institutions face regarding supervision, this Policy Brief summarises 
findings from 20 virtual interviews conducted with risk practitioners and 
professionals. The research identifies four key issues:

• Misalignment between supervision strategy and wider adoption of 
regulatory technology (RegTech).

• Lack of communication and trust between the regulator and regulated 
entities with regards to risk and risk appetite.

• Inadequate segmentation of the supervised population.
• Weak AML/counterterrorist financing (CTF) data quality, lineage4 

and governance.

This Policy Brief makes a series of recommendations to address these four 
key challenges.

FCA Supervision and RegTech

• The FCA needs to address skills gaps to enable its supervision 
team to assess, challenge, validate and supervise data, models 
and/or algorithms used to calibrate RegTech tools adopted by 
financial institutions.

• The FCA should develop a framework to assess and evaluate RegTech 
solutions adopted by financial institutions to prevent future risks 
from materialising.

1. HM Government, ‘Economic Crime Plan: 2019–22’, July 2019, p. 49.
2. The EU Payment Services Directive II sets requirements for payment services 

providers and e-money institutions. It aims to promote innovation, facilitate 
safer payments and reduce the costs of payment services.

3. Financial Conduct Authority (FCA), ‘Financial Crime Controls at Challenger 
Banks’, 22 April 2022, <https://www.fca.org.uk/publications/multi-firm-reviews/
financial-crime-controls-at-challenger-banks>, accessed 25 April 2022.

4. Data lineage refers to the provenance of the data.
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Understanding and Communicating Risk and Risk Appetite

• The FCA should develop a mechanism that supports financial 
institutions in better communicating and articulating their money 
laundering/terrorist financing (ML/TF) risks, thus providing greater 
assurance that they do understand their risks.

• The FCA should develop guidance on how it assesses whether a risk-
based approach (RBA) has been adopted by financial institutions.

• The FCA should develop a mechanism that supports financial 
institutions in better communicating and articulating risk appetites 
while minimising its own exposure to liability and credibility risk 
should a ML/TF event occur.

• Financial institutions should develop and articulate their RBA 
alongside their appetite for ML/TF risk. This needs to be communicated 
to the regulator.

FCA Segmentation of Its Supervised Population

• Research should be undertaken on innovative firms to assess 
whether their risk profile – and thus the classification of innovative 
entities within the FCA’s retail bank portfolio – is accurate, complete 
and up to date.

AML/CTF Data Quality, Lineage and Governance

• The financial crime report that institutions provide to the FCA, the 
REP-CRIM, should be reviewed and assessed to ensure that the data it 
collates provides the FCA with the information necessary for a better 
understanding of financial institutions’ residual ML/TF risks.

• The FCA should evaluate and assess innovative institutions’ financial 
crime data management to identify any weaknesses and gaps that may 
result in inaccurate and/or incomplete risk assessment and reporting.
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INTRODUCTION

The 2018 Financial Action Task Force’s (FATF) Mutual Evaluation Report 
identified some deficiencies in the FCA’s application of the RBA, noting an 
over-reliance on the bigger size of an institution as an indicator of higher 
risk.5 In response to this, Action 34 of the UK’s 2019 Economic Crime Plan 
committed to enhancing the FCA’s supervision, to ensure that it has ‘the 
greatest impact across the range of firms it supervises through greater 
use of intelligence and data’.6 Aligned with the Economic Crime Plan, the 
FCA published its  data strategy  in 2020,7 while its  2021–22 Business Plan 
reaffirmed that the organisation would become ‘more data-driven to find 
and stop harm quicker and will respond faster and more assertively to 
new challenges’.8

This commitment is essential to the financial industry. The FCA-regulated 
environment is rapidly transforming due to shifting market conditions: 
digital innovation, along with regulations such as the PSD2, have accelerated 
‘innovation, competition, and transparency’9 across regulated entities. While 
such conditions are welcome as they offer new services and products to 
satisfy customers’ changing needs and profiles, they are also impacting the 
financial ecosystem, generating ML and TF risks. Digitalisation is making it 
easier for criminals to bypass the traditional financial system, transferring 
dirty money from legitimate-looking entities to criminals. To address this 
issue, the FCA needs to adapt its response to the changing financial ecosystem 
by implementing innovative supervision. This involves leveraging advances 
in supervisory technology (SupTech) and moving towards a data-driven 
‘“full-picture” view of firms’ behaviours and practices’.10 This will enhance the 

5. Financial Action Task Force (FATF), ‘Mutual Evaluation Report: United Kingdom’, 
December 2018; the risk-based approach (RBA) provides financial institutions 
with a methodology to map their money-laundering (ML) risk exposure by 
classifying and arranging customers, products, product delivery channels and 
geographical risks. Thus, mapping ML risk exposure involves ‘recognising the 
existence of risk(s), undertaking an assessment of the risk(s) and developing 
strategies to manage and mitigate the identified risks’. See FATF, ‘Guidance 
on the Risk-Based Approach to Combating Money Laundering and Terrorist 
Financing’, June 2007, pp. 2–3; mutual evaluation reports aim to assess how the 
country under review implements measures against ML.

6. HM Government, ‘Economic Crime Plan: 2019–22’, p. 49.
7. FCA, ‘Data Strategy’, updated 6 August 2020, <https://www.fca.org.uk/

publications/corporate-documents/data-strategy>, accessed 31 December 2021.
8. FCA, ‘Business Plan: 2021/22’, p. 6, <https://www.fca.org.uk/publication/

business-plans/business-plan-2021-22.pdf>, accessed 31 December 2021.
9. Anna Omarini, ‘FinTech: A New Hedge for a Financial Re-Intermediation. Strategy 

and Risk Perspectives’, Frontiers in Artificial Intelligence, 15 October 2020, 
<https://www.frontiersin.org/articles/10.3389/frai.2020.00063/full>, accessed  
9 January 2022.

10. Lars Frisell et al., ‘Supervising Tomorrow’, Oliver Wyman, p. 2, <https://www.
oliverwyman.com/content/dam/oliver-wyman/v2/publications/2019/feb/Oliver-
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FCA’s ability to spot outliers, identify and monitor risk across a population of 
regulated entities that is increasingly diverse, technology driven and digital, 
and deliver risk-based supervision as per the FATF’s latest guidance.11

Against this background, this Policy Brief identifies and assesses the issues 
the FCA faces when carrying out supervision. More specifically, it examines 
how it should work with its regulated populations to be more data-driven, 
innovative and apply risk-based supervision.12 The Brief identifies four key 
issues to consider:

• FCA supervision and RegTech.
• Understanding and communicating risk and risk appetite.
• FCA segmentation of its supervised population.
• AML/CTF data quality, lineage and governance.

It explores these issues to provide insights along with recommendations for 
policymakers and national and sectoral supervisors. This should be relevant 
to the FATF, which is focused on improving approaches to supervision and 
the application of the RBA. In addition, this Brief is pertinent for supervised 
entities who will be able to benchmark their experience against that 
of their peers.

METHODOLOGY

The research for this Brief is informed by interviews with relevant stakeholders 
in the banking, financial services and supervision industries. Twenty financial 
crime risk practitioners and experts were interviewed between September 
2021 and January 2022. Interviewees operate within regulatory services, the 
banking industry, payment services businesses, think tanks and financial 
services consultancies. The author focused on supervision of innovative 
regulated institutions to evaluate the FCA’s adaptation to the changes in 
the regulated environment. Furthermore, interviews with think tanks and 
consultancies triangulated and validated the information obtained by 
other stakeholders. In addition, a review of relevant policy and academic 
literature was conducted.

Wyman_Supervising-Tomorrow.pdf>, accessed 9 January 2022.
11. FATF, ‘Guidance on Risk-Based Supervision’, 4 March 2021, <https://www.

fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-
supervision.html>, accessed 11 November 2021.

12. ‘Data-led’ is defined in here as the proactive and ongoing consultation, 
collation, analysis, use and monitoring of relevant events, data and/or periodic 
data returns and risk assessments. ‘Innovative’ is defined as a practice that 
could result in new ‘models, applications, processes or products with an 
associated material effect’ on institutions and/or the provision of services. See 
Financial Stability Board (FSB), ‘FSB Report Assesses Fintech Developments and 
Potential Financial Stability Implications’, 14 February 2019, <https://www.fsb.
org/2019/02/fsb-report-assesses-fintech-developments-and-potential-financial-
stability-implications/>, accessed 11 January 2021.
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THE STATUS QUO

Before discussing the four main points raised by interviewees during the 
empirical research, it is essential to first analyse the environment in which 
the FCA operates and the pressures and challenges it is currently facing. 
This section discusses the aftermath of the 2018 FATF Mutual Evaluation 
Report, the impact of technological innovation on financial services, 
the FCA’s weakened credibility and the challenges associated with risk-
based supervision.

INNOVATION AND THE FINANCIAL INDUSTRY

Technological innovations13 have enabled better connectivity, cheaper data 
storage and better data processing,14 encouraging more financial technology 
(FinTech) players to emerge and transform the provision of financial services 
and products through digitalisation.15 The PSD2 encouraged further 
innovation by requiring increased openness of banks’ system architecture, 
and ensuring that institutions’ systems and account transaction data are 
‘accessible to cardless, account-to-account payments systems and account 
aggregation services’.16 Furthermore, the coronavirus pandemic contributed 
to an acceleration in the change of customers’ behaviours, attitudes and 
expectations of their financial services and products providers,17 with some 
referring to the pandemic as a catalyst for the fourth industrial revolution.18

Digital transformation has had consequences for financial services and the 
management of financial crime risks. Many FinTechs offer the ability to open 

13. Smartphones, the public cloud, data analytics, application programming 
interfaces, blockchain or AI.

14. ‘Computing efficiency has risen exponentially, as the cost of data storage has 
rapidly declined. The Cray-1 was the world’s fastest “supercomputer” from 1976-
82, operating at 80 MHz, weighing 5.5 tons, and costing $10 million. The A11 
chip powering an iPhone X runs at a speed of 2.39 GHz – 30 times faster – and at 
a small fraction of the size and cost’. See Erik Fayen et al., Fintech and the Digital 
Transformation of Financial Services: Implications for Market Structure and 
Public Policy, BIS Paper No. 17 (Basel: The Bank for International Settlements 
and the World Bank Group, 2021), p. 5.

15. Digitalisation involves transforming physical processes, content or objects into 
digital products.

16. Anna Omarini, ‘The Digital Transformation in Banking and the Role of Fintechs 
in the New Financial Intermediation Scenario’, International Journal of Finance, 
Economics and Trade (Vol. 1, No. 1, 2017), p. 2.

17. Andrea Resti, ‘Did the Pandemic Lead to Structural Changes in the Banking 
Sector’, European Parliament, October 2021, <https://www.europarl.europa.eu/
RegData/etudes/IDAN/2021/689460/IPOL_IDA(2021)689460_EN.pdf>, accessed 
20 January 2022.

18. Ruy de Castro Sobrosa Neto et al., ‘The Fourth Industrial Revolution and the 
Coronavirus: A New Era Catalyzed by a Virus’, Research in Globalization (Vol. 2, 
2020), pp. 1–7.
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accounts very quickly and ‘there is a risk that information gathered at the 
account opening stage is insufficient to identify higher risk customers’.19 
The production chain for financial services is now easily disaggregated 
with different products and services sourced across different providers.20 
Similarly, the consumption of financial services can now be unbundled. 
Consumers are no longer attached to one unique financial institution for 
their financial products and needs, and prefer accessing different providers 
to customise the financial offerings they seek. This phenomenon has obvious 
implications for regulators, including the FCA. Disaggregated and unbundled 
financial services results in the regulator having fragmented information. 
One financial institution will hold the customer relationship, another will 
hold customer funds, a third will supply data analytics and a fourth will 
provide technology infrastructure. Cognisant of this issue, the FCA launched 
a consultation in December 2021 on consumer duty,21 which sought 
better standards of consumer protection in retail banking. However, many 
FinTechs have now started to ‘re-bundle’ products and services offerings to 
enable them to cross-sell ‘to existing customers and make themselves more 
attractive to new ones’.22 As a result, these institutions have started requiring 
regulated status or full banking licences to reflect their product and services 
strategies. Regulators have therefore had to adapt or even catch up with 
shifting FinTech offerings, impacting the relevance or adequacy of their own 
supervision strategy.

Another impact of innovation is the rise of SupTech and RegTech. Large data 
sets can now be collected, stored and analysed in an efficient and effective 
manner supporting financial institutions and supervisors alike with their ever-
increasing regulatory requirements and responsibilities. SupTech supports 
oversight, improves surveillance and analytical capabilities, and facilitates 
supervision and policymaking. RegTech can ‘improve compliance outcomes, 
enhance risk management capabilities, and generate new insights into the 
business for improved decision-making’.23

While there are clear advantages to the emergence of SupTech and RegTech, 
supervisors such as the FCA need to tackle potential future issues and 
challenges. For example, the European Banking Authority (EBA) explains that 
there are RegTech solutions and/or provider concentration risks, as well as 

19. FCA, ‘Financial Crime Controls at Challenger Banks’.
20. For example, use of third-party ATM and card networks, third-party sales agents, 

credit-risk scoring or white-label integration of services.
21. FCA, ‘A New Consumer Duty: Feedback to CP21/13 and Further Consultation’, 

December 2021, <https://www.fca.org.uk/publication/consultation/cp21-36.pdf>, 
accessed 13 April 2022.

22. Feyen et al., Fintech and the Digital Transformation of Financial Services, p. 22.
23. FSB, ‘The Use of Supervisory and Regulatory Technology by Authorities 

and Regulated Institutions: Market Developments and Financial Stability 
Implications’, October 2020, p. 1.

The FCA is 
required to 
constantly justify 
its decisions 
to preserve its 
reputation and 
thus credibility
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potential issues relating to supervisors’ ability to assess and understand 
technological solutions that aim to tackle ML and TF risks.24

CREDIBILITY RISK AND CHALLENGES OF RISK-BASED SUPERVISION

In April 2019, Mark Steward, the FCA’s executive director of enforcement and 
market oversight, pledged to make full use of the FCA’s powers to investigate 
and prosecute breaches of the Money Laundering Regulations.25 Yet, the 
Financial Times reported that the FCA had opened just 36 new enforcement 
cases between 1 March and 31 May 2020.26 Undoubtedly, this figure 
demonstrates that the pandemic impacted the FCA as much as any other 
organisation, but what is particularly striking is that ‘between January and 
August 2020, the FCA discontinued half of its 14 criminal investigations into 
MLR breaches. Of the seven that remained as of August 2020, only one was 
“single-track”. That means that only one investigation was proceeding solely 
on a criminal footing’.27 Subsequently, the 2021 NatWest conviction and 
£264 million fine for AML breaches28 should have been unanimously hailed 
as an FCA victory. It demonstrated that the FCA appropriately deals with 
financial institutions that fail to comply with ML regulations. Yet, criticisms 
arose: ‘if only the most egregious behaviour is selected for prosecution, 
then others in the sector may conclude that substandard systems and 
controls are acceptable as long as they do not get caught red handed 
laundering dirty cash’.29

In addition, Chair of the Treasury Committee Mel Stride criticised the 
absence of any action against individuals at NatWest. He also questioned 
the pace at which the NatWest case had evolved given that the bank had 
reported itself to the FCA in 2016 after Fowler Oldfield, a jewellery business, 
had been identified as part of a police-led ML operation.30 Finally, another 
contentious point is the fact that it took 10 years ‘for the FCA to bring its 

24. European Banking Authority (EBA), ‘EBA Analysis of RegTech in the EU Financial 
Sector’, June 2021.

25. FCA, ‘Partly Contested Cases, the Pipeline and AML Investigations’, speech 
by Mark Steward at Global Investigations Review Live, London, 4 April 2019, 
<https://www.fca.org.uk/news/speeches/partly-contested-cases-pipeline-and-
aml-investigations>, accessed 13 April 2022.

26. Matthew Vincent, ‘FCA Action Against Companies Dropped at Start of Pandemic’, 
Financial Times, 11 October 2020.

27. Ashurst, ‘FCA Enforcement: Is 2020 a Vision of the Future?’, 16 December 
2020, <https://www.ashurst.com/en/news-and-insights/legal-updates/fca-
enforcement---is-2020-a-vision-of-the-future/>, accessed 2 February 2022.

28. FCA, ‘NatWest Fined £264.8 Million for Anti-Money Laundering Failures’, 13 
December 2021, <https://www.fca.org.uk/news/press-releases/natwest-fined-
264.8million-anti-money-laundering-failures>, accessed 16 April 2022.

29. Claire Cross and Nick Barnard, ‘Why the FCA Natwest Conviction Was the Perfect 
Blockbuster’, Financial News, 12 January 2022.

30. UK Parliament, ‘Committee Seeks Further Detail from FCA on NatWest Money 
Laundering Prosecution’, 20 October 2021, <https://committees.parliament.uk/
committee/158/treasury-committee/news/158120/committee-seeks-further-



NOÉMI TAMBÉ 8

first prosecution under the regulations’.31 In sum, as the regulator, the FCA 
is held accountable and is thus required to constantly justify its decisions to 
preserve its reputation and credibility.

With this backdrop, the FCA is understandably facing tremendous pressure. 
This is exacerbated by the FATF’s increased expectation to see supervisors 
deliver risk-based supervision,32 which has implications for the regulator 
as well as for supervised entities who consistently denounce regulators’ 
inability to understand what risk-based supervision means. As this 
author has previously noted, ‘despite the FATF issuing guidance on risk-
based supervision, FIs operate in a non-failure regime’.33 A key challenge 
is that obliged entities’ and regulators’ interpretations of the RBA do not 
align, as evidenced by recent research on de-risking.34 Furthermore, risk-
based regulators have to contend with a number of issues, including how 
the implementation of the risk-based framework ‘will be justified and 
communicated both internally and externally; how they will respond to 
changes and, ultimately, what level of risk or failure they are prepared to 
accept’.35 When ML events arise, regulatory bodies need to be able to justify 
their previous and current decisions and their actions to preserve their 
credibility as critics and commentators inevitably second-guess their prior 
supervisory decisions.36

detail-from-fca-on-natwest-money-laundering-prosecution/>, accessed  
15 February 2022.

31. Cross and Barnard, ‘Why the FCA Natwest Conviction Was the Perfect 
Blockbuster’.

32. FATF, ‘Guidance on Risk-Based Supervision’.
33. Noémi També, ‘Unintended Consequences of AML/CTF Regulation: The 

Challenges of Banking Non-Profit Organisations’, European Center for Not-for-
Profit Law, p. 22, <https://ecnl.org/publications/unintended-consequences-
amlctf-regulation-challenges-banking-non-profit-organisations>, accessed 12 
February 2022.

34. Noémi També and Dionysis Demetis, ‘Re-Thinking De-Risking: A Systems 
Theoretical Approach’, Journal of Money Laundering Control (Vol. 1, No. 1, 
2021), pp. 27–49.

35. Julia Black and Robert Baldwin, ‘When Risk-Based Regulation Aims Low’, 
Regulation and Governance (Vol. 6, No. 2, 2012), p. 132.

36. Press releases and reports issued by the Estonian and Danish regulators in the 
aftermath of the Danske Bank scandal, for example, certainly offer an excellent 
illustration of this point. See Danish Financial Supervisory Authority, ‘Statement 
on Supervision of Danske Bank as Regards the Estonia Case’, 29 January 2019, 
<https://www.dfsa.dk/News/Press-releases/2019/Report-on-the-Danish-
FSAs-supervision-of-Danske-Bank-as-regards-the-Estonia-case>, accessed 18 
April 2022; Finantsinspektsioon, ‘Response to the Report on the Danish FSA’s 
Supervision of Danske Bank’, 30 January 2019, <https://www.fi.ee/en/news/
response-report-danish-fsas-supervision-danske-bank>, accessed 18 April 2022.
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CHALLENGES AND RECOMMENDATIONS

With a better understanding of the environment in which the FCA operates, 
the review and analysis of the qualitative data that was collated indicates 
that there are four main challenges to data-led and innovative supervision. 
These are summarised in the following sections, with recommendations 
provided as to how they might be addressed.

FCA Supervision and RegTech

The FCA’s supervision strategy has not adapted fast enough to the adoption 
of RegTech. The more RegTech is adopted across regulated entities, the 
more important IT systems become. The robustness of processes, systems 
and controls that are in place to tackle potential IT issues is therefore 
increasingly relevant to AML/CTF departments. The 2021 EBA analysis of 
RegTech37 in the EU financial sector confirms this point, stating that essential 
due diligence and risk assessment is required before a RegTech solution is 
adopted and rolled out. FinTechs that develop solutions in-house as well as 
RegTech providers need to demonstrate a strong track record of their AML 
solutions for senior management and regulators to trust that compliance 
with regulatory requirements will not be undermined by weak in-house 
products or third-party providers.

However, research for this Policy Brief indicates that the FCA has failed 
to update its supervisory strategy to reflect the technology adopted by 
innovative institutions. Instead of focusing on the existing tools and systems, 
including IT controls, calibration rules and outputs, the FCA’s supervisory 
model relies on dip-sampling.38 For example, interviewees have indicated 
that some innovative customer onboarding platforms39 can be calibrated to 
automatically reject clients that do not meet financial institutions’ onboarding 
criteria.40 Similarly, some FinTechs have dynamic, live risk-rating models that 
score customers based on 30 different markers that constantly evolve.41 In 
such cases, periodic reviews of customer onboarding and customer risk 
profiles are not necessary.42 Yet, this has been a source of disagreement with 

37. EBA, ‘EBA Analysis of RegTech in the Financial Sector’, June 2021, <https://www.
eba.europa.eu/sites/default/documents/files/document_library/Publications/
Reports/2021/1015484/EBA%20analysis%20of%20RegTech%20in%20the%20
EU%20financial%20sector.pdf>, accessed 4 March 2022.

38. Author interview with risk practitioner 3, 15 November 2021.
39. When a customer signs up to a financial institution’s product or service they will 

be set up on the institution’s platform and submitted to an onboarding process 
where the customer’s information is recorded.

40. If a business is cash intensive or based in a specific jurisdiction, it will not get 
onboarded if such a profile is outside the financial institution’s risk appetite.

41. Author interview with risk practitioner 3, 15 November 2021.
42. This, for example, is something that a traditional bank would struggle with 

because such data points or markers are generally kept across different systems, 
preventing a single customer view.

“From a policy 
perspective 
nothing prevents 
the adoption 
of technology, 
but nothing 
encourages it”
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the regulator.43 This issue is confirmed by the EBA report, which highlights 
the need to ‘support convergence of supervisory practices in the treatment 
of RegTech and in providing clarity on supervisory expectations’.44

This raises the question as to whether the FCA evaluates actual ML and TF risk 
exposure when performing onsite reviews. One interviewee noted that ‘from 
a policy perspective nothing prevents the adoption of technology, but nothing 
encourages it’,45 a sentiment echoed by other interviewees. However, can the 
FCA afford to invest time and effort assessing the effectiveness and reliability 
of innovative tools? Another interviewee said that ‘the FCA’s specialist team 
(such as the AML team) gets shared across many organisations because 
the FCA is stretched for resources. It knows what it is doing but it does not 
necessarily understand the sector the organisation operates in, which is an 
issue’.46 Such shortcomings may in turn impact and undermine innovation 
(a view that was not shared by all interviewees) but as an institution that is 
stretched in human and financial resources, the FCA has limited options and 
needs to revert to delivering tried-and-tested methods of supervision that 
do not require additional capital and/or human resources.

A risk practitioner interviewee suggested that supervisors are neutral or 
agnostic when it comes to the adoption of specific RegTech tools.47 While 
regulators should not endorse a specific tool and/or provider to avoid 
adversely impacting the innovative process, they should build a better 
understanding of the products that are on the market. This would enable 
regulators to build robust oversight of firms’ use of such products into their 
supervision, thus preventing any potential future regulatory or business 
continuity risks – for example, if the tools failed to deliver AML/CTF or if 
they violate data privacy. Another potential issue raised by an interviewee 
is that of concentration risk.48 The financial sector’s over-reliance on a 
specific RegTech provider may result in a systemic failure should the tool 
or provider fail to meet expectations. Furthermore, a regulator that has 
a thorough understanding of RegTech tools across the market is better 
positioned to assess the use and adoption of RegTech solutions within its 
supervisory approach.49

Recommendations

• The FCA needs to address skills gaps to enable its supervision 
team to assess, challenge, validate and supervise data, models 
and/or algorithms used to calibrate RegTech tools adopted by 
financial institutions.

43. Author interview with risk practitioner 3, 15 November 2021.
44. EBA, ‘EBA Analysis of RegTech in the EU Financial Sector’, p. 6.
45. Author interview with risk practitioner 3, 15 November 2021.
46. Author interview with risk practitioner 2, 13 December 2021.
47. Author interview with risk practitioner 7, 9 November 2021.
48. Ibid.
49. Ibid.
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• The FCA should develop a framework to assess and evaluate RegTech 
solutions adopted by financial institutions to prevent future risks 
from materialising.

UNDERSTANDING AND COMMUNICATING RISK AND RISK APPETITE

The current regulatory regime fails to support and facilitate communication 
and trust between the regulator and regulated entities in relation to ML/TF 
risk management.

Discussions with practitioners across financial services firms indicate that 
the regulator has a persistent doubt as to whether financial institutions have 
a good sense of their risks at a macro level. This doubt sometimes leads 
to combative rather than collaborative relationships, as observed in the 
many Section 166 procedures50 in which interviewees had been involved. 
The FCA’s ‘Dear CEO’ letter sent to retail banks in May 2021 underlines its 
doubts. The letter states that the FCA is ‘disappointed to continue to identify, 
across some firms, several common weaknesses in key areas of firms’ 
financial crime systems and control frameworks’.51 Interviewees suggested 
that the root cause of the FCA’s delay in adopting a new supervisory strategy 
may be a lack of confidence in smaller firms, which may in turn impact the 
FCA’s ability to deliver risk-based supervision. More particularly, the FCA is 
uncertain as to whether innovative institutions that fail to articulate their ML 
and TF risks actually understand their risks. It therefore reverts to imposing 
manual reviews and processes on technologically enabled processes (such 
as onboarding) because it does not trust some regulated entities. For 
example, if an institution is unable to demonstrate that it understands its ML 
residual risks (the risk of the institution facilitating ML/TF given the controls 
that it has in place) and that the right IT controls are in place along the 
second line of defence,52 it cannot provide a satisfactory level of assurance 
that it is managing its risks. The regulated entity needs to demonstrate the 

50. Under Section 166 of the Financial Services and Markets Act 2000, ‘the FCA has a 
power to require a firm and certain other persons to provide a report by a skilled 
person, or itself to appoint a skilled person to produce such a report. The FCA may 
use its section 166 power to require reports by skilled persons to support both 
its supervision and enforcement functions’. See FCA, ‘FCA Handbook’, EG 3.3.1, 
Reports by Skilled Persons (Section 166), <https://www.handbook.fca.org.uk/
handbook/EG/3/?view=chapter>, accessed 22 February 2022.

51. FCA, ‘Unsigned Copy of a Dear CEO Letter Sent to Retail Banks (Only) on 22 May 
2021’, 21 May 2021, p. 1, <https://www.fca.org.uk/publication/correspondence/
dear-ceo-letter-common-control-failings-identified-in-anti-money-laundering-
frameworks.pdf>, accessed 22 February 2022.

52. The second-line function enables the identification of emerging risks in the 
daily operation of a business by providing compliance and oversight in the form 
of frameworks, policies, tools and techniques to support risk and compliance 
management.
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explainability and interpretability53 of the tools it uses to meet compliance 
and regulatory requirements. If this is not the case, the FCA does not have 
a robust baseline to build on and cannot deliver innovative supervision that 
steps away from traditional audit-led methods.

In addition, ‘the RBA remains a judgement call, prone to different 
interpretation by different parties. There is a lack of alignment as to what it 
means depending on whether we talk to regulated entities or supervisors, 
undermining trust across the financial sector‘.54 It is important to note that 
underpinning the RBA is the concept of the risk assessment, which, the FATF 
explains, should ‘enable the bank to understand how, and to what extent, it is 
vulnerable to ML/TF’.55 Aligned to the FATF, the Money Laundering, Terrorist 
Financing and Transfer of Funds Regulation 2017 requires firms to carry out 
business-wide risk assessments (Regulation 18). However, reinforcing one 
interviewee’s concern relating to conflicting interpretations of the RBA, the 
FCA states the following: 

the quality of the Business Wide Risk Assesments we have reviewed is poor. In 
some instances, there is insufficient detail on the financial crime risks to which the 
business is exposed. In other instances, firms have considered and documented the 
inherent risks but have not adequately evidenced their assessment of the strength 
of the mitigating controls.56 

This concern is reiterated in the FCA’s latest publication on financial crime 
controls at challenger banks, which states that ‘in some challenger banks 
we found that the CRA [customer risk assessment] framework was not well 
developed and lacked sufficient detail. Some challenger banks did not even 
have a customer risk assessment in place’.57

It would therefore appear that financial institutions, not just those that are 
innovative, either fail or are not provided with the right tools and guidance 
to demonstrate that they adequately understand and assess their risks and 
can therefore deliver an RBA to ML and TF risk management. Therefore, it 
seems that an RBA embedded in an FCA-approved methodology would also 

53. ‘Explainability and interpretability are two of the transparency’s elements: a 
model is explainable when its internal behaviour can be directly understood by 
humans (interpretability) or when explanations (justifications) can be provided 
for the main factors that led to its output (e.g., to enable effective supervision 
and audits)’. See EBA, ‘EBA Analysis of RegTech in the EU Financial Sector’, p. 41.

54. Author interview with risk practitioner 1, 14 December 2021.
55. FATF, ‘Guidance for a Risk-Based Approach: The Banking Sector’, October 2014, 

<https://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-
Approach-Banking-Sector.pdf>, p. 17, accessed 19 April 2022.

56. FCA, ‘Unsigned Copy of a Dear CEO Letter Sent to Retail Banks (Only) on 22 May 
2021’, p. 4.

57. FCA, ‘Financial Crime Controls at Challenger Banks’.
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help the financial sector avoid ambiguity, as is often reported in research 
tackling the RBA and de-risking, for instance.58

Whether financial institutions can demonstrate an RBA when they do not 
formally articulate their ML/TF risk appetite is open to question. This makes 
the monitoring of their ML/TF risk exposure extremely challenging. An 
institution’s RBA should be considered alongside its risk appetite. However, 
what emerged from the interviews and a review of secondary literature is 
that there is no explicit ML/TF risk appetite (or tolerance) documentation nor 
official communication between financial institutions and regulators on the 
matter. For instance, the published FATF guidance on the RBA59 mentions risk 
appetite just twice and does not provide guidance as to how an institution 
could or should articulate it. Furthermore, the FATF statement concerning 
ML risk appetite is not specific: ‘supervisors have to take steps to check that 
their staff are equipped to assess whether a bank’s policies, procedures 
and controls are appropriate in view of the risks identified through the risk 
assessment, and its risk appetite’.60 Similarly, financial institutions’ remarks 
regarding ML risk appetite are vague. Their ‘risk appetite statements often 
contain broad definitions of acceptable risk, such as “minimal tolerance for 
residual Financial Crime risk”’.61

Furthermore, ‘ML/TF risk appetite is difficult to articulate and measure, 
perhaps unsurprisingly. Banks are still developing this art and in particular 
find it difficult to “price” (in broad terms) ML/TF risk’.62 A risk appetite 
methodology would identify, document and justify the rationale of what 
is within and outside ML/TF risk appetites and would support financial 
institutions when evidencing their RBA to the supervisor. However, a 
formalised risk appetite could also become an incriminating tool that would 
enable regulators to accuse institutions of mindless de-risking or of having 
too great a tolerance for ML risk. Finally, if the stated risk appetite was 
approved and signed off by the regulator, the latter might then be required 
to justify its approval process and would become liable should that risk 
appetite prove to be excessive and expose the wider financial system to 
substantial ML/TF risks.

Recommendations

• The FCA should develop a mechanism that supports financial 
institutions in better communicating and articulating their ML/TF risks, 
thus providing greater assurance that they do understand their risks.

58. També, ‘Unintended Consequences of AML/CTF Regulation’; També and 
Demetis, ‘Re-Thinking De-Risking’.

59. FATF, ‘Guidance for a Risk-Based Approach: The Banking Sector’.
60. Ibid., p. 15.
61. David Artingstall et al., ‘Drivers & Impacts of Derisking’, John Howell & Co. Ltd, 

February 2016, p. 8.
62. Ibid., p. 23.
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• The FCA should develop guidance on how it assesses whether an RBA 
has been adopted by financial institutions.

• The FCA should develop a mechanism that supports financial 
institutions in better communicating and articulating risk appetites 
while minimising its own exposure to liability and credibility risk 
should a ML/TF event occur.

• Financial institutions should develop and articulate their RBA 
alongside their appetite for ML/TF risk. This needs to be communicated 
to the regulator.

FCA SEGMENTATION OF ITS SUPERVISED POPULATION

The FCA does not accurately segment its supervised population, which 
impacts its ability to deliver risk-based supervision. Just like regulated 
entities that are required to categorise their customers, the FCA is now 
segmenting the population it supervises and benchmarks the industry by 
looking at a particular risk across different financial institutions. Historically, 
the FCA’s focus has been on bigger firms, the rationale being that the latter 
represented the greatest systemic risk to the financial sector. The FCA’s 
visits aimed to identify gaps in systems and controls but were not sufficiently 
targeted, as highlighted in the 2018 UK MER.63 The FCA now seeks to ‘apply 
a risk-based approach to the supervision of firms to ensure they meet 
their requirements under the Money Laundering Regulations’ and the FCA 
Handbook.64 Understanding the fragmentation of the customer bases of 
financial institutions is essential to the FCA. This, however, is becoming 
more challenging. The digitalisation of the financial industry has changed 
the relationship that financial institutions have with their customers as well 
as the products they offer.

Indeed, FinTech interviewees suggested that the FCA’s classification of 
innovative regulated entities may be an issue. For example, one interviewee 
who worked at a bank noted that the FCA had classified their institution 
as a money service business, which the interviewee believed was evidence 
that the regulator had misunderstood the institution’s activities and thus its 
risk.65 After the bank had submitted its annual financial crime report (REP-
CRIM) to the FCA, the FCA flagged it as an outlier because the volume of 
suspicious activity reports (SARs) filed were not aligned to that of other MSBs. 
The interviewee said that had the volume of the bank’s SARs been compared 
to that of challenger banks the discussion would have likely been different. 
Other interviewees reported similar cases, which could suggest widespread 
or even systemic mis-categorisation of innovative financial institutions. This 
could have repercussions on the FCA’s ability to understand fundamental 
ML and TF risks across FinTechs.

63. FATF, ‘Mutual Evaluation Report: United Kingdom’.
64. FCA, ‘FCA Mission: Approach to Supervision’, April 2019, p. 26.
65. Author interview with risk practitioner 2, 13 December 2021.
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Recommendation

• Research should be undertaken on innovative firms to assess 
whether their risk profile – and thus the classification of innovative 
entities within the FCA’s retail bank portfolio – is accurate, complete 
and up to date.

AML/CTF DATA QUALITY, LINEAGE AND GOVERNANCE

Interviewees raised concerns about the REP-CRIM, which provides the FCA 
with financial crime risk data. As of March 2022, the FCA is extending its 
annual financial crime reporting obligation from 2,500 to an additional 4,500 
firms and is overlaying the information collated with existing intelligence 
within the FCA.66 While there is value for the regulator in identifying firms who 
cannot provide reliable or accurate data, as this may be indicative of a wider 
systems and controls issue, it is unclear as to whether the FCA has the right 
tools or information to contextualise the data it receives. One interviewee 
explained that the REP-CRIM is not the most useful tool with which to classify 
customers.67 Regulated entities are required to report the number of high-, 
medium- and low-risk customers. However, the definition of high-, medium- 
and low-risk customers varies across financial institutions. Similarly, the 
number of politically exposed persons (PEPs) across financial institutions is 
also a contentious issue. This figure can be skewed, with some institutions 
declassifying domestic PEP clients and therefore misrepresenting their 
exposure to customer risk. With the lack of consistency between financial 
institutions, how can the FCA get a true picture of ML and TF risks across the 
financial industry?

In addition, while FinTechs do not have to maintain information across 
multiple legacy systems (as observed in traditional financial institutions), 
they nonetheless face challenges related to data quality, data lineage 
and governance. Most innovative institutions have one system that offers 
a single customer view, but such platforms are typically designed for 
customer relationship management purposes as opposed to AML/CTF. This 
is understandable given that aggregation and interpretation of data needs 
vary across different departments and business functions. Yet, this may 
lead to serious risk governance breaches, potentially impacting the integrity 
of the wider financial sector. For example, an interviewee indicated that 
one institution had a PEP register maintained separately from their main 
customer relationship management platform, documented in an Excel 
spreadsheet. Similarly, another institution had a platform that could not 
be updated with the latest ‘Know Your Customer’ information, requiring 
members of staff to hold that information in a separate tool.68 Such situations 
lead to a fragmented and disjointed view of the data, which hinders financial 

66. Noémi També, ‘Risk-Based and Data-Led: Can the UK’s Financial Conduct 
Authority Meet its Ambition?’, RUSI Commentary, 28 September 2021.

67. Author interview with consultant 1, 14 December 2021.
68. Author interview with risk practitioner 3, 28 January 2022.
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institutions’ financial crime data reporting, potentially impacting institutions’ 
and the FCA’s understanding of the industry.

Two interviewees explained that while the REP-CRIM provides some data 
points, it is resource intensive and remains a volume-based exercise without 
context. For example, stating the number of staff that have a financial crime 
role does not provide insight into their quality, the level of training of these 
individuals or the effectiveness of a compliance team. Similarly, other data 
relating to PEPs or high-risk customers (provided such figures are accurate) 
may indicate a financial institution’s inherent risks but fails to provide any 
information on the risk of the institution facilitating ML/TF given the controls 
that it has in place, potentially leading to misconceptions by the FCA.69

Research for this Policy Brief indicates that financial crime risk practitioners 
question whether the FCA can trust the quality and integrity of the data it 
receives from financial institutions. This is a concern as it impacts the FCA’s 
wider understanding of the industry’s risk profile and hence its ability to be 
data-led and deliver risk-based supervision.

Recommendations

• REP-CRIM should be reviewed and assessed to ensure that the data it 
collates provides the FCA with the information necessary to provide 
a better understanding of financial institutions’ residual ML/TF risks.

• The FCA should evaluate and assess innovative institutions’ financial 
crime data management to identify any weaknesses and gaps that may 
result in inaccurate and/or incomplete risk assessment and reporting.

CONCLUSION

As the financial sector becomes digitalised, impacting the way in which 
financial services are delivered, an opportunity has arisen to drive forward 
the FCA’s mission to become more data-led and innovative and to deliver 
risk-based supervision. The research has identified four key issues 
faced by the FCA:

• Misalignment between supervision strategy and wider adoption of 
innovative risk-management tools.

• Lack of communication and trust between the regulator and 
regulated entities.

• Inadequate segmentation of the supervised population.
• Weak AML/CTF data quality, lineage and governance.

This Brief therefore recommends that the FCA better aligns its supervision 
strategy to innovative institutions and documents and articulates the way it 
assesses financial institutions’ RBA as well as its own risk-based approach 

69. Author interviews with consultants 8 and 9, 20 January 2022.
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to supervision (to demonstrate it understands its regulated entities’ risk 
and risk appetite) and enhances the REP-CRIM data it collates (to improve 
understanding of its regulated entities’ residual risk).

Ultimately, such enhancements to the existing supervisory framework could 
enable the regulator to accept the responsibility of supporting a non-zero 
failure regime which is essential to an effective RBA. The international anti-
financial crime community would benefit from such a data-led, risk-based 
and innovative regulator.
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