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Combat ISTAR is a doctrine that the RAF adopted 
in 2010, in recognition that multirole platforms 
are force multipliers and, in an age of financial 

constraint, as an endeavour to maximise the capabilities 
of each platform.  DCDC, the UK’s Development Concept 
and Doctrine Centre describes it as:

The co-ordinated acquisition, processing and 
dissemination of timely, accurate, relevant and 
assured information and Intelligence which supports 
the planning and conduct of operations, targeting and 
the integration of effects … throughout the Spectrum 
of Conflict.

Effectively, Combat ISTAR as a concept was built around 
the future Joint Combat Aircraft (JSF) which has been 
designed to be as much an ISTAR platform as a combat 
aircraft, however, there have been plenty of examples 
from recent conflicts of platforms originally designed 
as transport or combat platforms, which have been 
enhanced to provide a variety of ISTAR capabilities 
or, conversely, ISTAR platforms (such as the Predator 
Remotely Piloted Air System) which have been given 
strike capabilities. Clearly, Combat ISTAR under this 
definition is not limited to air platforms, it is integral 
to most naval vessels and is increasingly common in 
armoured vehicles. It is also very much built on the UK’s 
MoD’s doctrine of Network Enabled Capability. 

There is a need to address certain questions as the 
RAF embeds Combat ISTAR, namely: what needs to be 

done – what are the top priorities? To answer these 
questions we need to keep in mind both the shifting 
political and technical landscapes while maintaining 
military advantage. While many of the strategic/political 
issues were discussed during the first workshop on 
Strategic Risk, the commencement of Operation Ellamy 
over Libya has thrown up a number of strategic issues 
and these inevitably entered the discussions. For this 
reason, there is a broad spectrum of issues covered in 
this report, although not all are directly relevant to the 
topic at hand. 

Political Considerations
Air power is very attractive to political leaders as it can be 
deployed and retracted very quickly.  Participants stated 
that if the UK wishes to maintain a global military role, 
the MoD would need to look more strategically at how 
it would undertake air operations in future theatres, 
specifically it would need to examine how the armed 
forces would exploit indigenous and allied capabilities 
and also how armed forces compliment the activities of 
other government departments. 

They also questioned what the new Franco-British 
bilateral might mean for future coalition operations, for 
example,  would the UK pull back from NATO and work 
more closely with the French or would it set a common 
standard by firming relations with NATO? At present, 
the UK’s National Security Council (NSC) is not prepared 
to rely solely on NATO. However, the requirements 
for Operation Ellamy/Operation Unified Protector are 
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stretching forces across the NATO alliance, not just 
the UK, leaving little contingency. Speakers questioned 
whether there was a desire within MoD to address the 
weaknesses currently experienced across the alliance. 
Participants viewed that with little investment there 
could be a ‘leadership capability’ in Europe, however, 
strategic decisions would need to be made in order to 
work out what could be done at low cost. 

Participants felt that the US is currently testing the 
European relationship. Certainly, if it decides to withdraw 
its troops from Europe in the manner proposed by 
SACEUR, the shortfalls in European capability currently 
experienced over Libya will become more apparent. 

Finally, intelligence is of strategic importance. Policy-
makers must possess the right information in order 
to make the right strategic decisions. However, the 
question today is how much the UK is willing to pay for 
that information or rather whether sufficient capability 
can be kept during this period of austerity. ISTAR as a 
capability is not easy to turn on and off, particularly 
with regards to the data analysts who underpin the 
capabilities in question. Operation Herrick has seen the 
UK significantly ramp up its ISTAR capability but there is 
a risk that post-2014 this capability will be significantly 
degraded. The gaps projected will also affect UK 
homeland security, not just operations overseas, 
particularly in terms of maritime surveillance.

Military Considerations
Air forces must be capable of maintaining control 
of the air whilst operating at a distance from the 
UK. Unmanned/Remotely Piloted Aerial Systems 
were found to be useful in Afghanistan, but this was 
due to the lack of enemy air power and an effective 
suppression of the threat from the ground. Future 
requirements will need to take such threats into 
account; enemies will undoubtedly be more agile than 
those seen in Afghanistan and will take advantage of 
cluttered environments in order to undermine freedom 
of action. Operation Ellamy also proved that integrated 
air defence systems and ‘conventional threats’ cannot 
be ignored. 

Combat ISTAR and Mass
Participants questioned how the UK or indeed NATO 
could mitigate the lack of ‘mass’ in its air power if the 

US is not the lead role? While Combat ISTAR seeks to 
maximise the information gathering capabilities of 
each platform, thereby gaining greater coverage of the 
theatre, there is a risk that exquisite multirole combat 
platforms such as JCA will suck up a significant portion 
of the funds available for air forces, reducing the overall 
number of combat platforms and jeopardising non-
combat programmes. Operations over a theatre as 
large as Libya cannot be prosecuted with a handful of 
aircraft, no matter how capable. Understanding what 
the capabilities of lower cost options might be and what 
the appropriate manned/unmanned mix should be is 
therefore critical. Air to Air Refuelling has also extended 
the on station time for combat aircraft in Libya meaning 
that combat platforms can perform extended sorties 
and act as intelligence platforms while they loiter. There 
therefore needs to be a balance struck between combat 
and support platforms to maximise the output of the 
overall package. 

In Libya, fires continue to be delivered both from the air 
and the sea. There has been a lot of discussion about 
replicating the air/land integration programme with air/
sea integration in the same way that the US Navy and US 
Air Force are looking at the air/sea battle to maximise 
the UK’s overall contribution to operations. Such an 
initiative would help turning data into knowledge more 
effective and efficient. 

Non-Traditional Intelligence Surveillance and 
Reconnaissance (NTISR)
NTISR (ie ISR performed from platforms who have other 
primary functions) is already in existence today. The 
most valuable intelligence platform in early Afghanistan 
was the modular C130K. It was also pointed out that 
meteorological data could be taken from commercial 
aircraft (it is already collected by commercial carriers on 
routine transatlantic flights) to provide parts of ISTAR. 
Further benefit could be derived from cross-domain 
solutions by utilising organisations such as Médecins 
Sans Frontières or the Red Cross but there may be 
commercial or political reasons why other organisations 
may not wish to contribute to military intelligence. 

The aim to convert all air platforms into ISTAR sensors 
is attractive but the reality (at least in the short term) 
is that the cost of conversion may be prohibitive. 
Participants proposed that MoD therefore needs to 
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adopt Combat ISTAR from the design stage and rely less 
on UORs to achieve NTISR. This view was contradicted 
by other participants who used the MoD’s Future 
Unmanned programme Scavenger as an example – an 
unmanned combat ISTAR platform, which was suffering 
from requirements creep. It is simply not viable to put 
all ISTAR requirements onto one platform and certainly 
not at the outset. Spiral development may be a more 
cost-effective solution. 

Command and Control and ISTAR
Command and Control is key to effective Combat ISTAR. 
The UK’s 2010 Strategic Defence and Security Review 
stated that the UK armed forces must be integrated with 
US forces (but not enabled by them) and also integrated 
with their French counterparts. 

C2 has been the subject of much debate in the air 
community and is of particular interest to the USAF at 
present. It was suggested by some participants that C2 
must be pushed to the front line (or at least forward) in 
order to work effectively and that C2 from the UK (reach 
back) was not appropriate. However, this was refuted 
by others who claimed it was more about effectively 
managing the information obtained. By removing 
organisational incoherence, ISTAR can be further 
improved. The current capability is agile but it is also 
fragile. 

Finally, participants stated that there needs to be 
a common ethos on what the MoD’s requirements 
are to ensure ISTAR and ISTAR platforms are used 
properly. Learning lessons from the acquisition of 
the Type 45 destroyer, the Joint Combat Aircraft 
and the Carrier (collectively known as Carrier Strike) 
must be fully integrated and supported by the MoD’s 
information network by the time they enter service. A 
recent pathfinder project investigated what this would 
entail for UK Armed Forces between now and 2020 to 
avoid acquiring exquisite systems that couldn’t share 
information with any other assets.

Interoperability and the NATO Alliance
There needs to be a ‘blurring of the edges’ around the 
(national) ownership of ISTAR if operations are to be 
effective in a coalition context but this requires greater 
interoperability. It can take a lot of time and effort 
to make legacy systems interoperable; by the time 

this happens, new platforms are often available. This 
requires a balance of investment decision but gapping 
capabilities does not help operations today. Operation 
Ellamy shows that currently, the UK MoD does not have 
a ‘plug and play’ option for the NATO system. 

The UK’s SDSR assumed a broad spectrum of capabilities, 
it did not take into account allied capabilities when 
making its balance of investment decisions and aims 
for a broad spectrum of capabilities. The participants 
discussed whether building up in-depth niche 
capabilities rather than a thinly spread broad spectrum 
capability would actually make the UK a more attractive 
partner in a global coalition. However, it was felt that 
British Armed forces are unique in Europe in terms of 
willingness and capabilities. There was concern at the 
publication of SDSR that any cut in UK defence spending 
would see other European nations following suite. From 
an RAF perspective, specialising in niche capabilities 
would mean losing integrated air operations at a 
national level.

Personnel
The Air Warfare Centre is building the RAF’s Combat 
ISTAR capability through a cadre of SQEPs – suitable 
qualified experienced personnel. This investment 
in personnel provides information advantage and 
dominance. To further improve this initiative, it must 
be integrated with current allies, starting with the 
traditional 5 EYES community and also with GCHQ, the 
UK’s Signals Intelligence Centre. The UK must therefore 
calculate where it can fit within global cyber activities 
and not just develop stand-alone capabilities.

Technical Considerations
There is a need for Combat ISTAR to work effectively 
in cluttered areas (where it may be difficult to locate a 
target), for forces to remain connected in a contested 
environment and also for forces to work within social 
and legal constraints regarding targeting and collateral 
damage. Globally, air forces are more technologically 
advanced than a few years ago, however, the cost of 
achieving integration by 2022, as laid out by the SDSR, is 
dependent on a series of political decisions. 

Historically under NATO Article V, the US DoD and/
or the UK MoD have been expected to provide an OIC 
deployed coalition forces along with the appropriate 
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communications and ISR Infrastructure. About two years 
ago it became obvious that no one nation is capable 
of providing multi-national architectures that were 
effective for ISAF scale operations while also protecting 
national interests. So there seems to be a shift towards 
accepting the primacy of what NATO might provide for 
the battle-space and then leaning on nations to look 
after their national requirements on their own systems. 
In short, greater investment amongst nations in a 
collaborative way might be the most effective means of 
achieving connectivity and interoperability. Emerging 
NC3A-based systems add weight to this argument i.e. 
everybody makes use of NATO AGS, ACCS and MAJIIC, 
for instance; it is hoped that in time this would increase 
multi-national investment – correspondingly.

In terms of interoperability, the 2003 entry standard 
for NATO operations is LINK16. This standard could be 
extended to future ad hoc coalitions. More advanced 
nations within NATO should also consider backwards 
compatibility rather than insisting everyone else 
matches their investment in new technologies (and 
new data links) in order to maintain interoperability, 
however, there are cheaper ways of improving the 
technical standard across a coalition. For example, 
recent changing of a chip in LINK16 avoided an option 
to make further changes to allow interoperability 
possible. This would have been at lower cost than 
waiting for the next chance to change/upgrade entire 
systems as chips are replaced every seven to eight 
years.

Bandwidth and Spectrum Constraints: The current 
bandwidth does not match MoD’s needs, and threatens 
to be a risk. Future 3G systems could revolutionise what 
the MoD has, but few 3G systems are secure and MoD 
is still unsure exactly what its information exchange 
requirements are. The spectrum available is decreasing, 
and/or becoming more expensive to use, which makes 
spectrum management a real show stopper unless 
MoD can be clearer about what it needs. IERs alone are 
not enough. Instead what is needed for example is a 
series of succinct and explicit IERs with accompanying 
statements about the resulting capability expected.

Data and Image Processing:  Effective Information 
management and information exploitation is critical to 
current operations - not just the data collection, although 

the latter remains important. The MoD needs to ensure 
that the ISTAR ‘machine’ has been properly embedded 
and not just honed for Afghanistan operations. It is also 
essential that the skills developed for these operations 
are maintained. It may become easier over the next 
years for CAP CCII (the team responsible for defining 
the MoD’s communications infrastructure) to build the 
UK infra-support we need since the decision to become 
more focussed on Network Management. One example 
is the way in which the UK is refining its Future Core 
Network capability (now DCN-DII-SKYNET etc). Similarly, 
the newly emerging governance of all of this through 
the CCII - Network Control Authority (NCA in MoD 
Centre), the Network Technical Authority (NTA at MoD 
Chippenham) and the Network Operating Authority 
(NOAs) should help UK to focus its ISR support.  

Data Storage and Retrieval: This is not properly managed 
in deployed operating environments with large amounts 
of duplication (up to 50 per cent) across the system or 
files lost as troops rotate through. Much of this could be 
fixed through better process and education.

Cyber Considerations: Combat ISTAR is clearly an 
attempt to master the cyber domain in an expeditionary 
sense (and with as much independence and as possible), 
however, it does rely on a communications network so 
is also vulnerable to attack. UK Cyber is at a relatively 
early stage of research and development – but the 
thrust behind it is considerable; which augurs well for 
the future. 

NEC and Niche Operations: Cyber Operations are one 
possible niche capability that the MoD could develop 
if it wanted to concentrate its efforts but it needs near 
perfect connectivity to be effective. So even if we were 
nationally highly selective about which capabilities the 
UK adopted, we would almost certainly still need our 
own highly effective support architecture. There are no 
corners to be cut. 

Industry: Of equal importance was the notion that the 
UK ought to establish new relationships with industry. 
For some time now industrial allies have slowed in their 
willingness to invest for the MoD on the basis of returns 
later. If MoD makes clear what it is trying to do (strategy) 
and involves industry as more a partner than a slave, 
things may start to change. 
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Conclusions
Combat ISTAR will be driven by political, military and 
technical considerations. The UK’s final direction of 
travel will inevitably be influenced by coalition partners 
as it seeks to maximise its military contribution to 
national defence, alliance obligations and expeditionary 
operations. 

As a concept, Combat ISTAR has the potential to 
maximise the capability squeezed out of each platform 
through additional upgrades, which is very attractive 
in financially constrained times. However, for new 
platforms it may cause the final cost to sky rocket. 
If anything, it proves the growing importance of 
information in the battlespace and the need to rapidly 
understand and influence events. 



Session 1

UK forces are engaged in two theatres: 
Afghanistan (Operation Herrick) and Libya 
(Operation Ellamy); subsequently, all support 

capabilities are currently being used at maximum 
capacity. The lack of contingent capabilities in this 
area must be addressed urgently but unfortunately, 
there is no champion for enabling/support capabilities 
and support capabilities often play second fiddle to 
combat capabilities. So how should the force structure 
be balanced: across the service, across defence, across 
government and internationally between partner 
nations?

Capability Gaps and Options for Expanding Existing 
Capabilities
Mass: air power can provide significantly more 
capability per platform than ground forces but there 
remains a requirement for mass, particularly over 
large theatres such as Afghanistan or Libya. This 
applies equally to combat and  support assets but it 
is of particular concern in the support area. The UK 
is past the stage of risk in its support aircraft; there 
is no contingency for spare capacity. The MoD could 
turn to chartering/leasing aircraft as it will be cheaper 
than buying additional platforms but there will be no 
guarantee the aircraft will be there when needed, 
particularly if the airspace is contested. 

Specific capability gaps were also mentioned, and the 
following in particular: 

Combat Search and Rescue (CSAR) is a critical enabler 
in theatre but the UK has to rely on France or US 
assets in Operation Ellamy and there is no real interest 
at present to invest in it as a capability. In addition, 
there is a lack of support for Special Forces in the UK, 
participants questioned whether or not the Search and 
Rescue fleet could also be used for UK SF? 

More broadly, the UK currently has a lack of Maritime 
Patrol Aircraft and Suppression of Enemy Air Defences 
(SEAD). Indeed, there is a SEAD deficit across Europe. 
The Eurofighter’s CAPTOR radar has been seriously 
underdeveloped in this respect. Tranche 2 of the 
Eurofighter was due to have SEAD capabilities but lack 

of interest across the consortium has left it languishing. 
Participants questioned whether cyber effects could 
be used to achieve the same ends? Conversely, Ground 
Based Air Defence is also lacking in both the UK and in 
Europe. 

Finally, European nations do not have any real Close 
Air Support assets (eg AC130 or A10) either. Harrier 
provided better CAS than Tornado but has been retired 
as the Tornado provides a better all-round capability 
and is better suited to current theatres. 

Secretary Gates, in his recent speech at NATO 
Headquarters highlighted the holes in European-wide 
capability and stressed the need for Europe to reduce 
its financial and military dependency on the US. 

Reducing Overheads
At a time of financial crisis, many defence budgets are 
under scrutiny and Ministries of Defence are looking 
for savings in the ‘tail’ (support) in order to put more 
effort in the ‘teeth’ ie the in-theatre capabilities. When 
looking at minimising costs, reducing the number of 
fleets is really effective as 60-70% of the through life 
costs for a platform are the fixed costs (ie maintenance, 
infrastructure, support personnel etc). This is the 
rationale for the RAF reducing to two types of aircraft 
in each role. 

There was discussion about areas where costs could 
be cut or more capability could be generated from 
existing fleets, thus maximising the effectiveness 
of legacy assets. Regarding transport aircraft, 
participants discussed the possibility of expanding 
the role of C-17 to include tactical lift in order to lower 
the training and maintenance penalty (UK forces 
do not use C-17 in as many roles as the USAF).  This 
would reduce the need for additional air transport 
assets however, the UK is hard wired into the A400M 
programme not least because it has asset sharing 
built into the contract and it should produce revenue 
for the partner nations through exports. However, 
A400M could have an additional role as a tanker 
and could benefit from modular systems to provide 
additional ISTAR capabilities. Both A400M and C-17 
aircraft could also be used for global medevac. 

Combat Support Workshop Report
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Furthermore, the MoD is looking at multi-role C-27 
to enhance the communications fleet and provide 
manned aerial surveillance while the UK’s new tanker 
aircraft platform: Voyager could also be used as a 
SIGINT platform. 

In general, there is greater demand for Air Transport/
Air Refuelling (AT/AR) fleet than there are assets 
available. International co-operation is an obvious area 
for expansion to meet the need. Participants viewed 
that the starting point for such co-operation should be 
the Franco-British bi-lateral agreement but it is still at 
a very early stage. 

Command and Control
Regarding multi-national operations, national C2 
capabilities exist but have not been used; in recent 
years, NATO has always been the C2 structure of 
choice. The UK and FR have the capability to provide 
nationally-led C2 but could save money by using NATO 
instead. At the national level, participants discussed 
whether the UK should have a military C2 structure 
or a more engaged National Security Council. They 
concluded that it needs both, however, as the UK 
operates more frequently in coalition or alliance 
operations, participants thought it should consider 
whether or not to invest in a broader C2 structure in 
Europe. Franco-British co-operation in a JFAC would 
be possible with headquarters at Northwood or Paris. 
However, it will require additional investment in legal 
infrastructure. 

An alternative would be to use NATO at the political 
level (especially for humanitarian operations) but 
while NATO worked well during the Cold War because 
of the ‘glue of fear’; European nations now have very 
diverse interests so it is a bit like herding cats. 

There is also a question of risk when comparing 
sovereign and multi-national capabilities. It is 
relatively easy to put UK packs (personnel) on 
alliance aircraft but it requires confidence in the 
force protection provided. It would also require 
popular and political support because the loss of 
several hundred personnel would have a strategic 
effect. Joint operations must be practiced in order 
to set standards and gain sufficient trust but there is 
currently a lack of financial resources to do this.

Personnel 
The forces are no longer seen as a job for life but air 
forces still need to recruit talented individuals.  The RAF 
can and does use the expertise of reservists and civilians 
to compliment regular forces, which allow certain tasks 
to be done at reduced cost (although civilians cannot 
do ‘dangerous’ tasks with current legislation). Over the 
1990s, for example, the RAF civilianised much of the 
training support it receives. Contractors used retired 
military personal at slightly less than the market rate 
(no training costs were incurred as these people had 
already received the requisite training and many were 
entitled to their forces pension). In the short-term, 
outsourcing tasks to civilian contractors provides very 
good value for money but this becomes expensive in 
the long-term as costs of personnel rise. 

Training is essential to instilling military or service ethos, 
there was concern amongst participants that using 
a white force to provide training would undermine 
ethos and therefore long-term commitment to the 
organisation, however, others pointed out that over the 
last few years, military personnel have been defined by 
the operations they are involved with, not necessarily 
by their service. There is a difference in ethos and 
commitment between military personnel on deployed 
operations and those serving at home. In fact, there is 
now a greater sense of military ethos and personnel 
are much less cynical than their predecessors. 
Interestingly, with the UK’s Future Tanker contract, 
the MoD has chosen a company that has deliberately 
not used ex-military personnel. Naturally, training was 
needed for both sides to understand each other but 
it has been seen as a very positive experience. As in 
any organisation, the optimum is a combination of 
experienced personnel and new people to bring fresh 
ideas. 

The Future Force 2020 outlined in October’s Strategic 
Defence and Security Review (SDSR) indicates that 
there will be more contractors in theatre. There have 
been fantastic results to date employing contractors 
to perform ‘dirty’ and ‘boring’ tasks. The British Army 
personnel costs are doubling every 17 years, which is 
clearly unsustainable so the MoD has been investigating 
a variety of force mixtures. It is also looking at using 
reserves and contractors to reduce costs. There is 
a view, however, that loyalty cannot be bought, it 
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must be earned. There is therefore a preference for 
sponsored reserves who have the required military 
training and can integrate more readily with deployed 
forces. Amongst US forces, contractors are much 
more integrated into the military and thus have more 
of a natural military ethos, particularly when they 
are co-located with the forces. Generally speaking, 
contractors are easier to integrate once a contingency 
operation turns into a campaign. The point at which 
this is happens varies from operation to operation. 
Some have claimed it can be as early as the third 
rotation ie after a year; sponsored reserves could even 
appear in some roles after 6 months. 

Force Protection
There is political and popular frailty regarding any 
operation that the military undertakes, particularly if 
it is elective. This is setting higher levels of acceptable 
risk in theatre. In addition, we live in an increasingly 
litigious society, which expects to apply peacetime 
levels of health and safety to a warzone and an 
increasingly powerful media. Force protection has 
become a politico-military issue with tactical decisions 
over protection having strategic impact. 

UK forces must also balance sovereign force protection 
in the context of multi-national operations and retain 
the capability for homeland force protection whist 
expeditionary operations remain the main effort. There 
is also a need to balance operational vs. operating risk:  
at Kandahar, the risk of aircraft flying into each other 
during night sorties is significantly higher than the 
risk of aircraft getting shot at. On the other hand, the 
repercutions of the Haddon-Cave report, which seeks 
to minimise operating risk will have some serious 
operational consequences. 

We must not forget that IEDs, while widespread and 
persistent are a tactical effect. If a transport aircraft 
was hit, that would carry strategic consequences and 
may even undermine the entire mission. 

Force protection commands respect in the army and 
navy but not in the RAF, perhaps because air forces have 
not operated in a contested environment for several 
decades. It is an Operation enabler; COIN relies in part 
on control of the air from the ground. The Russians 
lost 451 aircraft in Afghanistan in the 1980’s and this 

was one reason they pulled forces out of the country.  
There is in some respects greater environmental risk 
to aircraft as airfields are in fixed locations, however, 
survivability is a three dimensional issue so SEAD and 
Defensive Aid Suites (DAS) will inevitably play a part 
in more contested environments. In theatres such 
as Afghanistan or Iraq, expensive DAS may not be 
necessary if the ground based protection is sufficient. 

Force Protection

As discussed in the first session, there is considerable 
uncertainty concerning the (future) operational 
environment. There is popular and political frailty 
regarding the appetite for risk undertaken by forces in 
current operations, which is to some extent dependent 
on reporting through the media (with uncertain 
results). Often the risk is acceptable, or, unavoidable 
but this point is not sufficiently understood to be 
defended against the context of knee-jerk reactions to 
the media in a litigious society. Finally, there are clearly 
diminishing resources with which to procure equipment 
(even under UOR) which will mean approaching the 
problem in a different manner in the future.

The primary reason for undertaking force protection 
is to ensure mission success, and to protect life. In a 
coalition context, force protection must be a balance 
between sovereign and multinational interests, 
particularly if air transport is to be undertaken 
by allies. It is also important to balance the force 
protection required at home against that invested 
for overseas deployment. Force Protection in the 
air force is split between the effort ensuring the 
survivability of platforms (offensive and defensive) 
and the effort to secure the ground (SAFire). 
 
The effort afforded to force protection can vary as it 
has tactical, operational and strategic effect (as already 
discussed), however, the price of force protection can 
swamp a defence budget. It is simply impossible to 
mitigate every threat – and in many cases the technical 
solution is not necessarily the most appropriate. 
Politicians will, however, often fund equipment 
solutions because they are more tangible responses to 
the threat. 

In Basra, there was a lot of money spent on protecting 



Air Power 2011

the bases when the people out on C-IED missions were 
at significantly more risk. Intelligence might be a better 
way to mitigate the threat. It is proving impossible 
to buy our way out of the IED threat in Afghanistan, 
particularly when the IEDS are constructed out of such 
simple components. Instead, the Army have opted to 
‘attack the network’ i.e. spend money to attack the 
underlying factors that encourage locals to become 
insurgents rather than worry about defeating each 
IED. Conversely, in Bosnia, one of the lessons learned 
was that effective force protection was an enabler/
influence in and of itself. 

Relative balance of investment? Operations requiring 
rotary wing in the cities of the future is something 
that is exercising the Army at present. Sometimes the 
reasons for protecting rotary wing are different than 
for fixed wing aircraft. Regardless of whether there is a 
symmetrical force on force or asymmetrical enemy, this 
is a difficult problem. Recent deployment of Apaches 
to Libya is putting some of those concepts to the test. 
Israelis (in the wake of 33 day war in 2006) are investing 
the most effort into this problem. From DCDC’s Future 
Character of Conflict paper, future conflicts are likely 
to be in urban environments with rifles the weapon of 
choice so operations in and from the air below 5,000 
ft will be increasingly important. At the moment, 
conventional forces cannot adapt well and industry is 
struggling to respond too (perhaps because this has not 
been articulated in requirements to date). 

Force Protection amongst air forces is usually fixated 
by the terminal end ie the air base. There are many 
lessons to be learned from Mogadishu and from recent 
experience in Afghanistan regarding the need for force 
protection at all times from forces on the ground.  
There is a complete range of threats for air forces to 
contend with, from IADS and MANPADS to IEDs on 
landing site or rounds through an engine, yet there is 
an attractive possibility that none of these will come 
to pass. The Treasury, in particular, would prefer not to 
pay to defend against every threat. 

Peacetime training for force protection often feels like 
a waste of time and resources but the benefit is felt as 
soon as this goes into theatre. Many lessons learned 
in Northern Ireland have regrettably been forgotten. 
Upstream decisions taken today with regards to 

training will affect the next generation of forces. 

At present troops have 12 months to plan and train for 
Operation Herrick but contingent operations are not 
going to give forces the same time to prepare. Training 
is therefore essential to provide resilience at the outset 
of any operation. The DSALT at RAF Waddington does 
provide some joined up training between Army and Air 
forces. Operation Ellamy is showing that a similar level 
of investment between Air and Naval forces is needed. 

Training – Synthetic, Live and Constructed

How do we ensure that there is a balance between 
live/synthetic training and how are these aims to be 
met for the future?

Live/Synthetic Training – Achieving The Optimum 
Blend 
There has been a lot of concern about the adoption 
of synthetic training, however, it is important to 
realise that all training is synthetic to some extent and 
to recognise that with risk comes also opportunity. 
Effectively, there is no technical issue or risk in 
synthetic training as long as the ‘physical’ training 
requirement is known.
 
Despite a positive beginning, synthetic training still 
requires further development in the UK. At present 
the RAF can only use synthetic platforms for 60% 
of the current training requirement. Improving the 
synthetic environment would naturally allow for 
broader training but as this relies on investment there 
is pressure to review this as part of the MoD’s cost 
saving agenda. Experience to date as shown that it is 
possible to increase force readiness through synthetic 
or constructive training. Expanding this to joint 
operations could reduce the time required for real 
readiness. 

There is no set answer as to how the balance between 
live, constructive and synthetic training should be 
met. The RAF is aiming to make 50% of all its training 
synthetic by 2030. There was concern initially that 
relying too much on synthetics would mean personnel 
would not train for real. There would need to be a 
balance of live and synthetic but experience has shown 
that this would need to be different for different 
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people. In Formula 1 racing teams, synthetic training 
has been adopted, not to save money but to allow 
drivers to practice on each course as much as possible 
in advance of their races. This is particularly important 
for those courses which would normally necessitate a 
long haul flight. Each driver demands a different blend 
of live/synthetic and this would also need to be the 
case in the RAF if it was to get the best out of its pilots. 
It was suggested that younger recruits would find it 
easier to train with synthetics: ‘you are only as young 
as the game you are playing’.

Fidelity
Most ‘cerebral’ processes can be simulated 
sufficiently but it is very difficult to simulate G-forces 
in a synthetic environment. Synthetic training can, 
however, can be used in conjunction with the live 
environment (ie constructed training) when this 
requirement arises. Synthetic training also allows 
for practice of things not possible (outside of 
operations) or things that would be costly in the real 
world. Even with high fidelity systems, it is difficult 
to replicate the cognitive part of an environment in 
synthetic training in particular recognising the threat 
and replicating the stress environment. However, 
synthetic environments are excellent for ironing out 
problems in command and control and in fact do not 
need a tremendous amount of fidelity in these cases. 
Training is most effective when operators are linked 
together and synthetic training is no different in this 
respect. Information management remains a key skill 
in any field and synthetic environments can help in 
this respect also.

Acquisition
Participants suggested that spiral acquisition i.e. 
integrating equipment as the technology evolves 
would be the most appropriate approach. It was 
suggested that the MoD should use industry more 
innovatively as gaming technology is far superior to 
that currently used in the defence sector. Adopting a 
common open architecture with a bespoke synthetic 
housing capability that can plug into new equipment 
would therefore also be a good idea. It would be 
relatively simple to use a white force to run such a 
facility with intellectual military capability integrated 
into it.

Security Concerns
While synthetic training may not necessarily be what 
the UK needs as a capability, it may be the only option 
given the budget constraints. This points towards 
international co-operation; it may be possible to 
produce a synthetic capability that networks into a 
pan-service and even pan-national capability. However, 
cyber-attack on distributed synthetic training or cyber 
exploitation is a real concern to intelligence officers. 
If the UK was to adopt a NATO standard for synthetic 
training, there would be further concerns that the 
whole system might be compromised if one country 
is not sufficiently vigilant to the cyber threat. There 
are also national security concerns if there is a COTS 
approach, particularly with multinational companies as 
there is a real need to show/share everything involved 
in synthetic training if it is to be effective.

Training and Interoperability
Participants discussed that there was a lot of 
ambiguity regarding task and training. ISAF comprises 
47 nations who can’t even agree on a the concept for 
COIN doctrine, let alone how to train for it. Training 
also depends on whose forces will be required to 
interoperate with?(UK-NATO, UK-US, UK-EU?)

It was noted that the UK is not particularly good at 
interoperability especially with non-western countries. 
There seems to be a trend to take on operations at 
western ‘speeds’ and let other nations catch up. The 
rationale behind joint training is to share the burden 
but there is a need for a political agreement that allows 
for joint operations to burden share (Libya began as 
coinciding, not joint operations).

Furthermore, there is a need to trust joint structures. 
The European Air Group train and practice joint 
logistics and supply yet all the nations deployed 
assets to Libya using national structures rendering the 
training irrelevant. 

Problems arise when operations/training require 
detailed information that may be classified by the host 
country. It is often easier to share information pan-
Europe then it is between the UK and US, despite the 
close ties across FOUR/FIVE EYES. If Europe combined 
its defence budgets there would be more money to 
spend on capabilities (and more than the US has). This 
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does not mean that relations with the US should be 
ignored, but that Europe is perhaps more promising in 
the long term.

ITAR and IP restrictions regarding US platforms may 
prevent proper integration of US assets into UK 
synthetic trainers in the short term. F-35 will not 
be tethered into legacy platforms and so cannot be 
integrated into synthetic training either. 

Future Training
There needs to be less of an ad-hoc approach to 
synthetic training and more of a top-level approach 
so that training can take place more readily if 
needed. There also needs to be a defined ‘step’ from 
individual training to collective/joint training whilst 
also maintaining live/synthetic balance. For ease of 
interoperability, there must be a common European/
NATO-wide syllabus. 

At present, it is only possible to integrate unmanned 
systems into exercises synthetically  due to the CAA’s 
safety fears. Widespread use of synthetics could be 
good news for future systems as it would allow forces 
to test and train on them prior to deployment or even 
before the equipment was brought into service. A lack 
of experimentation is often seen to be a flaw in the 
current acquisition process. 

Air Transport and Air to Air Refuelling

In the present economic climate, air forces will be 
required to maximise the ‘bang for their buck’. There 
are various ways in which this can be achieved. The 
first is to reduce fleet sizes down to reduce support 
costs and to minimise the number of fleets. Secondly, 
the RAF needs to get better at justifying essential 
capabilities. Participants questioned to what extent 
the MoD was investing in one-off capabilities rather 
than the capabilities needed for day to day operations 
i.e. ‘nice to have’ vs. ‘need to have’? The RAF also 
needs to balance the cost for procuring platforms vs. 
the support costs? The KC-30 FSTA tanker was a good 
example of managing support costs. 

Secondly, in multi-national programmes, the support 
solution can be more cost-effective. There was some 
discussion around whether the RAF should adopt a 

‘use and dispose’ approach Eg 8,000 – 10,000hr per 
platform in order to further reduce support costs? The 
service has spent a lot of money over the last few years 
keeping the VC-10 operational whereas the Airbus 
300 is commercial aircraft with much lower support 
costs. Commercial airlines always look to use the latest 
aircraft as they tend to be more reliable and have lower 
maintenance costs. 

UORS: participants questioned if MoD was effective 
in assessing the risk-to-life when comparing putting 
capability on to budgets. Managing the risk-to-life is 
part of mission success. In the UK, UORs are paid for 
out of a discrete reserve. In France, UORs are taken 
from core funding so there is more soul-searching 
before the money is spent. 

European Asset-Sharing
Strategic stock is the most worrying issue at present 
(and not just in the UK). Action taken in Libya means 
the UK can’t go anywhere else at the moment and the 
situation in Syria remains a particular concern. Multi-
role assets are very useful but they can’t be in multiple 
places at the same time (and the current capacity 
is stretched to its limits). In Europe there is more 
acceptance of sharing assets; France and Germany, 
for example, are much more integrated organisations. 

The UK focuses more on sovereign capability but 
should not be shy of European integration as it can 
bring much to the table: great adaptability and ability 
to eek every ounce of capability from a platform, focus 
on ops, training and tactics. UK forces are known to be 
very original in thinking. Working with Europe would 
also allow for wider collaboration in support costs (and 
potential savings). 

The French tactic is to continue maintaining all skills 
in all instances, whereas the UK as opted to lean on 
industry to help reduce costs. The balance of sovereign, 
independent and industrial interests can be conducted 
within the A400M, as a test-case on future sharing. 
Collaboration on future SATCOM will also prove testing 
in this regard as the UK and French approaches are 
poles apart. 

Conclusions
In the current financial environment, air forces are 
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looking to innovate in the support area, partly to 
find savings and also to introduce efficiencies. This 
workshop has explored various methods of achieving 
contingency through innovation and collaboration 
either with industrial partners or coalition partners in 
areas such as training, force protection and tankers/
air transport. There is an urgent need for Europe to 

re-examine its military/foreign priorities and, perhaps 
more importantly, its reliance on the US. This will 
require individual nations to learn to trust one another 
and to put in place standards to foster that trust. 
Overlaid on any solutions proposed are inevitable 
political constraints both within the NATO alliance and 
indeed at a national level.
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