
Royal United Services Institute

OCCASIONAL PAPER

Tobias Feakin

INSECURE SKIES?
Challenges and Options for Change in Civil Aviation Security



Supported by

About RUSI
The Royal United Services Institute (RUSI) is an independent think tank engaged in cutting 
edge defence and security research. A unique institution, founded in 1831 by the Duke of 
Wellington, RUSI embodies nearly two centuries of forward thinking, free discussion and 
careful reflection on defence and security matters.

For more information, please visit: www.rusi.org

Acknowledgments
The author would like to thank Niki Tompkinson, Tim Figures, Ian Hutcheson, Chris Krebs, 
Stephen Phipson, Andrew Lappin, and Magus Ovilius in particular for assisting in the 
shaping of the ideas of this report and generously providing their time to the project.  A 
special thanks is extended to the counter-terrorist police officers at Heathrow Airport for 
highlighting their various areas of work and how security is conducted. The author would 
also like to thank the Smiths Group for supporting this project and showing a degree of 
impartiality in the findings that is to be commended.

Finally, the author would like to thank Tina Soria for doing a great deal of the background 
literature research for this piece, and Benedict Wilkinson for the final proofreading job 
and the encouragement he provided.



Insecure Skies?
Challenges and Options for Change in Civil Aviation Security

Tobias Feakin

Occasional Paper, March 2011

www.rusi.org



The views expressed in this paper are the author’s own, and do not 
necessarily reflect those of RUSI or any other institutions with which the 
author is associated.

Comments pertaining to this report are invited and should be forwarded to:
Dr Tobias Feakin, Senior Research Fellow, Royal United Services Institute, 
Whitehall, London, SW1A 2ET, United Kingdom, or via email to tobiasf@rusi.org

Published in 2011 by the Royal United Services Institute for Defence and 
Security Studies. Reproduction without the express permission of RUSI is 
prohibited.

About RUSI Publications
Director of Publications: Adrian Johnson
Production Editor:  Ashlee Godwin

Paper or electronic copies of this and other reports are available by 
contacting publications@rusi.org.

Printed by in the UK by Stephen Austin and Sons, Ltd.



Contents

Introduction 1

The Four Phases of Modern Aviation Terrorism 2
Phase One: Hijacking (1960s–70s) 2
Phase Two: Bombing (1970s–80s) 3
Phase Three: Use of Aircraft as a Weapon 3
Phase Four: Exploiting the ‘Weakest Link’ 4
Summary 10

What are the Current Structures and Organisations that Govern Aviation 
Security? 11
Global Mechanisms for Aviation Security 12
Regional Mechanisms for Aviation Security 18
The UK Approach 26

Conclusions 29
Eradicating the Weakest Link 29
‘Powering Up’ the ICAO 30
Government-Led Regulation or More Private Sector Responsibility? 31
Creating Proactive Approaches 32

Notes and References 34



Globalisation and the opening up of the global economy have brought 
tremendous gains for nation states and their populations, but the process 
has also been accompanied by new challenges. The free flow of people and 
goods enables us to seek out opportunities in diverse international markets, 
but it also leaves us susceptible to a new array of global risks and often renders 
us dependent on international partners to manage them remotely on our 
behalf. Generating a shared perception of risks, and coherent frameworks 
for managing them beyond what is dictated by self-interest, is the ‘holy grail’ 
of governance in our globalised age.

Few areas of activity demonstrate the challenges and opportunities of 
global integration as acutely as international civil aviation. Its growth has 
not only mirrored but also driven the explosion of globalisation over the 
last two decades. However, it has also become a high-profile conduit of new 
transnational threats. Securing civil aviation has been a key political priority 
of the world’s most powerful states since 9/11 and over the past ten years 
we have seen numerous efforts to enhance aviation security in response 
to terrorist attacks. As security technologies and procedures in key parts of 
the civil aviation industry have been developed in response to attempted 
terrorist attacks during the 2000s, so the attackers look for new weaknesses 
in the chain to exploit.

At a macro level, the security framework of the International Civil Aviation 
Organisation has been weakened by a reactive, transient patchwork of 
unilateral and bilateral arrangements, and is characterised by a lack of real 
capacity for change. Regionally, the EU has provided guidance and security 
standards for aviation, yet it has been slow to demonstrate leadership in 
driving policy into action. The result has been that highly interdependent 
European neighbours operate different security regimes with different 
technologies and differing degrees of effectiveness. This lack of coherence 
among developed countries with relatively well-aligned interests is more 
apparent in the developing areas of the world. Here, the gaps in security 
arising from disparities in procedure and access to technology are a common 
assumption in terrorist planning.

Research Methodology
The research conducted for this report is a qualitative, interpretative study, 
critically assessing terrorist attacks on civil aviation and the ensuing security 
responses. The purpose of the research is fourfold. Firstly, to provide a clear 
understanding of the historical context to terrorist attacks on civil aviation, 
in order to both examine the patterns of attacks and highlight how efforts to 
improve aviation security have become a reactive, politically-driven process. 
Secondly, to outline which international bodies govern aviation security and 
how they interact, demonstrating that there are some inherent weaknesses 
in these mechanisms, which need to be addressed. Thirdly, as the US and the 
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UK are the two most influential nations in this area, driving global debates 
forward, their internal mechanisms for aviation security are worthy of deeper 
critical understanding. Finally, the research will provide some conclusions as 
to sensible pathways forward to enhance international understanding and 
co-operation.

In order to answer these questions a number of research strategies and 
methods of data collection were utilised. The empirical findings of the 
research have been derived largely from primary and secondary sources. 
Primary research has taken place in the form of semi-structured interviews 
conducted with aviation security professionals, experts, policy-makers and 
members of the security manufacturing industry. Due to the confidential 
nature of much of the information being discussed, most interviewees 
asked not to be directly quoted; therefore, they have remained anonymous. 
Secondary sources included academic literature, official reports of particular 
terrorist incidents and some media sources. Media sources cannot provide 
an entirely accurate understanding of a given incident; however, they are a 
useful supplementary source of information.

The Four Phases of Modern Aviation Terrorism

Phase One: Hijacking (1960s–70s)
Analysts largely agree that the advent of modern, international terrorism 
occurred on 22 July 1968,1 when three armed Palestinian terrorists, operating 
under the aegis of the Popular Front for the Liberation of Palestine (PFLP), 
hijacked an Israeli El Al flight en route from Rome to Tel Aviv and redirected 
it to Algiers. By this point in 1968 there had already been twelve incidents of 
hijacking, but this was the first hijacking designed to make a direct political 
statement.2 The hijackers threatened to kill the passengers onboard the 
aircraft unless political prisoners being held in Israel were released. Despite 
the peaceful ending of the incident after forty days of negotiation, terrorist 
groups learnt two key things. Firstly, that the advent of modern media 
communications and reporting meant that a terrorist cause could gain 
vast global attention through such a dramatic event, especially one that 
symbolically targeted aircraft, which represented the age of freedom and 
global travel. Secondly, that significant impact could be achieved even if an 
attack was unsuccessful. A terrorist group’s cause would be given significant 
public attention due to the mass-media coverage they would receive.

If this event in 1968 marked the advent of modern terrorism, it also marked 
the advent of the first attempts of the industry to counter the threat of 
terrorist activity. This event, in combination with the subsequent hijackings 
carried out on El Al flights, led to an increased use of metal detectors and 
cabin baggage X-rays for onboard passenger screening, which assisted in 
lowering the number of hijackings in subsequent years.
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Phase Two: Bombing (1970s–80s)
One consequence of the success of screening was that terrorist organisations 
had to begin adapting their tactics, shifting their focus to bombing aircraft.3

During the 1970s some twenty-nine bombs were successfully placed 
on aircraft, and eighteen during the 1980s. However, it was one event in 
particular that had a distinct impact on UK and US thinking on aviation 
security. It was the blowing up of Pan Am Flight 103 from London to New 
York, over the Scottish town of Lockerbie, that radically changed the mindset 
of those dealing with security at airports. On 21 December 1988 a Boeing 
747 was destroyed by a bomb in the baggage hold beneath the first class 
seating area and cockpit, killing all 243 passengers, sixteen crew members 
and eleven people in the town of Lockerbie who were hit and killed by falling 
debris. This incident led to a rapid increase in security in UK airports, through 
the increased use of metal detectors, random searches of passengers and 
also bag screening procedures.

Phase Three: Use of Aircraft as a Weapon
The 9/11 attacks on New York and Washington marked a watershed in the 
way the US and many Western countries viewed the threat that terrorism 
posed. It was a severe shock for the aviation security industry, which was not 
prepared for such an extreme exploitation of loopholes in its procedures. This 
was the first time that aircraft had been used as weapons of mass destruction 
to destroy significant, iconic targets. The fact that the perpetrators were not 
carrying explosives and were utilising only simple weapons with which to 
take over the aircraft added to the widespread shock. For relatively low cost, 
Al-Qa’ida had inflicted an unprecedented level of damage:4

…al-Qa’ida spent $500,000 on the event [9/11 attacks], while America, in the 
incident and its aftermath, lost – according to the lowest estimate – more 
than $500 billion. Meaning that every dollar of al-Qa’ida defeated a million 
dollars by the permission of Allah.

Not only had Al-Qa’ida killed many thousands of civilians and created some of 
the most morbidly iconic images of our time, but it had also demonstrated its 
ability to carry the jihad into the heart of the US. The event led to an extensive 
evaluation of how to conduct security prior to individuals boarding a flight 
as well as onboard an aircraft. With this attack, Al-Qa’ida demonstrated to 
the world their intention to target what they see as the very representation 
of Western, globalised, liberal democracy, namely the US and aircraft. This 
is in part due to the fact that any incident that occurs with an aircraft, be 
it a safety issue such as an emergency landing or indeed a terrorist attack, 
attracts high profile media coverage, but also as it creates reputational 
damage and significant financial costs to governments and business.
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Phase Four: Exploiting the ‘Weakest Link’
Since the 2001 attacks in the US, the world has seen a string of subsequent 
plots by Al-Qa’ida-inspired groups and individuals. A common thread has 
been the aim to exploit the weak links in the aviation security chain. The 
past decade has been filled with examples of Al-Qa’ida-inspired terrorists 
exploiting perceived and existing technological weakness, and security 
procedure gaps. In addition, they have clearly studied which countries do 
not adhere to high levels of aviation security and are increasingly exploiting 
these weak links. Al-Qa’ida aims are to continue to exploit the aviation 
industry as a target and look for new areas of weakness to probe:5

If your opponent covers his right cheek, slap him on his left. Since 9-11, 
the West has been stepping up defenses for its commercial aircrafts. The 
continuous attempts that followed 9-11 by our brother Richard Reid, the 
Heathrow Airport plot and finally the operation of Umar Farouk have forced 
the West to spend billions of dollars to defends its airplanes. But what about 
cargo planes…

Al-Qa’ida has consecutively demonstrated its intent to attack aviation during 
the past ten years. There are other ‘softer’ targets it could have chosen, 
where it would have been easier to conduct successful, more destructive 
attacks. However, Al-Qa’ida aims enshrined in its literature, illustrated in the 
quote above, make it clear that aviation will continue to be their key target 
for attacks.

Richard Reid: ‘The Shoe Bomber’, 2001
Shortly after the September attacks in the US, Richard Reid, a UK-born 
national, attempted to blow himself up on American Airlines Flight 63 from 
Paris to Miami on 22 December 2001. On the previous day, he had attempted 
to board a similar flight from Paris Charles de Gaulle to Miami, but had firstly 
been delayed due to his physical appearance, and secondly he had no hold 
baggage to check in, which for a transatlantic flight was highly suspicious. 
The flight left without him as the French authorities refused permission for 
him to board when he would not answer all their questions. However, after 
he was handed over to the French police and they verified his passport as 
being genuine, they allowed American Airlines to reissue Reid’s ticket for the 
following day’s flight.

Approximately ninety minutes into that flight passengers and staff noticed 
a smell of smoke in the cabin. A cabin attendant was directed to Reid by 
another passenger who he saw was lighting another match and then trying 
to set fire to a fuse protruding from his shoe, which was in his lap. After 
a scuffle, Reid was subdued, tranquilised and restrained, and the flight 
diverted to Boston.6
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After further examination by the FBI it was determined that there were two 
functional improvised explosive devices hidden in his shoes which were made 
of the explosive material triacetone triperoxide (TATP) and Pentaerythritol 
tetranitrate (PETN).7 The explosive did not detonate as the fuse was too 
damp to be ignited. The use of PETN in this attempt was significant as it was 
one of the first uses of the explosive by Al-Qa’ida, and throughout the 2000s 
this was the explosive most regularly used in terrorist plans.

Richard Reid had a remarkable impact on aviation security. This attack 
demonstrated two important points. Firstly, the disproportionate power that 
lies in the hand of the terrorist. Regardless of the success of the attack, a 
government has to respond to demonstrate that they are securing the safety 
of the public by introducing counter-measures. In the wake of Reid’s attack 
passengers were forced to remove their shoes for scanning, and this can still 
be part of the passenger experience now.

Secondly, the attack was significant as it demonstrated the innovative 
methods that Al-Qa’ida utilises for attacks. The compound used to build the 
device, PETN, is a difficult substance to detect (which will be discussed in 
more detail later in this paper), and hiding it in a shoe meant that detection 
was extremely difficult. Both these elements are present in all the examples 
that follow.

Bojinka II: ‘Operation Overt’, the Liquid Bomb Plot, 2006
On 9 August 2006, the UK Counter Terrorist Police (SO15) in co-ordination with 
MI5 raided houses in various parts of London and the counties just outside 
of the city, taking some twenty-four people into custody for questioning 
regarding a plot to blow up transatlantic flights taking off from London. SO15 
and MI5 had been conducting surveillance of the suspects during Operation 
Overt for months prior to the arrests, but were prompted to act because it 
was deemed that the group could well enact their plan imminently. It was 
unsure exactly how many bombs they intended to deploy but in court it was 
stated that as many as eighteen suicide bombings were to be carried out.8 
Each bomber was to get aboard an aircraft with the required ingredients and 
equipment to construct devices during the flights in their hand luggage. The 
bombs were to incorporate 500 ml plastic bottles of Lucozade and Oasis soft 
drinks. A drink powder, Tang, would then be mixed with hydrogen peroxide 
and other materials, and the mixture then injected into the bottle. A high 
explosive substance was hidden inside AA batteries that would have been 
used to detonate the main bomb in the bottle, and the trigger mechanism 
was a disposable camera’s flash unit.

The plot demonstrated that the group had been deliberately monitoring 
developments in security screening in order to find and exploit weaknesses 
where they could. The fact that there was no screening of liquids at airports 
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was clearly identified as a critical weakness in the system and one the cell 
explicitly tried to exploit. This example, as with Richard Reid’s use of PETN, 
demonstrates how terrorists adapt and innovate their use of explosives to 
ensure that they are ahead of detection technologies employed at airports. 
The ability of governments to innovate and to adapt new technology 
to address developing threats is a reactive process. How governments 
rebalance this issue is central to creating a more robust aviation security 
regime, otherwise they will consistently be one step behind the terrorist.  
Terrorists can utilise any ‘off the shelf’ technologies and materials they 
choose without inhibition. For governments, their ability to stimulate 
innovation is more limited due to bureaucracy, procurement procedures and 
pressurised budgets. The advantage that governments do have is a higher 
degree of intelligence information, about attacks that have occurred and 
potential methods of attacks, which can be used to shape the technological 
responses of the future. It would appear logical that frameworks for sharing 
some of this intelligence with the manufacturers and innovation hubs could 
lead to increasingly agile technology responses in the future.

The initial response by the UK government was to ban all hand luggage on 
aircraft: passengers were only permitted to take essentials such as wallets, 
purses and travel documents onboard; electrical devices and mobile phones 
had to be placed into the hold of the aircraft. All liquids were barred with the 
exceptions of medicines and baby milk, which had to be tasted by passengers 
in front of airport security staff to prove its content.9 These restrictions were 
relaxed somewhat in the following weeks, but hand luggage was limited to 
one piece (until January 2008) and only restricted quantities of liquids and 
gels were allowed through. Similar restrictions were imposed in the US as 
well.

The disruption to the airlines during this time was considerable and led 
to heated exchanges between the UK government and various airlines 
about how much the cabin baggage restrictions were costing them and the 
British Airports Authority (BAA).10 By November 2006, British Airways was 
estimating that the cost of restrictions was somewhere in the region of £100 
million, and Ryanair was considering legal action against the UK government 
for the costs that they had incurred during that time.11 This case highlighted 
the difficulties that both the private and the public sector face in dealing 
with such incidents. On the one hand, the government has to respond to 
incidents robustly. However, the responses have cost implications for the 
private sector, which has to absorb the cost for additional security measures, 
and it also has negative consequences for passenger experience at airports.

The legacy of this incident is that some four-and-a-half years later it is still not 
permitted to carry any container with more than 100 ml of liquid onboard 
a flight, demonstrating the disproportionate power that terrorists have: 
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regardless of the success of their activities, they manage to force political 
responses.

Umar Farouk Abdulmutallab: ‘The Underpants Bomber’, 2009
On Christmas Day 2009, Umar Farouk Abdulmutallab attempted to ignite 
an explosive device whilst travelling on Northwest Airlines Flight 253 from 
Amsterdam to Detroit. He was able to fly from Lagos to Amsterdam and 
then board the flight with high explosives, PETN and TATP, sewn into his 
underwear, which he attempted to detonate by injecting chemicals into 
them before being overpowered by passengers and crew.

What made the case so concerning were the intelligence failures that were 
highlighted in the subsequent investigation into the incident. His father, a 
rich, retired Nigerian banker, had made a report to CIA officers at the US 
Embassy in Abuja, Nigeria, on 19 November 2009, stating concern at his son’s 
extremist religious views. In response to this report, the authorities created 
a record of Abdulmutallab in the Terrorist Identities Datamart Environment 
(TIDE), a database maintained by the National Counterterrorism Center 
(NCTC) containing some 550,000 suspects. However, the NCTC did not then 
submit his details to the US government’s Terrorist Screening Database, 
maintained by the FBI; therefore he was not placed on the Transportation 
Security Administration (TSA) ‘no-fly’ list. Furthermore, despite his visa 
application to the UK being revoked previously, his visa for the US was not 
and there were no mechanisms for this information to be shared.12

It is unclear exactly where and when Abdulmutallab was radicalised; however, 
it is certain that both Yemen and the radical cleric Anwar al-Awlaki, who had 
also been in contact Nidal Hasan in the build-up to his attack at Fort Hood, 
played a significant role in his radicalisation and shaping his actions. The US 
National Security Agency had intercepted communications between a phone 
used by Al-Awlaki and Abdulmutallab, and Al-Awlaki may also have been 
involved in other intercepted communications, indicating that Al-Qa’ida 
was planning to use an unidentified ‘Nigerian’ in an attack over the holiday 
season.13

This attack demonstrated the increasing shift of the international terrorist 
threat from the Afghanistan/Pakistan region, the Arabian Peninsula, North 
and East Africa and the Sahel. Yemen and Somalia, in particular, have been 
highlighted as locations of a rapidly developing threat.14 This plot also 
highlighted the change in tactics that this shift in operational leadership has 
bought about. From highly-networked groups developing complex, high-
impact, ‘spectacular’ plans involving external leadership, the tactics are now 
directed towards more frequent, smaller plots involving fewer individuals 
who are inspired by influential leaders such as Al-Awlaki:15
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America has spent time effort and money [sic] to prevent a large scale attack 
such as 9-11 from ever occurring again… In such an environment of security 
phobia, that is sweeping America, we do not need to strike big, it is more 
feasible to stage smaller attack[s] that involve less players and less time to 
launch and thus we may circumvent the security barriers America has worked 
so hard to erect.

The number of individuals who could be inspired by this new direction of 
Al-Qa’ida is, in all likelihood, increasing; without doubt this will cause  direct 
problems for those dealing with aviation security and the public alike. 
The passenger experience will be worsened if more obtrusive scanning 
technologies and techniques are employed without due consideration 
for the majority of those choosing to fly. This is a key concern for industry 
and the regulators – that they avoid creating undue inconvenience whilst 
safeguarding against threats:16

Thanks a bunch, thunderpants. Umar Abdulmutallab’s botched attempt 
at roasting his Christmas Day chestnuts will now constipate our airports 
yet further with body scanners, sniffer-dogs and Perspex bins filled with 
confiscated boxer shorts.

There was a clever simplicity about the method used for this attack. At the 
time, there was no mechanism for detecting explosives carried in such a 
sensitive area of the body. As a reaction to this method of concealment, 
governments in the US, UK and the Netherlands rapidly deployed millimetre-
wave scanners that could see through clothing, to try and counter the 
threat. Not only do the scanners costs many millions of pounds and create 
further delays at airports, there have also been questions raised, especially 
by the European Commission, about the civil liberties of individuals passing 
through the scanners, which had previously held up their widespread use. 
Furthermore, there were questions raised about the ability of such devices 
to detect the kind of device that Abdulmutallab was carrying.17 However, 
these concerns were swept aside in order to demonstrate government action 
against a new threat.

To further demonstrate the impact that events of Christmas 2009 had, it led 
to an admission from Barack Obama that a ‘systemic failure’ had occurred 
and that he considered it ‘totally unacceptable’, leading to a shake-up of the 
way in which the various intelligence agencies in the US share and cross-
reference intelligence information between them, along with a tightening  
of ‘no-fly’ lists of individuals suspected of terrorist links.18 Similarly, Gordon 
Brown announced that a tightening and extension of UK ‘no-fly’ lists would 
be imposed along with the cancellation of direct flights between Yemen and 
the UK until concerns about their safety were addressed.
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The requirement of world leaders to respond to the actions of one individual 
demonstrates how powerful the actions of a lone actor can be, not only 
in highlighting frailties in our counter-terrorism mechanisms, but also in 
creating a high-profile for their cause. The pattern of terrorists attempting 
to find new techniques and methods to find a way around new technologies 
introduced in the wake of attempted attacks is destined to continue into the 
future. Similarly, the likelihood that incidences of individuals acting alone are 
likely to continue as a theme of contemporary terrorist actions is extremely 
probable.

Operation Hemorrhage: ‘The Printer Cartridge Plot’, 2010
The most recent plot to come to light was the attempt to blow up two cargo 
aircraft travelling to the US. On 29 October 2010 two explosive devices were 
found in printer cartridges onboard UPS and FedEx jets flying from Yemen 
to the US via the UK and Dubai. Again utilising the hard-to-detect explosive 
PETN, the devices were considered powerful enough to have brought down 
the aircraft. Once again, Al-Qa’ida had demonstrated its ability to discover 
and exploit security loopholes in the aviation system, and were very clear in 
highlighting the asymmetric nature of this operation:19

$4,200. That is the total cost of Operation Hemorrhage. The operation has 
succeeded in achieving its objectives...This strategy of attacking the enemy 
with smaller, but more frequent operations is what some may refer to as the 
strategy of a thousand cuts. The aim is to bleed the enemy to death.

The special edition of the Al-Qa’ida propaganda magazine Inspire, from 
which this quote is taken, was released straight after the attacks and vividly 
outlines the extent to which Al Qa’ida monitors security developments in 
aviation:20

We have researched the various security systems employed by airports. 
We looked into X-Ray scanners, full body scanners, sniffing dogs and other 
aspects of security. The resulting bomb was a device that we were confident 
that, with the will of Allah, it would pass through the most stringent and up-
to-date security equipment.

Despite the fact that the plot was unsuccessful, once again governments 
were prompted to react and adopt new counter-measures. The US, UK, 
Canada, the Netherlands and France all suspended cargo flights from Yemen, 
with the German government choosing to ban all flight traffic coming from 
Yemen, and calling for the international community to draw up stricter 
security rules for air freight.21 A positive that can be taken from the case was 
the international intelligence co-operation that took place to successfully 
intercept the devices. It was widely reported that Saudi Arabian intelligence 
sources had alerted the UK and US governments to the bombs, leading to 
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their discovery. This kind of intelligence sharing and co-operation will have to 
continue and increase in the future if Al-Qa’ida does increase the frequency 
of its attempted attacks. At present, information and intelligence sharing is 
conducted on a bilateral basis and through existing partnerships. However, 
to counter the proliferation and diversification of the threat, intelligence-led 
approaches to aviation security are the most logical path forward, but they 
have to be enabled by a greater sharing of information.

Summary
The four phases of modern aviation terrorism demonstrate a clear progression 
in terrorist thinking and tactics over the past fifty years. Firstly, terrorist 
groups study aviation security technologies and detection procedures to 
modify and shape their attack methods in order to circumvent them. This 
demonstrates the need for aviation security responses to be unpredictable 
and not driven by a reaction to the latest attack. These approaches should be 
driven by a clear, organised strategy which allows for flexible and innovative 
responses in detection.

Secondly, there has been a clear progression in the terrorists’ use of novel 
and difficult-to-detect explosive compounds and delivery mechanisms. It 
is important that information on the latest types of explosives that could 
be used for an attack, alongside data of the latest mechanisms of delivery, 
is shared internationally. This would allow for more focused and proactive, 
intelligence-led aviation security procedures.

Thirdly, we have seen the threat change during the 2000s from plots 
organised by networked groups of individuals, aiming to conduct large 
‘spectacular’ attacks, to higher frequency, lower impact attacks involving 
fewer conspirators. With group attacks, intelligence agencies have more 
opportunities to intervene in the planning phases through communication 
interception and recognition of suspicious patterns of behaviour. However, 
smaller groups and individuals present fewer opportunities for this approach. 
Clearly, with this change there needs to be a higher degree of information 
and intelligence sharing between countries and between different security 
organisations at a national level in order that information on suspicious 
individuals and their activities is more readily shared. The Abdulmutallab 
example demonstrated this requirement clearly: the sharing of data at the 
international and national level could have potentially led to his detainment 
before he boarded the flight.

Finally, these examples have demonstrated how aviation security is a largely 
politically driven process. A new terrorist threat is revealed through an attack 
or failed plot and governments respond with new technologies and security 
procedures. As we have seen through the examples above, it is clearly Al-
Qa’ida’s strategy to draw Western nations into this ‘action – reaction’ cycle:22
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...to force the West to install stringent security measures sufficient enough to 
stop our explosive devices would add a heavy economic burden to an already 
faltering economy.

Therefore, it is sensible that governments become more pre-emptive in their 
approaches to aviation security. Are there technologies and procedures that 
are ‘future-proof’, flexible and technologically advanced sufficient that they 
can adapt to new threats as they arise? Governments potentially require new 
and innovate approaches to the entire experience of flying, so that security 
is built into the system rather than introduced as a ‘bolt on’ to existing 
methods. This could better the passenger experience and security as they 
pass through airports, rather than inconveniencing them as it increasingly 
does now. To succeed, such efforts require international co-operation and 
a degree of standardisation of security, otherwise the ‘weakest links’ in the 
chain will continue to lower the security of those countries that maintain 
high standards.

What are the Current Structures and 
Organisations that Govern Aviation Security?

Understanding the changing threat to aviation security is important, as the 
threat has shaped the responses that have been introduced. This paper 
has already highlighted that there are different responses to the threat 
at the national and international level. During the research process it 
became evident that there is a high degree of confusion surrounding the 
different organisations that exist at the international, regional and national 
level that have a role in aviation security and the setting of standards. To 
address this potential source of confusion for the non-expert reader, the 
following section examines this in three stages. Firstly, the international 
organisations are outlined. Secondly, at the next tier down, at regional level, 
the case study of the European Union illustrates how this body imposes 
regulation and standards within Europe. This case study was chosen as the 
EU has the busiest airspace of any geographic region in the world and it has 
consistently been targeted by terrorists. Finally, using the case studies of the 
UK and US, national level aviation security mechanisms are examined. These 
particular case studies are used as these two countries are at the forefront 
of technological and procedural responses.

Understanding the international, regional and national mechanisms 
for aviation security demonstrates the labyrinth of different standards, 
procedures, legislation and regulation that exist in aviation security, and 
illustrates how a global set of aviation standards are vital in combating the 
evolving terrorist threat.
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Global Mechanisms for Aviation Security

International Civil Aviation Organisation: The United Nations Governmental 
Body
It was during the Chicago Convention of 1944, when members of fifty-four 
states signed an agreement to establish the International Civil Aviation 
Organisation (ICAO) as part of the United Nations, that international aviation 
law was modernised. To date, it has some 190 members and a remit that 
covers the whole spectrum of civil aviation issues; the security element is 
just one part of its jurisdiction. This is one of the weaknesses with the ICAO 
framework, as it is sometimes difficult for the ICAO to concentrate on and 
manage security matters with the focus it requires as they have responsibility 
for so many other areas of civil aviation.23

A constant theme which pervaded the research is that that there is clearly a 
requirement for agreed international standards of aviation security in order 
to eradicate the ‘weakest links’ in the aviation security chain. Therefore, as 
the ICAO is the international governmental focus, it is logical to place the 
organisation at the centre of efforts to galvanise global security standards. 
However, despite the logic in this course of action, this is not as straightforward 
a proposition as it may seem.

The increase in the number of acts of terrorism that affected the security of 
civil aviation during the 1960s resulted in an extraordinary session of the ICAO 
Assembly in June 1970 to consider issues that were not included under its 
conception in 1944. In particular, the Assembly called for action to deal with 
the problem of unlawful interference and specifically the hijacking of aircraft. 
Annex 17 to the Chicago Convention was adopted by the ICAO on 22 March 
1974. It sets out the basis for the ICAO civil aviation security programme, 
which has been updated eleven times since and a twelfth amendment will 
become applicable in July 2011. Essentially, Annex 17 provides guidance to 
assist countries in implementing their security measures and sets minimum 
standards for aviation security worldwide. Therefore, there are minimum 
standards that have been established at the international level. However, 
these standards are set too low and many countries, the UK included, far 
exceed this minimum level. Despite these low standards, there are a number 
of unspecified countries that still do not meet them. There is a problem in 
that the ICAO does not have the power to enforce compliance.24

The ICAO has been at the centre of efforts to raise global aviation security 
standards further in the wake of Abdulmutallab’s failed bombing in 2009. The 
US has directed efforts to galvanise global consensus on improving aviation 
security through its public support of the ICAO. This support had the desired 
effect when ICAO members agreed in 2010 to the Comprehensive Aviation 
Security Strategy, which is intended to enable the organisation to respond 
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more effectively to the changing threat. Within the strategy there are seven 
key focus areas:

1) Addressing new and existing threats: The ICAO will now employ a more 
‘proactive’ strategy to address new and evolving threats, such as new types 
of explosives, unconventional attacks on airports and cyber attacks. However, 
it does not state exactly how this will be achieved, apart from mentioning 
additional meetings of its Working Group on Threat and Risk.

2) Promoting innovative, effective and efficient security approaches: To 
assist member states and industry by employing new and innovative security 
measures, including advanced technology. The ICAO will promote the 
exchange of information between member states on screening techniques 
and new technologies.

3) Promoting and sharing of information amongst and within member 
states to raise awareness of threats and aviation security trends: To increase 
the sharing of sensitive threat information between states through secure 
means. The ICAO will look to collect and disseminate information about 
aviation security incidents and trends. Furthermore, it will look to foster 
threat information sharing among states and the aviation industry, a lack 
of which has been a key concern of those from the industry who have been 
spoken to for this research.25

4) Promoting global compliance and establishing sustainable aviation 
security oversight capability of states: The ICAO will give immediate 
assistance through capacity-building efforts and will be prioritised to those 
states that have been identified as having ‘significant security concerns’ and 
others which have been referred to the Audit Results Review Board.

5) Improving human factors and security culture: To promote a proactive, 
security-conscious culture amongst all those with a hand in aviation security 
and across all levels of civil aviation personnel, including those who do not 
have a direct responsibility for security. The ICAO also promised to update 
guidance materials on human factors and promote the use of effective 
security processes through conferences and seminars.

6) Promoting the development of mutual recognition for aviation security 
processes: As aviation security threats transcend national borders and 
affect regulators and industry globally, the strategy attempts to enable 
stakeholders to collaborate more effectively and deal with security issues 
more comprehensively. It highlights the need for cost-effective measures, 
by reducing the duplication in screening that currently is conducted on 
passengers taking connecting flights. Interestingly, the strategy notes that 
this final element has not progressed significantly outside of the European 
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region, hinting at some of the differences of approaches and opinions 
between Europe, the US and the rest of the world that will be discussed later.

7) Emphasising the importance of security amongst states and stakeholders: 
To raise awareness of aviation security amongst high-level officials within 
government and industry, and to shape mindsets amongst senior decision 
makers in civil aviation to ensure that security remains the highest priority. It 
also mentioned a series of regional aviation security conferences around the 
world during 2010 (Japan, Mexico, Nigeria and the United Arab Emirates) to 
strengthen global thinking on international co-operation and frameworks in 
aviation security.26

If these seven areas of co-operation and work are adhered to by all ICAO 
members, then there is no doubting that aviation standards will be raised 
globally. However, this will demand, firstly, a great deal of support for those 
countries which do not have the funds to implement such measures. This 
capacity-building support will have to come from those countries which are 
most directly threatened by terrorism, predominantly EU Member States 
and the US. Secondly, it is not clear how the ICAO will ensure that its member 
states will adhere fully to these standards, as the ICAO already struggles to 
ensure compliance with its present standards. This can be seen through the 
trouble that the ICAO has in conducting its Security Audit programme.

ICAO Security Audits: Ensuring International Compliance?
To ensure that countries are adhering to the standards set within Annex 
17, the ICAO runs an audit programme through its Universal Security Audit 
Programme (USAP). The programme provides for regular audits of all ICAO 
signatories:27

The ICAO audit assesses the State’s capability for providing security oversight 
by determining whether the critical elements of a security oversight 
system have been implemented effectively. Thus, the USAP serves to 
promote global aviation security by identifying weaknesses in each State’s 
oversight of its aviation security activities and, if required, providing suitable 
recommendations for mitigating or resolving such shortcomings.

However, despite the fact that the ICAO asserts that these audits are to be 
‘mandatory’, and that all results are available for ICAO members to view on a 
restricted website, in discussions with experts in this area for this research it was 
disclosed that countries still have the ability to refuse an inspection, and full and 
public disclosure of the results does not happen.28 Furthermore, a country that 
has failed an inspection does not have to accept the offer of assistance from 
the ICAO. It was also stated that as the ICAO has to deal with the whole array 
of issues pertaining to the civil aviation area, they sometimes do not have the 
necessary focus and intensity to address the issue stringently enough. 
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Underlying all of this is the fact that the ICAO lacks ‘teeth’ sharp enough to 
ensure that countries are adhering to Annex 17. Whether this is a matter of a 
lack of legal power to push for adherence or a lack of will is unclear; however, 
this weakness has to be addressed by either providing the ICAO with the 
means to incentivise change or the power to impose strict penalties on non-
compliant nations.

One potential solution for this issue is to learn from the work that the 
ICAO and other international organisations already do within their safety 
programmes. Safety is placed at the heart of the aviation sector, with safety 
solutions being built into design, technology, processes, personnel and the 
very ethos of aviation, which has built up a reputation as the safest mode of 
transport on the planet. However, security is frequently seen as an additional 
measure that has to be bolted onto existing procedures, technologies and 
processes, which lowers the quality of passenger experience. It adds to a 
sense of inconvenience for the passenger, rather than it being something 
which is integrated from the moment the passenger books their ticket to 
the moment they land at their destination. It requires passenger security 
information to be linked to their checking-in process, as well as to the 
security screening process, so that real-time data about that passenger can 
be linked to the technology assessing an individual. This means that a more 
focused, intelligence-based approach can be conducted, which would lead to 
more targeted screening, leaving the majority of passengers to pass through 
screening more rapidly.29

Furthermore, the ICAO and other international bodies frequently check 
the safety standards of airlines to ensure they are adhering to the highest 
possible levels and that passenger risk is minimised. If airlines do not meet 
set criteria they will be blacklisted and, in the case of the EU, not allowed 
to operate through certain airports. One key recommendation is that the 
ICAO could adopt a similar approach in its inspections of airports around the 
globe, adopting a ‘traffic light’ system. If a nation passes, it receives a green 
light; if it requires some improvements to reach international standards, it 
receives an amber rating and a set of requirements to reach a green rating; 
but if it receives a red light, penalties can be imposed and flights from that 
airport are halted. These tags would be made publicly available to ensure 
transparency and compliance, which would drive forward the improvements 
necessary.
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International Air Transport Association (IATA): The Industry Body
The IATA was formed in Havana, Cuba, in 1945. It is a trade body that 
represents the aviation industry and looks to promote inter-airline co-
operation on all issues of aviation. When it was founded it had fifty members 
from thirty-one nations, mostly in Europe and North America. Since then, it 
has grown to its present day incarnation which boasts some 230 members 
from 126 nations, accounting for 93 per cent of scheduled international air 
traffic.30 The IATA, like the ICAO, has work ongoing in all different areas of 
civil aviation and security makes up just one part of this work under its Safety 
and Security programme. The IATA is very much of the opinion that security 
is a government responsibility and that they should pay for new measures 
introduced in the wake of a shifting terrorist threat. Giovanni Bisignani, IATA 
Director and CEO, was quoted as saying:31

Security is a government responsibility; it will be the governments who pay 
the bill ... The bill that the airlines paid last year is $5.9 billion. In an industry 
that is losing a lot of money, this is a big issue.

The IATA has looked to influence thinking at the governmental level on aviation 
security in certain key ways and has made the following recommendations 
to the US and other international governments to improve aviation security 
from an industry perspective:

• Institutionalising government/industry co-operation: To allow se-
curity policies to be written with the benefit of airline operational 
expertise. Specifically, the IATA has encouraged the ICAO to create a 
template for such co-operation to be implemented globally

Key Findings
• There is a clear requirement for agreed international aviation 

security standards to eradicate the ‘weakest links’ in the secu-
rity chain

• Capacity-building support for those countries without the nec-
essary funds and expertise to reach agreed standards is vital

• ICAO needs to improve and strengthen compliance measures 
for those countries not adhering to international standards

• A need to learn from the work that is conducted to ensure the 
‘safety’ of the aviation industry, building security into the de-
sign of systems rather than being ‘bolted on’ as an additional 
measure

• ICAO should look to adopt a ‘traffic light’ system of rating the 
security levels of Member States’ aviation security measures, 
with strict penalties if low standards are discovered.
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• Implementation: To recognise that prescriptive, ‘one-size-fits-all’ 
regulations with numerical targets will not secure a complex global 
industry. Governments must work with industry to define practical 
implementation measures for their security targets

• Passenger data collection: To make passenger data collection and 
sharing more efficient. The IATA has urged the Department of Home-
land Security (DHS) to break down internal silos and to create a single 
data collection and sharing programme that could serve as a model 
for implementation by other governments

• Harmonisation across borders: To encourage governments to talk to 
each other in order to ensure that one country’s requirements do not 
conflict with those of another

• Next generation checkpoints: Along with optimising the capabilities 
of current screening technology, the IATA has urged governments to 
look at future checkpoints that combine technology and intelligence, 
which include elements of behavioural profiling.32

Two of these points deserve further emphasis. Through the course of this 
research, it became clear that a more proactive approach to security is 
required in aviation security. In light of the present terrorist threat, which 
seeks to circumvent technologies that have been put in place in response to 
previous attacks, there is a requirement to be more agile and flexible in our 
responses and not always be responding in a reactive manner. By building in 
security to the whole passenger travel experience, from the moment they 
buy their tickets through to their arrival at their destination, it is possible to 
lessen the impact that security has upon the journey. A key finding of this 
research is that there needs to be improvement in the sharing of passenger 
information and intelligence data sharing between governments, technology 
manufacturers and those delivering aviation security so that fast, on-the- 
ground threat assessments can be made about individuals passing through 
the aviation system.

The aviation industry, as it is represented through the IATA, feels that the 
security area is regulated by too many different bodies with different countries 
having different standards, which leads to an unnecessary duplication of 
effort at the border. At an aviation security conference in 2010, the IATA 
Senior Vice President for Safety Operations and Infrastructure, Günther 
Matschnigg, said that:33

Competent regulators are redoing the security screening performed by other 
competent regulators...we are spending billions of dollars to protect ourselves 
from improbable threats...complex and duplicative regulations provide only 
the illusion of security.

There are clear similarities between the ICAO and IATA approaches for 
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improving aviation security, and if international measures and standards are 
to be strengthened in this field, then both these organisations must play a 
pivotal role. However, it is through co-operation at the regional and national 
level that these improvements will be delivered and at this level co-operation 
is not consistently provided.

Regional Mechanisms for Aviation Security

European Civil Aviation Conference (ECAC)
The ECAC is the European arm of the ICAO and shares a similar agenda in 
its work. In the security aspects of its work, the ECAC has the following core 
operational programmes:

• Audit Programme: This voluntary programme focuses on the organi-
sation of initial and follow-up audits to assess compliance

• Assistance Programme: This programme assists ECAC members in 
raising their security standards

• Common Evaluation Process (CEP) of Security Equipment: This 
process evaluates different categories of security equipment and 
provides Member States with information on their performance 
against set technical specifications. The CEP applies to Explosive 
Detection Systems (EDS) and has been recently extended to include 
the testing of Liquid Explosive Detection Systems (LEDS).34

The ECAC’s responsibility for the evaluation of security equipment is 
one of its most important roles as it provides independent evaluation of 
equipment prior to its deployment within the EU. However, this process has 
been criticised heavily in research interviews for being slow in establishing 
results, as well as working with requirements that are often some two or 
three years out of date.35 In the past, the ECAC advised EU Member States 
and commissioned trials to support standards development. Current EU 
legislation allows for extended trials of new equipment and technologies to 
proceed for up to eighteen months, which has led to ill-conceived tests with 
poorly communicated results, which appears to support national agendas 

Key Findings
• Acting reactively to events does not encourage creative security 

approaches. There is a requirement to examine more flexible, 
proactive security measures

• Governments and industry need to become better at sharing 
intelligence data and passenger information

• To deliver aviation security there needs to be a closer relation-
ship and dialogue between IATA and ICAO.
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and does not incorporate findings from US-led equipment assessments.36

European Union
In the wake of the 9/11 terrorist attacks, the EU adopted its first common 
rules on aviation security in 2002 through Regulation 2320/2002. Prior to 
this time, each EU Member State had its own rules and measures for aviation 
security. The Regulation had detailed provisions on access to sensitive areas of 
airports, aircraft security, passenger screening and baggage handling, control 
of cargo and mail, staff screening and training, and items prohibited onboard 
planes or in airports. Importantly, it also contained an outline of what were 
termed ‘Compliance Measures’, which are inspection rules to ensure that 
Member States are adhering to EU standards, as well as ‘penalties’ which 
‘shall be effective, proportionate and dissuasive.’37 In other words, the EU 
standards have a greater capacity to place pressure on EU Member States to 
comply, something that is lacking with the ICAO security standards discussed 
earlier.

More recently, though, the EU has brought in new regulations that are intended 
to improve, streamline and simplify the procedures established in Regulation 
2320/2002. Regulation 300/2008 was established in April 2010 and aims to 
eliminate the duplication of security controls, by simplifying procedures and 
harmonising procedures between Member States and introducing common 
minimum standards in security training for staff implementing security 
controls. The new EU framework allows for the recognition of equivalence of 
security measures of third countries, which means that passengers arriving 
at EU airports from a non-EU airport and transferring to other destinations 
would no longer need to be re-screened.

By 29 April 2013, this new arrangement will allow all liquids in cabin baggage, 
subject to screening. In the interim, the arrangement allows for the roll-out 
and testing of the associated liquid screening technology at all EU airports. 
The process of allowing liquids back onto aircraft in carry-on baggage is being 
established as a two-step procedure. The EU intends to partially relax these 
rules as of 29 April 2011, whereby duty-free liquids purchased at third country 
airports or onboard third country airlines and carried in tamper evident bags 

Key Findings
• Need to ensure that requirements for security equipment at 

the EU level are designed to meet a current threat assessment
• Need for a more streamlined approach to the evaluation of new 

security equipment at the EU level, which allows for the find-
ings of US equipment assessments to be incorporated into the 
process.
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will be allowed as cabin baggage and will be screened. At present, these 
liquids are only allowed in cabin baggage if they have come from specified 
countries outside the EU (the US, Canada, Singapore and Croatia). This has 
led to many passengers becoming upset at their purchases being confiscated 
when in transit.

This particular issue has polarised opinion amongst governments, the airport 
operators and those within the manufacturers of liquid scanning devices. 
Recent reports have suggested that airport operators, vocalised through 
the Airports Council International Europe, are unhappy about the partial 
lifting of the ban as they feel that the technology currently available to 
scan for liquid explosives is not fully ready for deployment. Furthermore, 
they feel that the technology is unreliable and will lead to severe delays at 
security checkpoints for those passengers in transit.38 In addition, the French 
government has also suggested that a delay should be imposed on enacting 
the new security measures, and US Secretary for Homeland Security Janet 
Napolitano has stated that she feels it is too premature to think about easing 
the ban on liquids on aircraft.39 This opinion is in marked contrast to those 
who are manufacturing the machines who feel that the technology works, is 
reliable and is ready for operational use at airports.

The EU’s efforts to enhance its civil aviation security mechanisms, despite 
having a sound logic and containing a high degree of compliance measures 
for non-adherence, have suffered on a number of issues. Firstly, despite 
the power to impose penalties on Member States for non-compliance, 
there have been varying levels of civil aviation security across the various 
EU States. In addition, it has been found that information sharing between 
Member States is not of a consistent level, with some countries willing to 
share more information and threat detail than others. This has meant that 
co-ordination between Member States has become highly complex and 
problematic. Secondly, there are still varying standards of aviation security 
within the Union itself: some countries such as the UK, Germany and France 
lead, yet other nations are some way behind, degrading the overall aviation 
security architecture.

Key Findings
• There is too much variation in levels of civil aviation security 

standards across EU Member States
• Threat information sharing between EU Member States needs 

to be improved as it is currently highly variable.
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National Approaches to Aviation Security

The US Approach
Predictably, the US’ contemporary approach to aviation security has been 
largely shaped by the events of 2001. Until this point, the responsibility 
for passenger screening was placed in the hands of the airlines, where the 
actual duties of operating the screening checkpoint were contracted out to 
private firms. However, the introduction of the Aviation and Transportation 
Security Act 2001 gave the Federal Government direct responsibility for 
airport screening. The Act also saw the formation of the Transportation 
Security Administration (TSA) within the Department for Transportation 
(and consequently moved in March 2003 to the DHS). 40 The TSA oversees 
the security of all modes of transportation. Its responsibilities extend to the 
recruitment, assessment, training and deployment of security officers for 
450 US airports and the provision of 100 per cent screening of all checked 
luggage for explosives.

One of the key findings of the 9-11 Commission Report was that changes in 
aviation security in the US not only highlighted weaknesses in the US apparatus 
for implementing aviation security, but also contained recommendations for 
improving the regime. These suggested improvements became an official 
Act of Congress through the Implementing Recommendations of the 9/11 
Commission Act 2007, and the DHS has been working towards these targets 
since then.

Perhaps the most significant way that the US has changed its approach to 
civil aviation is through the implementation of a variety of security measures 
to further improve an enhanced, risk-based, layered approach to security. 
This ‘Layered Security’ approach, the front line of which are the screening 
checkpoints at the airport, also includes a range of additional measures 
both visible and invisible to the public: intelligence gathering and analysis, 
checking passenger manifests against watch lists, random canine team 
searches at airports, Federal Air Marshals and federal flight deck officers, to 
name but a few. It is through the combination of these measures that the 
US feels that its security is enhanced: the flexibility is designed to keep the 
would-be terrorist guessing as to what measures they may be facing upon 
entering an airport. Figure 1 illustrates the various layers of security that the 
US employs. The TSA uses a ‘playbook’ whereby different levels and methods 
will be used for a particular period of time to enhance the unpredictability of 
the security approach.

In the US there is a focus on high-end technology, which is seen as pivotal 
to delivery of security, and this focus on technology has led to a productive 
relationship with industry. Firstly, this is due to a mature, two-way dialogue 
between industry and government that enables the TSA to share information 
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with industry about both the threat faced and the performance requirements 
they have for a technology need. This enables the equipment being deployed 
to be cutting-edge and tailored to meet the threat requirement. This type 
of threat information sharing between government and industry does not 
happen in the EU and UK,41 meaning that technologies being introduced are 
likely to be behind the pace technologically and only capable of responding 
to old threats. Secondly, almost half of the total global demand for aviation 
security technology comes from the US. The budget for passenger screening 
alone in 2011 will be some $769 million.42 Stephen Phipson, President of 
Smiths Detection, has stated that:43

Many countries have relied on half measures in terms of spending on research 
and development, and they rely on U.S. testing as a seal of approval. As a 
result, the world could be moving toward something resembling a de facto 
TSA standard for technology.

At present, European capability in this area is derived from research and 
development that takes place for the US market and has already been 
certified there also. However, once equipment is brought into the European 
market it is required to undergo further certification, leading to severe delays 
in the introduction of new technology.

Figure 1: The US ‘Layered’ approach to aviation security44
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In the wake of Abdulmutalleb’s failed bombing on Christmas Day 2009, Janet 
Napolitano, DHS Secretary, highlighted aviation security as one of the key 
concerns for her department. In January 2010, she outlined five areas in 
which the DHS would look to enhance aviation security:

1) To re-evaluate and modify the criteria and process used to create 
terrorist watch lists: This was done through the implementation of ‘Secure 
Flight’, whereby the TSA pre-screens passengers directly against government 
watch lists, which was previously conducted by individual air carriers. The US 
expected that all international carriers with direct flights to the US should be 
doing the same by the end of 2010, something that has not been fulfilled.

2) To establish a partnership with the US Department of Energy and its 
National Laboratories: To develop more effective technologies to disrupt 
and deter terrorists and to examine proactive ways in which this could be 
done.

3) To accelerate the deployment of advanced imaging technology to 
provide greater explosive detection capabilities: These full-body scanners 
were rolled out in the US during Thanksgiving in 2010, which led to mixed 
reception from the public, some of whom were not happy with what was 
perceived as an additional intrusion upon their civil liberties.

4) To strengthen the presence and capacity of aviation law enforcement by 
deploying law enforcement officers as Federal Air Marshals on US inbound 
flights.

5) To work with international partners: To strengthen international security 
measures and standards for aviation security.45

It is the last of these measures that has been so visibly pursued over the 
past twelve months by Napolitano. She has been working with the ICAO and 
leading a global initiative to strengthen the international aviation system 
against the evolving threats from terrorism. During 2010, she was involved 
in a series of international dialogues and agreements to strengthen the civil 
aviation system through enhanced information analysis and sharing, co-
operation on technological development and modernised aviation security 
standards. Over a three-month period, an agreement was made on an EU–
US Declaration, in Mexico an agreement was made incorporating key Latin 
American nations, an Asia-Pacific Declaration was made and Napolitano also 
met with Middle Eastern officials. All of these efforts on a regional and bilateral 
basis worked towards the eventual signing of the ICAO Comprehensive 
Aviation Security Strategy in Montreal in September 2010. She also included 
of industry in her efforts through a joint dialogue with the IATA, with IATA’s 
CEO Giovanni Bisignani stating:46
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We applaud Secretary Napolitano’s commitment to engage industry and 
find workable and effective solutions. A single meeting cannot solve all the 
security challenges we face but it is a major step in the right direction. We 
had a lot to teach each other and today is the start of a regular high-level 
dialogue on this critical issue. This cooperation should become a model for 
other countries to adopt.

Difficulties with the US Approach
The US ‘Layered Security’ approach to aviation security does offer a flexible, 
mature approach to dealing with the terrorist threat. However, there are two 
key areas where there are difficulties with the US methodology to aviation 
security.

Firstly, whilst the US has gained global support for leading the effort to raise 
international aviation security standards, there are still issues that need to 
be dealt with in some of its own bilateral relationships, most notably with 
the EU on the topic of information sharing. EU Member States do not have 
a strong record of information sharing amongst each other, preferring to 
co-operate in a series of bilateral relationships. Another inhibitor to co-
operation has been EU legislation, which is particularly strong in its efforts to 
uphold citizen’s data privacy and civil liberties, and this has also surfaced at 
the EU–US level. Despite signing an agreement on the sharing of Passenger 
Name Records in 2007, the topic of information sharing has created difficulty 
between the two regions. The EU argued throughout 2010 for more rights for 
its citizens to manage their data, and to ensure a high level of protection of 
personal information. Vice President Viviane Reding, the EU’s Commissioner 
for Justice, Fundamental Rights and Citizenship, was quoted in December 
2010 as saying:47

Protection of personal data is a fundamental right for EU citizens...To 
guarantee this right we need to be ambitious in our approach to personal 
data protection – both at home and abroad. Today’s decision gives us the 
green light to negotiate a solid and coherent agreement with the United 
States which balances enforceable rights for individuals with the strong 
cooperation we need to prevent terrorism and organized crime.

This approach has not been well received by the DHS and led Napolitano 
to publicly criticise the EU, calling their conditions upon which greater data 
sharing should be based as being ‘unrealistic’.

Furthermore, the EU and US are diverging in their approaches to cargo 
security. At the EU level, cargo security is controlled through the EU 
Framework Regulation 300/2008. This regulation is intended to harmonise 
cargo security procedures across the EU in order to make it easier for EU cargo 
operators to comply with the US regime of 100 per cent cargo screening. 
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The legislation has progressed in three key areas: an independent validation 
system of known consignors; a mandatory EU cargo database of known, 
unknown or unaccredited consignors; and a distinction between direct and 
transit cargo.48 There have been substantial delays in implementing the 
regulation in several EU Member States, which has meant that the previous 
system, in which national agents are in charge of validating the shippers, will 
still be in operation until 2012. Analysts have concluded that, due to these 
delays, there are considerable problems with dealing with cargo security in 
a comprehensive manner:49

...the lack of standardised security protocols and poor communication 
between the competent authorities makes the EU and US systems highly 
incompatible. Third countries complicate this further. Their specific screening 
regime inevitably means different levels of security, and the picture is one of 
a worryingly unregulated field.

At the national level, there have been some public perception problems with 
the introduction of new security measures. The TSA, by December 2010, 
had purchased some 500 cutting-edge Advanced Imaging Technology (AIT) 
body scanners with plans to buy more in the near future. In response to a 
threat increase in the US, during the Thanksgiving holiday break in 2010, 
these machines, already in use, were utilised in combination with a new ‘pat-
down’ procedure in which sensitive body areas of all passengers could be 
firmly ‘patted’ to search for hidden devices. During the period in which these 
procedures were introduced, there was public and media reporting of the 
measures being overly invasive along with concerns about the images on 
the AIT machines revealing naked images of the people being scanned. This 
led to protest against such measures as a breach of people’s civil liberties.50 
Interviews conducted for this research suggested that a clear public 
communications effort by the TSA and DHS prior to the rolling out of these 
new measures, to explain why these measures were being introduced, could 
have done a lot to stem these concerns.51 With greater consultation and 
involvement of the public it may have been possible to avoid the criticism 
they encountered as people would have more understanding as to why they 
were being searched.

However, what was also ignored within this debate was the fact that there are 
measures that are taken to protect passengers’ rights as they pass through 
AIT. The technology can ensure that operators viewing the images cannot 
see the individual being scanned and that images are deleted quickly. The 
system can blur the face of the person being scanned and the images are not 
stored, printed or transmitted.
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The UK Approach
There are various levels of legislation that govern aviation security in 
the UK. From discussions with experts for this research, it emerged that 
this makes understanding how precisely the pieces of the jigsaw all fit 
together highly confusing.52 However, three key international treaties that 
govern international aviation security also apply within the UK – the Tokyo 
Convention, Hague Convention and Montreal Convention – which were 
originally enacted in UK legislation through the Tokyo Convention Act 1967 
(since superseded by the Civil Aviation Act 1982), the Hijacking Act 1971 and 
the Protection of Aircraft Act 1973.

The Lockerbie bombing in 1988, however, had a profound impact on the 
reshaping and bolstering of UK aviation security:53

The combination of measures implemented in the wake of Lockerbie led to 
the UK becoming one of the best-protected countries in the world as far as 
aviation security is concerned.

Additional legislation was introduced to provide a more robust framework 
with which to work, in the form of the Maritime and Aviation Security Act, 
which authorised the Department for Transport to suspend the activities of 
any airline or airport company for breaches of the Act, and for Transport 
Security and Contingencies Directorate (TRANSEC) security inspectors to issue 
enforcement notices when there was a failure to comply with a direction. The 
Act also created new offences relating to security at aerodromes, bringing 

Key Findings
• The US employs a flexible ‘Layered Security’ approach to civil 

aviation, incorporating measures which are both visible and in-
visible to the public

• There is a focus on ‘high-end’ technology, and the US maintains 
a mature dialogue regarding current threats with the security 
manufacturers

• European capability in aviation security technology is largely 
derived from research and development that takes place in the 
US

• The US has driven the international debate on harmonising in-
ternational standards forward through ICAO

• There are unresolved issues between the EU and US regarding 
information sharing and the protection of citizens’ privacy and 
civil liberties

• EU and US approaches to cargo security are not aligned and 
could lead to divisions in standards.
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individuals within the scope of aviation security legislation so that certain 
acts prejudicial to aviation security became offences; for example, it became 
an offense for an individual to give false information in answer to questions 
relating to baggage cargo or stores.54 

At this point, 100 per cent checked baggage screening using multi-layered, 
integrated technology was initiated, as was 100 per cent staff screening. 
Since then, there have been a number of other pieces of legislation 
introduced to further enhance UK aviation security, including the Civil 
Aviation (Amendment) Act 1996 and 2006, the Aviation Security Regulations 
2010, Anti-terrorism and Crime and Security Act 2001 and the Policing and 
Crime Act 2009, all of which have brought with them their own incremental 
increases in requirements for operators and industry to respond to, both 
procedurally and technologically. It was pointed out in various discussions 
with those in industry and the operators of airports that having such a 
wide range of legislative requirements placed upon them made it difficult 
to manage a flexible approach to security. It left less space for them to be 
unpredictable and inventive with their security screening, as they were 
consumed with filling the baseline security requirements from the existing 
legislation.55 On the positive side, this has come from the UK leading the 
way with raising the standards for security far beyond what most countries 
would deem necessary; however, as has been shown in recent times, it is the 
weakness of other states’ security arrangements that has impacted the UK 
most severely.

Layers of Responsibility for Aviation Security
Unlike the US where one agency, the TSA, has sole responsibility for the 
delivery of aviation security, the UK picture is more fragmented. Responsibility 
for aviation security can be divided into three main areas:

1) Landside security: Incorporates security at the airport terminal and 
associated buildings, and the protection of crowded places. This is a risk-
assessed process which is conducted through Multi-Agency Threat and Risk 
Assessment (MATRA) groups at the airport, which are reviewed monthly to 
ensure they are in line with the threat level. The lead for delivery of this 
element of security is the police service and the airport operators.

2) Security screening: Incorporates the screening of cargo and passengers 
and the setting of standards and regulation of this process. This element is 
owned by the Department for Transport through TRANSEC.

3) Border control: Involves the checking of documentation for immigration 
and customs – in other words, passports and visas. This element is owned by 
the UK Borders Agency.
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In interviews for this research, it was stated that all of these three elements 
were not co-ordinated in their approach. Furthermore, it transpired that 
information sharing and co-operation between the various agencies involved 
was not optimal and if improved upon would enhance aviation security 
efforts.56

In the recent Strategic Defence and Security Review (SDSR) that the UK 
government issued in 2010, the issue of aviation security was highlighted in 
reference to the somewhat fragmented approach that the UK takes on this 
front. It stated that the government intended to:57

...adopt a stronger and more focussed cross-departmental approach to 
improving aviation security. This will involve modernising the regulatory 
regime and looking at ways in which policing, passenger screening and 
border controls might be better integrated, to drive up security standards 
and improve the passenger experience. To assist this, we will also fund work 
under the INSTINCT programme to identify and help develop innovative 
ways of managing secure transit through airports. We will publish proposals 
for consultation shortly on changes to the regulatory regime. The threat to 
transport security overall continues to evolve, and it is essential that we work 
closely with industry to continually improve the security systems needed to 
respond to changes in the threats we face.

We are now seeing elements of this thinking filter through into the public 
domain. TRANSEC is currently drafting its ideas of a new regulatory approach 
to aviation security, which is an ‘outcomes-based’ approach. This idea would 
mean that the traditional UK approach of a tightly-regulated compliance 
process of aviation security would be relaxed, so that the airport operators 
were given a set of security objectives and then given freedom in the way 
that they reach these objectives. The government would then act in an 
oversight manner to assess the effectiveness of the systems put in place. 
This approach could lead to better delivery by operators, who could well rise 
to the challenge that this would present and improve their performance if 
given more flexibility. However, there is potential that the opposite could be 
true and that this approach could cause confusion and inconsistency among 
the operators, creating further confusion amongst an already confused and 
frustrated public.58 It would be imperative that in setting these objectives 
there is a close dialogue between the regulator and the operator, in order 
that the objectives are set in collaborative way, rather than being dictated to 
the operators by government. Furthermore, as the UK experiences extensive 
governmental budgetary cuts, it is unclear as to whether this approach is 
a thinly veiled cost-cutting exercise. This type of outcomes-based approach 
would be similar to that which existed in the US prior to the 2001 attacks. 
The airlines themselves were responsible for security and it was reported 
in the 9-11 Commission Report that this was an inadequate method of 
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ensuring security which was partly to blame for the failure to detect the 
9/11 terrorists. Whilst an outcomes-based approach sounds very attractive 
to government, it is unclear how well it would be received by the aviation 
industry and airport operators as they have to absorb additional costs.

Conclusions
As the research has demonstrated, civil aviation security is a highly complex, 
intricate issue. Not only are there a multitude of technological, procedural 
and legal approaches, but there are differences between the kinds of 
approaches that are acceptable to the public, industry, the operators and 
government. Disagreements about the most sensible way forward exist, 
with some feeling that increased regulation at the international level is 
important, whilst others maintain a lighter touch from the regulators would 
be a welcomed improvement on existing structures. Maintaining a secure 
civil aviation system without excessive heavy-handedness is the ultimate aim 
for all of those involved. But how do we get to such an ideal end game and, 
indeed, is it possible?

Eradicating the Weakest Link
The central tenet of this research is that any nation’s aviation security process 
will only ever be as strong as that which other nations enforce. Therefore, if 
you have a weak security process being used in a particular nation it lowers 
the level of security globally. Something that terrorists have consistently 
demonstrated is an understanding of where these weakest links exist and an 
ability to exploit them. It is vital that global efforts are supported to eradicate 
these weak links in the chain. There needs to be a more concerted focus 
on understanding and tackling inbound threats and building resources and 
security capacity in the countries of greatest concern.

Creating global, harmonised baseline standards needs to be a priority and 
international work needs to be conducted to set and enforce these standards. 

Key Findings
• There is a vast array of legislation that covers aviation security 

and this can lead to less flexibility at the operational level
• There is a need to take a more joined-up approach between the 

agencies that have a role in aviation security, and information 
needs to be shared more freely between them

• An ‘outcomes-based’ approach to aviation security can only 
work if there is close collaboration and dialogue between the 
regulator, operator and security industry

• There is a danger of an ‘outcomes-based’ approach being per-
ceived as a cost-cutting exercise.
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It is difficult to know what the lowest common denominator should be 
when setting minimum security standards and different opinions exist in this 
regard:59

It is all very well trying to increase the standards but somebody has got to pay 
for it at the end of the day and aviation security is a very expensive business. 
You have to have a regime in place that can work in the Cote D’Ivoire and in 
the Solomon Islands and in the United States and in the UK, and in coming up 
with a baseline it is always going to be significantly lower than we are going 
to put in place here.

Despite this difficulty of inequality and understanding how low to place the 
baseline, with close support and co-operation at the international level there 
is no question that raising global aviation security standards will assist in 
eradicating the ‘weak links’ in the security chain.

• Recommendation 1: More urgent work towards the setting of in-
ternational standards on aviation security needs to be supported 
through the ICAO

• Recommendation 2: Increased focus on understanding and tackling 
inbound threats, and building resources and security capacity in the 
countries of greatest concern.

‘Powering Up’ the ICAO
The aviation security problem is not one that can be answered solely through 
the actions of one single nation. It is only through co-ordinated international 
efforts that success can be found at the global level. The fact that the ICAO 
is the central UN body for civil aviation means that it should be kept at the 
heart of new approaches to strengthen security. The research supports the 
current efforts that the US and ICAO have made in pushing for global support 
of higher standards of security. However, this aim cannot be achieved unless 
significant capacity for enforcing and incentivising adherence to these 
standards is put in place.

The inspections must carry enough potential consequences that countries 
strive to meet and exceed those standards. To achieve this, both the ‘carrot’ 
and the ‘stick’ can be used. Clearly, to ensure that the weakest nations are 
bought up to a sufficient standard, a higher degree of international assistance 
and investment is required to motivate. Assistance is provided already 
from international bodies such as the ICAO and also on bilateral basis from 
individual nations. However, this higher level of assistance should be tied to 
compulsory audit and inspection agreements, and the ICAO should be given 
the power to impose strict penalties if a country’s aviation security measures 
drop below the accepted standards.



tobias feakin 31

One way in which this could be achieved is by treating security in the same 
way as safety within civil aviation:60

Effective security needs a system that is built on global harmonisation, 
effective information exchange, industry/government cooperation, risk 
assessment and efficient technology. This is how we made flying the safest 
way to travel. We must take the same approach with security.

Safety, for obvious reasons, has been a core focus of the aviation industry, 
governments and operators. If a particular airline does not adhere to 
strict safety regulations, then it can ultimately be stopped from operating. 
Similar principles could work for security inspections. For example, airport 
security inspections could determine where on a ‘traffic light’ scale the 
airport rates. If this revealed a red light, meaning that the airport standards 
were below an acceptable standard, then that airport is blacklisted and 
international flights are prohibited from flying in and out. Obviously, the 
principle would be simpler in theory than in practice, but it is an idea worth 
considering.

• Recommendation 3: The ICAO requires more capacity for enforcing 
and incentivising adherence to international aviation security stand-
ards

• Recommendation 4: Aviation security needs to be thought about in a 
similar manner to ‘safety’ concerns in the aviation industry

• Recommendation 5: A ‘traffic light’ system of ranking global airports 
should be introduced with strict penalties for poor results.

Government-Led Regulation or More Private Sector Responsibility?
Throughout the course of this research a theme that consistently arose was 
the debate over regulation. Or to put it another way, should government 
regulation be the norm or should more responsibility and risk be placed in 
the hands of the operators? There are often cries from industry of excessive 
oversight and interference from government in the UK, but one of the key 
developments in the US system during the 2000s was the reinstating of 
federal ownership of aviation security in the wake of the 9/11 attacks. This 
enhanced the security of US airports according to the US 9/11 Commission, 
which saw private sector ownership of security as an inherent weakness.61

The move towards an ‘outcome-based’ approach in the UK seems to be a 
positive step. However, this must be achieved through a fully co-operative, 
consultative process with industry and the airport operators. By building a 
fully inclusive dialogue between the different stakeholders, it builds buy-in 
from an early stage, rather than an outcomes-based approach being based 
solely upon governmental thinking and presented to the private sector as a 
fait accompli.
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Industry has frequently perceived the measures introduced by governments 
to tackle terrorism as being heavy-handed and not in keeping with the 
statistical reality of the threat. Michael O’Leary, the outspoken boss of 
Ryanair, has commented that he felt that airlines have been ‘scarred’ by the 
aftermath of the 2006 Liquid Bomb plot, which triggered security changes. 
Similarly, Martin Broughton, chairman of British Airways, had urged the 
UK government to stop ‘kowtowing’ to US security demands and to drop 
‘redundant’ anti-terror precautions at airports.62 US airport owners were 
not happy with the measures that the US government introduced before 
Christmas, which led to intense public anger at delays in airport security and 
complaints of civil rights being infringed. Clearly, it is only through an open 
dialogue that an appropriate resolution and compromise can be reached.

• Recommendation 6: A move towards a fully inclusive dialogue 
between government, aviation security operators and technology 
manufacturers in order that regulation is directed in the right manner.

Creating Proactive Approaches
A theme of this research has been the fact that aviation security has been a 
politically-driven, reactive process that has been formed through responses 
to key terrorist events. The political requirement to be seen to act in response 
to an attempted terrorist attack means that governments are frequently 
responding to events rather than looking ahead and understanding where 
new threats might arise. Obviously, adopting more proactive approaches to 
aviation security could become a more costly process if endless potential 
terrorist threat scenarios are examined and invested in. However, assessing 
the weakest links in current security mechanisms is a logical starting point 
and trying to strengthen processes rather than technological investments 
could be a lower-cost option. Clearly, the cycle for testing and evaluating 
equipment could benefit from being standardised, so that governments can 
choose and deploy equipment quickly and with confidence that it adheres 
to a common level of operational excellence. At present, the differences 
between US and EU levels of testing and assessing equipment leads to 
excessively long time scales before equipment can be deployed.

There is no doubt that the terrorist threat will keep evolving and morphing 
over time, as has been proven over the past fifty years, and keep targeting 
the civil aviation sector. To stay one step ahead, proactive thinking has to 
be in place, to understand new areas of potential weakness such as cyber-
security in aviation. However, we cannot respond to every perceived threat 
and civil aviation must be based upon thorough risk assessment. Yet, if a 
responsive security architecture is maintained, we will continue to be one 
step behind the terrorist, and we will continue to have security systems that 
cause division between the public, government, the operators and industry.
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Niki Tompkinson, the former Director of TRANSEC, states that much of the 
adverse impact of security on the aviation industry is due to infrastructure 
and systems that were built before the need for security:63

The concept of security really needs to be intrinsic to operational design. If 
we were all starting again to design a way of moving people and goods by 
air which would minimise vulnerabilities and maximise the effectiveness of 
security measures, it would all look very different.

By building security into the whole passenger travel experience, from the 
moment they buy their tickets through to their arrival at their destination, it 
would be possible to lessen the impact that security has upon the journey. 
A key finding of this research is that there needs to be improvement 
in the sharing of passenger information and intelligence data between 
governments, technology manufacturers and those delivering aviation 
security so that fast, on-the-ground threat assessments can be made about 
individuals passing through the aviation system. Industry representatives 
interviewed for this research were quite clear in stating that if they were 
given more understanding of requirements and the threat picture, then they 
could provide more adaptive and cost-effective pieces of technology; but 
until this information is shared, pieces of equipment would be built on the 
basis of their perception of the threat.

• Recommendation 7: A continual assessment process of vulnerabili-
ties in the aviation security chain should be maintained

• Recommendation 8: Build a common EU-US approach to testing and 
evaluating new screening technologies that validates capability and 
ensures deployment under existing regulations

• Recommendation 9: Aviation security needs to be built into aviation 
systems rather than be bolted on

• Recommendation 10: Improving threat information exchange be-
tween technology providers and regulatory authorities will enhance 
the development of more innovative technology

• Recommendation 11: Information sharing at the international, 
national and operational level needs to be enhanced in order that 
security screening is consistently intelligence-led.
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