Space for Defence and Security

The importance of space assets to the work of military and security personnel is not well understood or widely appreciated. Australia has estimated that up to 90 per cent of all its military activities are reliant on space assets and the UK Ministry of Defence has indicated a similar dependency. Satellite communications, high resolution satellite imagery, weather forecasting, and GPS positioning for precision weapons, navigation and precision timing are just some of the applications used by all levels of the military chain of command.
This conference attracted a multi-national audience and delegates from a number of UK government departments. It highlighted the importance of space to the Security sector both in the UK and overseas. Speakers from the US, Canada, Australia and from across Europe contributed to the presentations. It heard that European nations are keen to develop their national assets and that NATO proposes to develop Coalition Space Operations (CSpO). This strategy raises issues of technology transfer, security classification of data and competition for usage and would also direct efforts away from individual national strategies. However the result would be shared ownership of a satellite constellation and therefore access to greater capabilities. This type of multi-national programme proposal was also raised by the European Defence Agency (EDA) and European Space Agency, proposing development of pan-European standards and working practices to bring a shared capability to the participating countries.
The conference emphasised that space is a rapidly growing industry with over $250bn in total annual revenues and 31 companies drawing significant revenue from space-based products listed on US market exchanges. It addressed the threats (both natural and military) to the UK’s overall space capability and assessed whether new steps should be taken to assure our access to space. Conclusions stressed that reliance on space is integral to the civil, military and commercial industries and space should be considered part of the critical national infrastructure.

Space control was also a dominating theme of the conference. Ironically this concept often associated with the height of the Cold War, is again increasing in importance as military and security forces become more reliant on space-based capabilities. A significant number of recommendations centred around the requirement for international space situational awareness systems to gain a better understanding of the space environment, space debris (natural and man-made) and to monitor any suspicious behaviour. There was also a broad consensus among the speakers that the entire space system - satellites and ground stations - should be made more robust, both from natural and man-made threats. A salient view was that satellites may eventually need means to defend themselves or at least to carry damage assessment sensors in order to ascertain what might have caused damage, both for technical and political evaluation. The conference discussions also highlighted the need to have responsive launch capabilities so that a satellite could be replaced in weeks rather than months or years. Physical attack is widely seen to be anti-social as it scatters debris around the planet but with cyber-warfare on the increase, there are more subtle ways of disabling a satellite. International collaboration on space situational awareness and continued investment in national expertise is therefore required to assure the space domain for the future.
