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Foreword

The use of unmanned vehicles is not new;
examples of basic, unmanned vehicles date
back to the Second World War however, in
recent years, technology in this sector has
matured and unmanned vehicles are
proliferating both in number and
application. The operational benefits are
undeniable but the proliferation of
applications and the rate at which these
systems are being adopted has raised some
interesting ethical and legal conundrums.

This paper seeks to outline the current
applications of unmanned systems and
examines some of the issues pertaining to
their use on the battlefield today and in the
future. The report is split into five areas:
capability of unmanned vehicles;
proliferation of unmanned vehicles; the
ethics of autonomous vehicles; international
law and regulations; and operational
considerations. Much of the material stems
from discussions at the RUSI Ethics and
Legal Implications of Unmanned Vehicles
Conference held in February 2008. All
materials from this event are reported
without attribution except for prepared
remarks given from the platform.

The author would like to thank the British
Computer Society for initiating and
supporting the project and recognise the
help of Allison Barrie, Michael Franklin, Ian
Gallett & Kent DeBenedictus in putting
together the report. Thanks also to all the
speakers and participants at the RUSI Ethics
& Legal Implications of Unmanned Vehicles
conference in February, who through their
presentations and other input helped scope
the initial topics and laid the foundation for
this report.

Capabilities of Unmanned
Vehicles and Technology
Trends

Unmanned vehicles can be divided into
three categories: Unmanned Air Vehicles
(UAVs), Unmanned Ground Vehicles
(UGVs) and Unmanned Naval Vessels. The
latter category can be further subdivided
into unmanned surface vehicles (USVs) and
Unmanned Underwater Vehicles (UUVs).

Military unmanned systems also have
different degrees of autonomy: (remote)
controlled, semi-autonomous (systems
which have a degree of autonomy but
remain supervised) and fully autonomous.
Generally, current models are remote
controlled although some have a level of
autonomy. Next generation systems are
likely to exhibit much higher levels of
autonomy while co-operative systems (i.e.
robot teams of two or more) are also being
investigated.

Unmanned Air Vehicles (UAVs)

A broad spectrum of UAVs is in operation
today, ranging in size from hand-held
systems to UAVs that are the size of manned
aircraft. The performance characteristics of
these systems are extremely varied and
provide different operational capabilities.
The majority are used for surveillance,
reconnaissance and target destination, but
there are some combat variants that are able
to deploy weapons. It is principally this
combat capability which raises ethical
concerns.

The largest and most capable operational
UAVs are Medium Altitude, Long
Endurance (MALE) UAVs, such as the MQ-
1 Predator and MQ-9 Reaper, and High
Altitude, Long Endurance (HALE) UAVs,
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such as RQ-4 Global Hawk. Such systems
can have flight times in the region of 30
hours and operate at altitudes of up to
65,000 ft. The RQ-4 Global Hawk is the
largest UAV currently in production, with a
length of 14.3m, wingspan of 39.6m and a
payload capacity of 1360 kg. These systems
typically have electro-optical sensors, infra-
red sensors and a Synthetic Aperture Radar
(SAR) with moving target indicator (MTI)
capability. This provides day and night, all-
weather reconnaissance to ground stations
that can be located thousands of miles away.

Short Range and Tactical UAVs include the
Hermes 450, the SPERWER and the Hunter
UAVs. These have shorter ranges (typically
125-250km) and operate at lower altitudes
(i.e. <15000 ft). They typically carry an
electro-optic/infra-red dual sensor and
provide narrow and wide angle views of the
battlefield.

Mini-UAVs, such as the Desert Hawk, are
much smaller and are designed to be man-
portable. They are hand launched and
are operated from a laptop by military
personnel close to the front line. Their
endurance is much shorter (around an hour)
and they are primarily used for beyond-line-
of-sight scouting at a range of roughly 5 km.
They have been used extensively by allied
forces to detect Improvised Explosive
Devices (IEDs) and ambushes on convoy
routes.

There are also several ‘micro-UAVs’
currently in service, such as the USAF’s
WASP Block III. The hand-held WASP UAV
(length 38cm, wingspan 72 cm) provides
Battlefield Air Targeting using forward and
side looking colour and infrared video
cameras. It is electrically powered, providing
an endurance of about an hour, and
operates at a mission altitude of between 15
and 300m above the ground. TheWASP can

perform fully autonomous missions, using
a GPS-based navigation system, although it
can also be manually flown via remote
control equipment.

Remotely operated rotary vehicles are also
available ranging from the size of a mini-
UAV to that of a light utility helicopter.
Unmanned helicopters are particularly
popular with navies as they require less deck
landing space than manned; Deck landing
capability, however, has yet to be fully tested
– for example the leading rotary UAV, Fire
Scout, has yet to complete sea going trials

Unmanned Ground Vehicles

UGVs are mainly used for Explosive
Ordnance Detection (EOD) and disposal
versions can be used for reconnaissance,
surveillance and target acquisition. They
have also been proposed for perimeter
surveillance, vehicle checkpoints, house
clearance searches, logistics, fire-fighting,
casualty recovery, mobile communications
links, mobile power supplies and decoy
targets.1 UGVs tend to be either tele-
operated (remote controlled) or
autonomous. The autonomous vehicles are
as yet relatively simple systems but can
navigate an environment without human
intervention, work for extended periods,
detect objects of interest such as people and
vehicles and avoid situations that are
harmful to themselves or innocent civilians.
Some have a level of learning ability too.

UGVs are particularly useful for the urban
environment. At the RUSI conference, it was
estimated that there are over 4,000 ground
robots in Iraq at present, most serving
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explosive ordinance disposal purposes.
Examples of EOD robots include the
Andros EOD, TALON Swords and the
iRobot PackBot. Small, lightweight tactical
UGVs, such as Gladiator have also deployed
with forward forces providing additional
surveillance and firepower in urban
environments.

Larger, ruggedised UGVs have been
designed for perimeter surveillance such as
the IAI Guardium, and Applied Perception
TAGS UGVS. These all-terrain vehicles are
approximately the size of a car and are semi-
autonomous. They are intended to remove
the need for sentries on the perimeter of
bases and can autonomously patrol an area
for unwelcome intruders while being
monitored by base security. Static, remote-
controlled weapon systems are also used for
border protection. These include the Israeli
See-Shoot system (which is to be deployed
along the border with the Gaza strip) and
the Samsung SGR-A1 (which has been
deployed along the Demilitarised Zone
between North and South Korea). Both
systems are able to function with some level
of autonomy but will be remotely operated
for the present.

There are also a large number of logistics
applications for UGVs. The Mobile
Detection Assessment and Response System
(MDARS) patrols logistics centres to detect
intruders and helps keep track of inventory
stock. The Crusher and MULE are semi-
autonomous vehicles which are designed
to accompany dismounted troops and
reduce the load each soldier has to carry.
The US Army is keen to automate logistic
supply convoys; given the large number of
IED attacks on US convoys, this approach
could significantly reduce the number of
deaths and injuries to US personnel. A
number of solutions have been proposed:
one is a Follow-the-Leader system, where

only the front vehicle requires a driver,
the other vehicles simply follow the truck
in front. This system is relatively mature and
has recently been tested with drivers in the
follower vehicles. Soldiers taking part in
the investigation commented that the
system gave them more opportunity to
watch for threats. It is rumoured, however,
that it is relatively easy to get the follower
trucks to follow other vehicles. Certainly,
the biggest danger with unmanned logistics
vehicles is the risk that they will arrive on a
base with an enemy explosive device on
board.

There are also new systems under
development called ‘throwbots’ which are
effectively intelligent grenades. The
throwbots are lobbed into a building where
they scan the area. If the building holds
hostile personnel, the throwbot can be
detonated; if the building only contains
civilians, the weapon will shut itself off.

Unmanned Underwater Vehicles

There is a long history of unmanned
underwater vehicles. There are two groups
of UUVs. The first is a Remotely Operated
Vehicle (ROV), which is tethered to a
mother ship via a cable through which it
receives power and communicates from its
operators. This technology is well
established and has been aiding undersea
exploration for decades:

The Cable-controlled Undersea
Recovery Vehicle (CURV) was
developed in the early 1960s by the
former Pasadena Annex of the Naval
Ordnance Test Station, one of SSC
San Diego’s parent laboratories.
CURV was designed to recover test
ordnance lost off San Clemente Island
at depths as great as 2000 feet, but
became famous in 1966 with the
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recovery of an H-bomb off Spain in
2800 feet of water.2

The second is an autonomous vessel (often
denoted AUV). A NATO report on Human
Factors for unmanned vehicles indicated
that:

In the military underwater domain,
more than others, research has been
characterised by a desire for a direct
route to behaviourally simple but
fully autonomous UUVs.

Potential AUV uses include: mine
countermeasures, environmental data-
gathering, rapid environmental assessment,
above and below water intelligence
gathering, anti-submarine warfare,
expendable sensor deployment for, among
other tasks, tracking and trailing an enemy
submarine, bi-static sonar operations, or
simply as a trainer.

The US Battlespace Preparation
Autonomous Underwater Vehicle (BPAUV)
is a good example of an AUV. The BPAUV
weighs 800 pounds, is 122 inches long, is
powered by lithium polymer batteries and
has an operational speed of 3 knots. The
vehicle is launched by crane from a mine
warfare vessel and travels on a preset course
loaded into its programme. BPAUV searches
the waters ahead of the Mine
Countermeasure Vessel (MCV) for mine-
like objects using a synthetic aperture sonar.
Such sonar systems are very capable but are
power-hungry and can limit the endurance
of the vehicle. No communication occurs
during a mission and BPAUV does not have
an onboard identification or classification
capability. Other AUVs use sonar
communication to update mission

information and have more advanced
onboard processing units. AUVs can
currently operate for up to 20 hours.

UUVs were used in support of
Operation Iraqi Freedom. Naval Special
Clearance Team (NSCT) One, along
with Royal Navy and Australian
forces, on 24March 2003, handled the
task of exploratory mine hunting to
render the port safe for incoming
humanitarian aid shipments. NSCT
One accomplished its mission with
the aid of Unmanned Undersea
Vehicles (UUV). It also conducted
additional UUV operations further up
the river at Az Zubayr and Karbala,
Iraq. NSCT One went into action by
initially checking the bottom for
mines. Then the divers conducted
tactile searches of the quay wall out
into the surrounding water to
determine any possible mine burial
zones.

Looking to the future, the Woods Hole
Oceanographic Institute and the Webb
Research Corporation have recently
demonstrated an underwater glider which
can ‘fly’ using underwater thermal currents.
The team claims the glider could operate for
as long as six months at a time, rising
occasionally to the surface to orient itself by
GPS. This could be a considerable
breakthrough for UUVs, providing cheaper
vehicles and significantly extending
operational availability. Currently, the glider
only operates limited sensor suites in order
to minimise the power demands. Further
work is needed to achieve similar
endurances with synthetic aperture sonar,
for example.

Enabling Technologies

A number of the tasks currently undertaken
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by a pilot/driver/captain on a manned
vehicle must be reallocated for an
unmanned vehicle. These functions can
either be assumed by a remote operator or
automated (either in on-board systems or
the ground equipment). Both of these
options rely on microprocessor and
communication (data link) technology.
Advances in these two areas will determine
the future autonomous capabilities of
unmanned vehicles. Potentially, the entirety
or any subset of unmanned vehicle
functions could be autonomous in future
systems. These functions include:

1. Sensor and other information fusion
2. Communication management
3. Optimal path planning
4. Collision avoidance
5. Trajectory motion and path following
6. Target identification and threat

evaluation
7. Engagement decision
8. Weapons deployment
9. Abort decision making/response
10. Task scheduling
11. Co-operative tactics

Current technologies provide automation in
basic functions but with very limited
autonomy in performing more complex
tasks. A fully autonomous capability, in
which the unmanned vehicle will generate
and perform multifaceted missions, is
unattainable until a true Artificial
Intelligence (AI) technology becomes
available. Speakers at the RUSI conference
estimated that we are around ten to fifteen
years from having intelligent machining. AI
is a vague term and can be (erroneously)
applied to a variety of systems. Artificial
consciences, certainly, are some way off.
Applying Moore’s Law, one might estimate
that computers will not achieve the same
processing power as the human brain before
2040. In addition, it is very difficult to

produce safe software because software will
often interact in unpredictable ways.
Furthermore, it is increasingly difficult to
test software properly because large
programmes can consist of millions of lines
of code.

The US DoD Unmanned Aircraft Systems
Roadmap 2005-2030 predicts future levels of
autonomy with reference to ten
Autonomous Control Levels:

1. Remotely guided
2. Real-time health/diagnosis
3. Adapt to failures & flight conditions
4. Onboard route re-plan
5. Group co-ordination
6. Group tactical re-plan
7. Group tactical goals
8. Distributed control
9. Group strategic goals
10. Fully autonomous swarms

The roadmap expects to achieve level 10 by
2015, which seems rather ambitious given
the current rate of adoption. While the US
UAV Battle Lab oversaw the first
demonstration of co-operative UAV flight
in August 2007 and BAE Systems has just
flight tested several cooperating UAVs, it
will be some time before such systems are
deployed into theatre.

Communications

The communications infrastructure
associated with the control of an unmanned
vehicle is a key issue. There is a critical trade-
off between the on-board intelligence and
the demand for data link capacity; the
greater the reliance on a remote controller,
the more information must transfer
between the unmanned vehicle and the
operator. Reconnaissance systems that relay
real-time colour video to the ground, for
instance, require many megabytes per
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second. Current systems use RF band data
links or UHF SATCOM for command-and-
control uplink and data downlinks. These
could all be subject to jamming, spoofing or
denial, which is of particular concern for
remotely operated vehicles. In addition, the
spectrum allocation in a particular country
can determine whether or not a UAV can fly
in its airspace. Different nations allocate
their electromagnetic spectrum differently,
and this could mean, for example, that UK
Armed Forces would not be able to fly a US
plane over their home territory because the
frequency used by US aircraft is extensively
used by UKmobile phone operators. In Iraq
the government has been selling off parts of
the frequency spectrum and this is already
causing problems for some UAVs.

Communication in the underwater
environment is highly problematic. Radio
Frequency is so short range it is almost
useless underwater, most underwater
platforms rely instead on sonar. Even sonar
is relatively short range and the range
decreases as the frequency increases. This
means it is difficult to achieve high data rates.
It is for this reason that AUVs have proved
so popular in the underwater environment.

A potential beneficial future technology is
lasercom. This technology uses optical data
links and could offer data rates two to five
orders of magnitude greater that the best
future RF systems. Lasercom is very difficult
to jam but the ability of optical data links to
provide stable communications in bad
weather is limited. Lasercom is also line-of-
sight technology, which means that
communications could be lost if an object
passes in front of the beam. Any
communications infrastructure would
require to be resistant to jamming or
spoofing to ensure control over the vehicle.
Encryption techniques are therefore
essential.

Propulsion

Increased endurance is a significant
advantage that unmanned vehicles have over
manned aircraft. It follows that
advancements in propulsion technologies
that lead to increased endurance, power and
reliability are critical to the ongoing
improvement in unmanned vehicle
performance. The options for propulsion of
an unmanned vehicle are internal
combustion engines, gas turbines, batteries,
fuel cells and solar cells.

The US Unmanned Aircraft Systems
Roadmap 2005-2030 predicts specific power
consumptions of each of these
technologies. The maximum endurance of
current systems is in the region of thirty
hours. However, increases in propulsion
technologies could see this expand
significantly, particularly if mid-flight
refuelling problems can be overcome.

As discussed in the UUV section above,
ROVs are generally powered through the
umbilical cable while UUVs rely on battery
or fuel cells. The endurance of these
systems is dependent on their size and the
sensor & processing suites onboard. In
addition, navigation is much less precise
underwater as there is no GPS equivalent.

Weapons

It is possible to integrate a range of weapons
into unmanned aerial platforms. In a
permissive Air Defence environment UAVs
have the advantage of being able to move
close to targets without exposing human
crews to target defences, so there is less of a
requirement for sophisticated and expensive
long-rangemissiles. It is therefore likely that
UAVs will be armed with smaller guided
munitions. The payload capacity of the UAV,
which depends largely on its size, constrains
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the type and number of weapons which can
be carried. Suitable technologies should be
lightweight and offer precise delivery. The
United States Air Force has successfully used
Predator unmanned air vehicles armed with
Hellfire missiles in the current conflicts in
Afghanistan and Iraq. The AGM-114Hellfire
is a semi-active anti-armour missile, which
has been integrated for the UAV platform.

The advent of small, lower-power jamming
systems has provided the potential for
UCAV-based airborne electronic attack
capabilities, which could be used to suppress
radar and communication systems. The US
Hunter Joint Tactical Unmanned Aerial
System is an example of an operational UAV
that can conduct electronic attack missions.
The Hunter has carried electronic
countermeasure payloads including
communications radar jammers. The size,
weight and cost of jamming units are
constantly being driven down by technology
advantages.

UAV are also ideal platforms from which to
deploy Directed Energy Weapons (DEW).
Although there are no systems currently
operational, extensive research and
development is being conducted in this area.
High Power Microwave (HPM)
technologies are the most probable DEW
weapon. An HPM weapon generates
continuous or pulse microwave beams that
could be directed at a target. A microwave
beam operating at gigawatt power levels has
the potential to turn any electronic
components into molten silicon. However,
development of DEW technologies is
currently hindered by the large size of the
units required to generate the necessary
power. A further technological challenge is
the potential for self-kill due to energy
spillover. For example, microwave spillover
may affect the internal systems of the UCAV
such as its avionics and may also jam the

UCAV’s own data links. Accurate pointing
of a DEW is extremely difficult to achieve
from an airborne platform. In order to
achieve the desired effects, a DEW beam
needs to be focused on a point for a number
of seconds. During this time, pointing
control system will have to prevent the
beammoving from the target, whilst coping
with significant vibrations and buffeting of
the airframe.

Summary

Unmanned vehicles are being developed for
a wider variety of purposes in the land, sea
and air domains. UUVs show the greatest
level of autonomy to date. The military
benefits of unmanned systems are being
proved every day in Afghanistan and Iraq
and unmanned systems have cemented their
future in US and UK force structures (and
those of allied nations). There are likely to
be significant advances in robotics in the
next twenty-five years and levels of
autonomy are likely to increase. Despite
this, public perception and the relative
newness of the technology mean that
unmanned systems working in populated
areas are likely to remain under human
supervision, at least in the medium-term.

Proliferation of Unmanned
Vehicles*

The number of robots worldwide is
increasing and their price is dropping.
Robots are now 80 per cent cheaper in 2006
than in 1990 – it is now possible to build a
UAV for as little as £250 – and the
technology is becoming very widespread.
This is illustrated by the number of states
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either actively researching or showing
interest in robotics – Australia, Belgium,
Canada, China, France, Germany, Italy,
Japan, Netherlands, Norway, Russia,
Singapore, South Africa, South Korea,
Spain, Sweden, UK and US to name but a
few. Currently, the UK has the lowest
number of robots per capita (1/28) in the
developed world. In Japan the figure is
nearer 1/8. South Korea wants a robot in
every home by 2017 and is talking about a
robot police force by 2010.

Asmight be expected, the US is investing the
most heavily in military robotics. In 2001,
the President announced that unmanned
vehicles would make a significant
contribution to future force structures with
over a third of US Army vehicles to be
unmanned by 2015.While this seems rather
ambitious, the US DoD is forecast to spend
over one billion dollars on ground and
robotic vehicles over the next five years.
Their Unmanned Systems Roadmap 2007-2032
outlines future projects and the level of
autonomy that is to be expected over the
next twenty-five years. The six key goals set
out in the US Unmanned Systems Roadmap
2007-2032 also emerge consistently in the
future planning of allied nations:

1. Improve the effectiveness of coalition
unmanned systems through improved
integration and collaboration

2. Emphasise commonality to achieve
greater interoperability among system
controls, communications, data
products, and data links on unmanned
systems

3. Foster the development of policies,
standards, and procedures that enable
safe and timely operations and the
effective integration of manned and
unmanned systems

4. Implement standardised and protective
positive control measures for unmanned

systems and their associated armaments
5. More flexible prototyping, test and

logistical support processes to support
rapid demonstration and integration of
validated combat capabilities in
deployed systems

6. Competition, refining and prioritising
requirements, plus increased
networking among systems are to be
implemented tomore effectively control
cost

Most user countries are concentrating on
capabilities for urban operations and combat
applications; Japan, however, sets out
defensive applications for robotic
technologies as the primary goal. It is worth
highlighting other instances in which the
roadmaps of other countries have
substantively differed. The Human-Robot
Interaction (HRI) approach of Japan is
similar to the US, but Japan’s humanoid
robotic technology is currently more
advanced than that of the US. The US is
considering partnering with South Korea
which began investing heavily in HRI well
in advance of international efforts. Canada’s
platform technology has progressed
comparably to the US and it is expanding its
efforts with platforms.

A number of allies currently conduct
research and development projects focused
on developing military capabilities for
robotics and UGVs.

• Germany has funded efforts to
develop critical UGV technologies
including human interface, planning,
intelligent control, perception and
autonomous robotic vehicle
platforms. Recently, small man-
portable robots have also become a
development priority for Germany.

• Canada prioritises research with a
focus on sensors and integration for
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robotic systems, control systems for
robotic applications, data
communications systems, robotic
vehicle platforms, artificial
intelligence for robotic systems, and
the ergonomic aspects of the human-
machine interface.

• Australia is concentrating on the
areas of platform-related
technologies and weapons. It is also
focusing on development of man-
unmanned formations, control
theory, and control systems.

• France is primarily concentrating on
the development of system
collaboration, weapons and
autonomy. Additionally, it is focusing
on night vision and electronic sensors
including countermine and de-
mining technologies.

• Israel is already well-known for its
UAVs and has started collaborating
with India in this area. It is also
directing efforts towards tank systems
and laser rangefinders.

• South Korea recently initiated
research focused on the development
of a platform similar toMULE. It has
also prioritised producing a vehicle
that can be used to monitor the
Demilitarized Zone and has therefore
focused on real-time tracking and
HRI efforts.

• Switzerland has also prioritised HRI
while Denmark has directed
development to systems for mine
clearing and mobility.

• The United Kingdom is primarily
working on navigation, mobility,
communication, and ground vehicle
integration.

• Russia has experience in robotics
through its space programme and
has just demonstrated an unmanned
combat air vehicle.

China

There is a dearth of information available
on the Chinese roadmap, but Chinese
development future planning does not
appear to concentrate on replacing human
operators in hazardous military
environments and instead seems to be
primarily directed toward functions where
human operators cannot operate (e.g. deep
sea). There is one reference to military
robotics in an abstract from a thesis posted
by the Institute for Intelligent Machines of
the National Academy of Sciences that
makes reference to Chinese developments
in military robotics as ‘very late compared
with other developed countries.’ This thesis
is aimed at teleoperation for ordnance
disposal, but is not particularly
groundbreaking. China’s limited research
and development programme on
locomotion prioritises biomimetics,
including serpentine, swimming, and
quadrupedal motion. Space robotics
however appears to be a wider area of focus
for several institutions. Development of
intelligent systems for robotics appears to be
a Chinese priority as indicated by the work
at Tsinghua University and other
institutions.

Chinese projects are largely focused on
perception, sensing and information
technologies includingmulti-agent systems.
There have also been several reports of the
joint development of intelligent multi-robot
systems, comprised of a leader with four
follower robots, at the Beijing University of
Aerospace and Aeronautics and the
Polytechnic University of Milan. Intelligent
agents and mobile ad hoc networking work
is also widespread and represents a focus on
key enabling technologies for advanced
multi-robot systems.
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UK

In the past, the British Army used platforms
such as Buster and Phoenix UAVs, while the
Royal Air Force and Royal Navy have long
employed unmanned drones for surface-to-
air and air-to-air missile and gunnery
training. However, the recent deployment
of the Hermes 450 UAV in support of
current operations is seen as a significant
step forward for the UK. This UAV provides
endurance in excess of fifteen hours and is
now a credible, reliable and sought after
resource in theatre. Airmanship skills have
been seen as key to its successful operations
and safe integration into the Joint Battle
Space. Hermes 450 is the precursor to the
UK’s Watchkeeper programme.

The RAF has participated in the Joint
Predator Task Force supplying pilots and
intelligence analysts to man the US Predator
A UAVs. The UK has recently acquired three
of its own Predator B or Reaper aircraft to
provide Intelligence, Surveillance and
Reconnaissance (ISR) capabilities over
Afghanistan; these will be flown out of
Nevada for the time being. The experience
of the operators from the Joint Predator
Task Force has made this acquisition
relatively straightforward. BothWatchkeeper
and Reaper are remotely operated.

The most advanced UK system in terms of
autonomy is the HERTI. This UAV was
recently deployed to Iraq as part of a war
fighting experiment to support operations.
Operated by RAF personnel, this semi-
autonomous’ system has enjoyed some
encouraging success while supporting land
operations. The platform enjoys a high
degree of autonomy in take off, flight
control and landing but true autonomy is a
long way off.

Finally, mini-UAVs such as Desert Hawk

have played a valuable role in the force
protection of deployed troops.

Looking to the future, the UK’s HERTI and
Terranis programmes are the ones likely to
provide the most autonomy in the air
domain. Terranis is to be a stealthy
unmanned combat vehicle, able to take off,
fly and land autonomously. It will still
require a controller to oversee its operation
and authorise attacks against high-value
targets.

In the maritime domain, the UK recently
acquired 2 REMUS UUVs, which will be
employed for mine detection. The UK also
operates a Scorpio 45 ROV as part of its
Submarine Rescue Service headquarters.

In the land domain, the UK’ s main focus has
been on EOD applications. The UK has
been operating Remotec’s Wheelbarrow
robot in Northern Ireland since the 1970’s. It
has recently bought 30 iRobot Packbots
under the Urgent Operational Requirement
scheme but plans to procure a further 80
EOD UGVs under the CUTLASS
programme.

The MoD’s Grand Challenge competition,
seeks unmanned solutions to the problems
of operating in urban environments. A
number of solutions have been put forward
and will be tested in a live demonstration
later this year. More information on the
MoD Grand Challenge can be found at
http://www.challenge.mod.uk/

Use of Unmanned Vehicles by Non-
State Actors

Robot technology is very common and
there are many legitimate civilian uses of
autonomous systems. Toys are also
becoming highly sophisticated and there are
many lightweight aircraft, road vehicles and
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even submarines originally built for the
leisure industry which have been used for
illegal activities. The technology is
improving quickly; systems are smaller,
faster, and can cover increasing distances.
While Western forces debate how to build
ethical constraints into their systems,
terrorists are unlikely to worry about such
complications.

The first generation of Al-Qa’ida talked a
great deal about developing autonomous
systems. Their efforts have since abated
because the current generation seems to
prefer simpler (and cheaper) solutions.
Hizballah has flown six UAV flights into
Israel and the Israelis have found other toy
planes fitted with explosives. There is also
evidence to suggest that insurgents recycle
Allied UAVs that crash in Iraq and that three
workshops on the Afghanistan-Pakistan
border are now manufacturing UAVs. The
FARC in Colombia allegedly has nine UAVs
while other criminal elements use
autonomous systems for surveillance,
electronic disruption, and the transfer of
drugs (particularly in the maritime
environment).

Non-state actors are moving into the
following environments: urban,
underground, maritime, space, cyberspace
and ungoverned spaces. Most of these lend
themselves to unmanned vehicles. The first
groups tomake use of autonomous systems
are likely to be hybrid irregular forces
(irregular forces with access to regular
means).

Defence Mechanisms

Criminal activity is a profitable business;
elements that acquire autonomous system
technology will sell it to groups with various
motives. An important security component
in any autonomous system will be an anti-

tamper system that renders UAVs
inoperable should it fall into the wrong
hands. Future insurgents and terrorists will
have access to Surface-to-Air Missiles (SAMs)
and other air defence systems so UAV
defensive aid suites will become increasingly
important, particularly for the more
expensive platforms.

Ethics of Autonomous
Vehicles

We should first begin by asking what is
meant by ethical behaviour. Professor
Christopher Coker suggests that:

Moral thought is deeply concerned
with the systematic examination of
the relations of human beings to each
other. Ethics is concerned with how
we should conduct relations with
others. When codified by the state
they become laws.3

The aim of war, Clausewitz argued, is to
persuade the enemy that he has been
defeated. Death therefore is not necessarily
crucial. In addition, Rorty proposed that

We have rules because it is prudent to
do so. Our responsibility is to remain
always alive to the consequences of
our own actions.4

Thus, it follows that the more ethically we
can conduct our warfare and the treatment
of prisoners of war and civilians, the
smoother the process of concluding war
might become.
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The British Defence Vision is to be ‘A Force
for Good in the World’. Underpinning the
vision are the international Law of Armed
Conflict (LOAC) and the Single Services’
lists of Core Values and Standards. The ‘just
war’ principles define just cause for war (ad
bellum) and just conduct during war (in
bello):

• Just cause, right intention,
proportionality, hope for success, last
resort

• Careful choice of targets and
objectives, military urgency to
prevent a worse occurrence and
humanity

These are the basis of LOAC and also
inform the writing of Rules of Engagement
(RoE).

In addition to LOAC and RoE, Armed
Forces have a number of Core Values and
Standards. The Royal Navy and British
Army, for example, hold the same six ‘core
values’: Commitment, Respect for Others,
Courage, Integrity, Loyalty, Discipline. The
US Army also holds to a similar set of
values: Loyalty, Duty, Respect, Selfless
Service, Honor, Integrity, and Personal
Courage. The relationship between these
values, the ethics of the use of the military
instrument, and morally acceptable
behaviour in combat is complex.

However, just because ‘right’ behaviour has
been codified or mandated, it does not
follow that all personnel will behave in a
morally acceptable manner on the
battlefield, particularly when they come into
contact with the enemy. Indeed, a report
from the US Surgeon General’s Office5 in

2006 indicated that:

1. Only 47% of (US) Soldiers and
38% of (US) Marines agreed that
noncombatants should be treated
with dignity and respect.

2. Well over a third of (US) Soldiers
and (US)Marines reported torture
should be allowed, whether to
save the life of a fellow Soldier or
(US) Marine or to obtain
important information about
insurgents.

3. 45% of (US) Soldiers and 60% of
(US) Marines did not agree that
they would report a fellow
soldier/marine if he had injured
or killed an innocent
noncombatant.

4. A third of (US) Marines and over a
quarter of Soldiers did not agree
that their NCOs and Officers
made it clear not to mistreat
noncombatants.

5. Although they reported receiving
ethical training, 28% of (US)
Soldiers and 31% of (US) Marines
reported facing ethical situations
in which they did not know how
to respond.

6. Combat experience, particularly
losing a team member, was
related to an increase in ethical
violations

These variabilities in human behaviour have
prompted Dr Ron Arkin of Georgia
Institute of Technology to claim that the use
of autonomous systems would lead to an
increase in ethical behaviour on the
battlefield rather than a decrease. In a recent
report to the US Army Research Laboratory,
Dr Arkin stated that robots:

1. Do not need to protect themselves
and can be used in a self-sacrificing
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manner if appropriate;
2. Can be designed without

emotions that cloud their
judgment or result in anger and
frustration with ongoing
battlefield events;

3. Need not be affected by the
human psychological problem of
‘scenario fulfillment’ . This
phenomenon leads to distortion
or neglect of contradictory
information in stressful situations,
where humans use new incoming
information in ways that only fit
their pre-existing belief patterns, a
form of premature cognitive
closure;

4. Will eventually possess a broad
range of sensors that will give
them greater battlefield
observation capabilities than
humans currently possess;

5. Can integrate more information
from more sources far faster
before responding with lethal
force than a human possibly could
in real-time. This can arise from
multiple remote sensors and
intelligence (including human)
sources, as part of the Army’s
network-centric warfare concept
and the concurrent development
of the Global Information Grid;

6. When working in a team of
combined human soldiers and
autonomous systems, have the
potential capability of
independently and objectively
monitoring ethical behavior in the
battlefield by all parties and
reporting infractions that might
be observed. This presence alone
might possibly lead to a reduction
in human ethical infractions.6

These statistics are indeed alarming and the

arguments that Arkin puts forward are also
compelling. However, it would be useful to
set out some independent tests to help to
decide whether robots would act more or
less ethically than humans.

Morality Tests

A set of criteria was proposed by Michael
Codner, Director Military Sciences, RUSI, at
the conference which, according to just war
principles, should help to determine
whether or not unmanned systems are
indeed more ethical:

1. Will the systems raise or lower the bar
for the justification of the use of military
force by governments? For instance, will
the prospect of lower risk to own forces
and fewer civilian casualties encourage
the use of force?

2. Will the systems achieve greater
discretion?
a. Will there be fewer innocent civilian

casualties?
b. Will there be less collateral damage?

3. Will the systems improve
proportionality?
a. Will the violence used by the forces

using the weapons be at a lower
level in proportion to the intended
consequences of the operation?
Unmanned Air Vehicles, for
example, have already proved to be
helpful in capping violence during
Peace Support Operations.

4. Will fewer of the armed forces using the
systems be killed or injured by their use?

5. If a system were to fall into enemy
hands, could the technology be stolen
and used malevolently?
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In addition, there should also be an ethical
framework for the human(s)-in-the-loop
whether they are remote operators,
commanders, politicians or suppliers
because it would be difficult to hold even a
fully autonomous robot responsible for the
consequences of its actions, unintended or
otherwise. Dr Patrick Mileham proposed
MacIntyre’s test of moral judgement (1999)
and responsibility, which states:

1. First moral agents so conceived are
justifiably and uncontroversially held
responsible for that in their actions
which is intentional.

2. Secondly they may be justifiably held
responsible for incidental aspects of
those actions of which they should have
been aware.

3. And thirdly, they may be justifiably held
responsible for at least some of the
reasonably predictable effects of their
actions.

These tests are designed to ensure that the
military does not deliberately use robots to
conduct activities which would constitute
war crimes nor wash its hands of any
irresponsible accidents.

Perceptions

Films and documentaries such as ‘I Robot’
and ‘Terminator’ influence public
perceptions so the idea of a fully
autonomousmilitary robot is likely to come
up against some opposition. Even if the
public becomes more comfortable with the
deployment of unmanned systems, the
replacement of armed personnel by highly
capable (and expendable) robots may reduce
a nation’s tolerance for casualties. One
speaker suggested that by taking the blood
out of war, autonomous systemsmaymake
it easier to justify military action politically.
On the other hand, wars waged by

autonomous systems may ultimately be
harder to win. As the Coalition has
discovered in Iraq, there is no substitute for
soldiers on the ground. In addition,
autonomous systems could be perceived to
be ‘unfair’ given their tactical advantage and
the lack of risk to operators. This perception
could be used against Western intervention
forces and may even incite resistance.

In today’s warfare the media can be a
powerful weapon. If UAVs were to cause a
massacre, there would be widespread
revulsion. On the other hand, if on a day-to-
day basis they prove on balance to be less
lethal than the effects of suicide bombers,
they are more likely to be acceptable. The
fitting of cameras on autonomous systems
could be seen as a means of ensuring
appropriate use in that information
collected could be used to justify or
condemn their actions.

Because humans write software and apply
settings to autonomous systems, there will
be an ethical element to programming of
autonomous systems. This ethical element
will be consistent with the code of ethics
used by the particular society using the
systems and not will necessarily be accepted
by other cultures and societies. Even if an
act relating to an autonomous system is
morally just to the programmer, it could be
perceived as wrong in a local culture in
theatre and cause problems for a military
intervention mission.

Even if an autonomous system can be
programmed to do the ‘right’ thing, is that
necessarily the ‘good’ thing? Bad human
decisions at every level from the tactical to
the grand strategic (including ill-considered
entry into ‘risk free’ wars) could nullify any
effort by the programmer to ensure the
autonomous system is an ethical entity.
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Conclusion

To conduct war according to ethical
principles is not only moral, it is sensible.
Any advances in technology in the
battlespace should therefore be measured
against accepted ethical principles to ensure
we are at least maintaining, if not raising,
the current moral standards by deploying
them. Lowering the standards, however
great the capability the technology
provided, would be self-defeating.

Autonomous and remotely operated
systems need to adopt current ethical
practices, and operators or commanders
must accept responsibility for unnecessary
death and destruction delivered by these
systems. There is a possibility in the longer
term that AI and self-learning in these
systems will reach a stage at which their
behaviour, although strictly regulated within
ethical codes, becomes unpredictable to the
user and moral responsibility becomes
difficult to assign to specific humans. In a
sense they could become moral agents in
their own right. However, in the meantime,
increases in autonomy are likely to be
gradual. As problems and issues arise and
are identified, they can be accounted for
both in the programming of autonomous
systems and in the parameters under which
they are employed.

It is possible that public perceptions will
hold sway over the deployment of fully
autonomous vehicles.

International Law and
Regulations

Military unmanned vehicles are governed by
a number of different sets of laws and
regulations.

Firstly, they are subject to the standard safety
regulations set down by the civil and
military authorities for safe use of such
systems within their designated
environments. Then, there are international
Laws of Armed Conflict (LOAC), national
laws and caveats and national Rules of
Engagement, which govern how armed
forces operate within a given theatre. For
expeditionary operations, this may be
further complicated by the national laws of
the country in which they are operating and
by the national caveats of coalition forces.

Unmanned Combat Vehicles

The key question in the deployment of fully
autonomous vehicles is: Where does
responsibility for injury and death ultimately
lie: programmers, manufacturers,
operators, commanders, civil servants or
politicians? Even if a system is fully
autonomous, it does not mean that no
humans are involved. Someone has to plan
the operation, define the parameters,
prescribe the rules of engagement, and
deploy the system.

Geoffrey Parker claimed ‘Technology has
created a paradoxical situation in most post-
modern conflicts. While in general only
those who kill or maim innocent civilians
face-to-face risk being held accountable by a
war crimes tribunal, those who act from a
distance – although they often inflict far
more damage – are rarely put on trial.’7 If
this is true, international law needs to be
tightened to ensure that unmanned vehicles
are not used to undertake activities of a
morally dubious nature.

With regard to who is responsible for illegal
actions, it is necessary to distinguish
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between civil (or collective) and criminal (or
individual) responsibility.

Civil Responsibility

If the state (or nation) is subject to
international law, it will bear civil
responsibility for the actions of its
departments and any contractors acting
on behalf of those departments. The
government department that is involved is
irrelevant so for example the US
government is just as liable for mistakes
made by the Central Intelligence Agency
(CIA) as it is for the Department of Defense
(DoD). This means that regardless of the
level of autonomy of an unmanned vehicle,
the state in question is responsible for paying
compensation.

If the unmanned vehicle had a design or
programming flaw, it is likely that the
manufacturing company would be held
responsible.

Criminal Responsibility

At present, there is no moral issue over the
use of autonomous systems as long as a
human reviews the decision to attack (which
means unmanned vehicles will remain semi-
autonomous). No existing international law
or treaty prohibits combat autonomous
systems. However, international convention
requires distinction, proportionality, and the
other standard factors of target selection. A
human controller must assess these factors.
Any algorithms used in programmingmust:

1. Verify that the target is in fact a military
objective

2. Weigh the proportionality of the
military importance of the attack

3. Spare civilians and civilian objectives
whenever possible

4. Warn civilians of an attack if possible

In the case of semi-autonomous systems,
the operator is responsible for any death or
injury caused by the unmanned system.
Because of this, remote operators should
always be military personnel so that a
military legal framework applies. With
regard to civilian contractors in theatre, it is
unlikely that civilians would be held
responsible if they were simply servicing a
vehicle but any civilian contractor or non-
military government officials using such
vehicles to apply lethal force would lose all
protection that LOAC offer to non-
combatants. This means that they could be
targeted on the battlefield and later tried for
murder. In addition, if civilians could have
prevented the use of the vehicle for illegal
targeting but failed to do so, they could also
be held criminally responsible for the action.

In the case of the completely autonomous
machine, whilst there is no doubt that the
party responsible for the machine will have
civil responsibility, the problem remains
with criminal liability. There is a strong
human need to blame somebody when an
accident occurs. Potentially, the
programmer of the machine could be
responsible for faulty software which
prompted the war crimes or equally a civil
servant, who bought these machines for the
military. A commander in the field might
also be held responsible if he deliberately
failed to override the autonomous system.

Another part of the discussion considered
whether a fully autonomous robot could be
convicted of war crimes, and if so what the
potential punishment would be. There is the
question of the purposes of criminal
conviction and punishment – denial,
deterrence and retribution – and how these
might apply to a non-human being whether
robot or animal. Somewere unsure whether
this discussion was meaningful. There is a
parallel line of argument to that of the
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ethics of these systems discussed earlier,
which is that the slow evolution of truly
autonomous capability and sophisticated
self-learning will allow for legal systems to
evolve to cope with emergent artificial
moral agents. Review of the jurisprudence
in this area would be a subject for further
work.

Civil Regulations and their Impact on
Military Unmanned Vehicles

In the US, Predator and Global Hawk
aircraft are being used to supplement border
surveillance capabilities, however, in most
other nations unmanned vehicles are not
permitted to fly in civil airspace and instead
are restricted to pockets of airspace which
have been cleared by the national Civil Air
Authority (CAA). In the UK, a programme –
ASTRAEA – is underway to provide the
necessary technology and standards in order
for the CAA to certify safe use of UAVs in
non-segregated airspace alongside general
air traffic. This includes sense and avoid
technologies, which would allow UAVs to
avoid collisions and communication systems
with air traffic control. Currently, air traffic
controllers rely on voice communication,
which would be impossible with UAVs as
they rely on data links for control updates.
ASTRAEA is also concerned with securing
the code (so that no one can tamper with it)
and developing a system of graduated
autonomy with its (remote) controller, for
example:

1. ‘Should I do x?’
2. If there is no response, ‘Unless you say

otherwise, I will do x’
3. If there is then no response, UAV does x

on its own

In addition, CAA has recently published
‘CAP 722 – Guidance for UAS Operations in
UK Airspace’. Similar work is being carried

out in other nations devoting effort to
develop their use of UAVs.

The UK Ministry of Defence has a number
of standards which are pertinent to
autonomous weaponry, with respect to its
design and behaviour. Defence Standard
0056 ‘SafetyManagement Requirements For
Defence Systems’ describes the safety
requirements applied to all weapons
including autonomous systems but does not
address some unique and specific features
represented by unmanned systems, like
unplanned collisions. Defence Standard 00-
970 ‘Design And Airworthiness
Requirements For Service Aircraft, Part 9
UAV Systems’ was developed especially for
the airborne autonomous systems. There
are no specific standards for UUVs or UGVs
beyond Defence Standard 0056 however this
is not surprising as there are very few in
service in the UK. The US has published the
‘Unmanned Systems Safety Guide for DOD
Acquisition 2007’, which applies to all classes
of unmanned vehicles.

Civil Regulations Pertaining to UUVs

The legal boundaries concerning unmanned
underwater vessels are currently very
unclear. Vessels that go to sea are typically
referred to as ‘ships’ and the law governing
naval vessels is based upon this description.
A ship has clear liability and sailors are
usually navigating it pursuant to a
commercial, social, security related,
scientific or other operation from one place
to another. On the other hand, unmanned
underwater vehicles undertake rather
different activities. In the UK, the Society of
Underwater Technology is trying to tackle
some of these issues and is proposing Codes
of Practice for these vehicles, with a view to
having them incorporated into international
law. This could help accommodate some of
these differences
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In the case of UUVs, there is no liability
regime which means that in theory there is
no limit to the damages that can be awarded
for damage directly or indirectly caused by a
UUV (although the vehicles are not large
nor do they travel very quickly – thus
limiting damage). Insurers have stated that,
to date, insurance claims on UUVs tend to
be for vehicle losses but that the uncertainty
over who would be responsible for damage
or injury caused by the UUVs makes it
difficult for underwriters to establish
commercially acceptable ways to insure the
craft.

Remotely Operated Vehicles (ROVs), which
are attached to themother ship are normally
the legal responsibility of the master of the
mother ship. The same applies to RF
controlled unmanned surface vehicles,
whether they are controlled by a ship or a
coastal operator. It is not easy to have total
situational awareness when operating these
systems. Standard practice when conducting
‘unusual activity’ at sea, such as geoseismic
surveys is for the mother ship (or indeed
coastal operators) to warn other vessels in
the vicinity. This device has reduced the
Master’s liability in the event of an accident
by up to 60 per cent. It was suggested that
similar practices could be adopted by the
UUV community in the absence of a legal
framework. For unmanned surface vessels,
which can be quite large and operate at
much higher speeds, it might also be
appropriate for them to have standard
lighting for collision avoidance.

Withmilitary UUVs and USVs, the situation
becomes more complicated. Neither of the
suggested codes of practice are particularly
appropriate for stealthy operations but
might be appropriate in other
circumstances. More worrying, any UUVs
caught up in fishing nets automatically
become valuable salvage (i.e. the

government has to pay to get them back),
which means UUV operations could be
disrupted with relative ease. For the present,
the onus will therefore be on the operator
to ensure that their vehicles and their
control mechanisms are sufficiently robust
in order to minimise their liability in the
event of an incident.

Ground Vehicles

While there are a number of private
companies investing in projects to produce a
driverless car, UGVs to date have not been
used on roads and there is no civil initiative
to safely govern their use of which the
author is aware. It would be safe to assume
that any unmanned vehicle would need to
comply with standard road safety
regulations. However, there are many other
uses of UGVs within the urban
environment and this is a matter that will
need addressing in the near future.

Conclusions

The adoption of unmanned vehicles is just
beginning and as a result few regulations
exist either in the civil or military domain
for UUVs and UGVs. UAVs are currently
covered broadly in international law while
NATO and national defence standards and
programmes such as ASTRAEA are
working to address specific safety concerns.
The issues of target distinction and
proportionality assessment remain hurdles
to the acceptance of fully autonomous
attack systems. The easiest solution,
therefore, is simply to retain a human
controller in the system. If the technology
can progress enough to consider all of these
factors and thus eliminate the necessity of a
human controller, then there would be no
legal issues preventing their operational
employment.

The Ethics and Legal Implications of Military Unmanned Vehicles

18



Operational Considerations

This section focuses on the operators’
perspectives. Most of the material has been
taken from presentations and discussions at
the RUSI conference and is reported as such.
There is some overlap with previous
sections but the comments have been left in
for completeness.

Professor Coker stated

The problem with robotics is that it
demands even less of the individual
soldiers it is threatening to replace. In
increasing the distance between
ourselves and our enemies, robotics is
also demanding less and less of the
societies that send them out to battle.8

He then went on to ask:

Whether in increasingly
instrumentalising the world – in
hollowing out the warrior’s honour,
or threatening to replace warriors
themselves with machines – we risk
ignoring Aristotle’s insight that ethics
is in the striving. In the striving we
discover much about ourselves and
otherness. If we are not allowed to
strive, what will there be left to
discover?

Automation versus Human Control

Automation has nearly always been
welcomed by operators because of the
increase in system effectiveness and
reliability it offers. Removing humans from
the decision-making cycle can improve
performance and allow them to concentrate
on other tasks. Human reaction time is

typically 400 milliseconds whereas a
machine can respond in a few nanoseconds.
The potential military advantages of
autonomy are obvious, especially if the
machine has learning abilities. It is also
expected that, with the right level of
programming, unmanned systems will
provide increased precision and therefore
reduce collateral damage.

There are, nevertheless, several arguments
for maintaining human oversight. Many saw
a ‘man in the loop’ as essential for
unmanned systems to work properly, let
alone ethically. However, one panelist
described remote operation as clumsy and
slow; the human operator is far less capable
than a pilot of deft control over the
movements of the vehicle.

It was suggested that robots are being
brought into service because they are
cheaper thanmanned vehicles. Furthermore
they remove the concern about self-defence
because there is no human on board. As a
consequence their use will be more ethical
because there will be less risk to humans.
Unfortunately, the cost of producing some
of the more advanced unmanned vehicles
would prohibit exploitation of this
advantage.

The use of UAVs by Special Forces and
intelligence agencies has also caused
problems. Special Forces flying operations
are generally covert. Such activity could
cause mid-air collisions and generate
interference on frequencies designated for
other operations.

UAV Operators and Training

Participants identified both positive and
negative aspects of the physical and
emotional distance that remote operators
have from the battlefield. On the positive
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side, without the concern for their self-
preservation, remote operators could focus
on other mission related issues. They could
exploit greater freedom of movement
because they would not be risking their own
lives. By being spared the emotions of the
heat of battle, they could make more
rational judgments. On the negative side,
remote operators could be detached from
the moral implications of their actions. If
their lives are not at risk, they could become
more careless. Interestingly, a recent USAF
report discovered that UAVs remote
operators are more stressed than pilots
operatingmanned aircraft in theatre. This is
partly because the set up is not
ergonomically optimised but also because
the aircraft is capable of up to 18 hours of
flight. Operators are therefore conducting
one mission after another for up to 8 hours
a day, 5-6 days a week. The tempo of
operations is simply more intensive, even if
it is less dangerous.

One panelist saw remote operators as
having poorer situational awareness
because, unlike a pilot or a ground vehicle
commander, the operator would not be able
to use his other senses; but another believed
that the integration of additional
communications and intelligence systems
into a control room would provide better
situational awareness than that which would
be available in a cockpit or vehicle.

A handful of panelists had serious doubts
about the ability to inculcate the values of
soldiers into the operators of unmanned
systems, especially if these operators are
mere ‘civilians in uniform.’ A specific
concern was that the values sought in
military officers would be circumvented by
placing technically proficient civilians in
charge of these systems. There was a clear
preference among the military participants
for military personnel over the ‘PlayStation

generation’ and a higher premium was
placed on discipline and the ‘warrior ethos’
over technical proficiency. One solution
offered was to include the computer
technicians in the military. Questions arose
over how effective basic military training
would be for these civilian operators and
whether such rudimentary instruction
would really instil the values that the
military participants sought. Even with
military training a remote operator may not
properly understand the commander’s
intent for the operation without having
experienced events on the ground.

British ArmyUAV operators are drawn from
the artillery regiments and start life on the
front line as mini-UAV operators, whose
main duties are force protection (scouting
for IEDs and providing ‘over-the-hill’
surveillance). They then progress to
increasingly larger platforms, until they are
deemed proficient for operating the Hermes
450, which requires remote operation up to
150 miles from the front line. This approach
means that army-operated UAVs may
marginally increase the number of
personnel on the front line but provide the
operators a better understanding of the
environment in which their fellow forces are
working. The Army view is that the overall
benefit of UAVs to frontline forces far
outweighs the additional risks.

The RAF maintains that airmanship is an
essential skill for all UAV operations. In
particular, the safe and effective operation of
medium to large UAVs, which operate
beyond line of sight and need to interact
with air traffic control (and possibly other
aircraft) requires personnel to have a clear
understanding of air traffic regulations and
procedures. For ISR platforms (which do not
carry any weapons), the aircraft could be
sensibly operated by any qualified pilot. On
the other hand, for combat UAVs, the
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requirements of Rules of Engagement,
Laws of Armed Conflict and a tactically fluid
situation demand operators with skills that
match those of a fighter pilot or navigator,
either of whom would have experience in
operational weapons release. This is
particularly important as enemy combatants
are often located close to friendly forces and
it is vital to avoid friendly fire incidents. US
Air Force Reaper operators are drawn from
their pool of fighter pilots for this reason. In
addition, each UAVmission is supported by
a team of image analysts to interpret what is
being seen on the ground. For the time
being, RAF UAV operators are being drawn
from the pool of manned aircraft operators
although a full range of options is being
considered for training operators in the
future. The increasing demand for
experienced image analysts will also need to
be addressed.

It is worth noting that while medium-large
UAVs do require a team of engineers and
support staff in theatre, this is lower than the
complement of support staff that manned
aircraft need. On the other hand, the level
of data captured by a UAV demands a large
amount of processing, which is labour
intensive. For certain short missions, it may
be that a single seat aircraft could
accomplish the task more efficiently.
Therefore planners need to avoid the
temptation to overtask UAVs when a
manned platform may suitable.

Casualties have a severe effect on
policymaking in the world today; if
governmental leaders are able to mitigate
the risk to their soldiers’ lives, the public will
expect them to do so.

Psychological Impact of UAVs

One military participant described the
presence of a UAV as a tremendous morale

boost to British forces because they knew
that ‘someone was always watching over
them.’

UAVs are used in different operational
situations to achieve secondary effects. The
smaller, noisier UAVs give away the position
of forces but this is often exploited to clear
a path. In Afghanistan, the Taleban have
recognised the UAV as a warning that British
Forces are in the vicinity and scatter out of
the way. (It has also meant that IEDs and
rocket launchers are now largely remotely
operated). There have been several cases of
insurgents surrendering to UAVs. The larger
UAVs are armed and can operate at very
high altitudes and this allows them to
operate stealthily. This can destroy enemy
morale because there is nothing they can do
to counter them. UAVs have also been used
to great effect in driving insurgents
underground in peacekeeping operations
elsewhere in the world. David Wardrop in
his article ‘Drones, New Aerial Guardians
Against Atrocities’ suggests that UAVs
could, in fact be used by the international
community to collect evidence for the
international courts on human rights
infringements. He even proposes unmanned
systems as a viable alternative to economic
sanctions, which typically hurt the very
people they are trying to protect. To date,
the UN has refused to procure UAVs.

There was little knowledge among the
conference participants regarding how
unmanned systemswere viewed by the local
Iraqi and Afghan populations. However, it
was proposed that a nation which uses
unmanned vehicles could lose the moral
authority that comes with the willingness to
risk life. Clausewitz teaches that ‘the ability
to inflict our will on others is dependent on
risking one’s own life’. In any campaign to
win the ‘hearts and minds’ of the local
population, the absence of military
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personnel on the ground undermine this
effect. A state seeking victory without
risking its own citizens could be perceived
as cowardly, particularly if the conflict was
bloody.

Summary

Unmanned systems provide a number of
welcome advantages to the military. For the
foreseeable future, these systems will
require human oversight and their operators
are likely to be military personnel. The

employment of unmanned systems does
not necessarily reduce the deployedmilitary
footprint. Furthermore these systems
currently require considerable live training
for operators and users to gain maximum
benefit out of the system. The use of UAVs
has boosted morale among coalition forces
and is affecting the way enemy forces
operate. However, unmanned systems and
autonomous systems are most unlikely ever
to replace the soldier on the ground fully,
particularly in complex emergency
operations such as counterinsurgency.

The Ethics and Legal Implications of Military Unmanned Vehicles

22



About RUSI
RUSI was founded in 1831, the oldest such institute in the world, at the initiative
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The military benefits of unmanned vehicles to multi-national forces in Iraq and
Afghanistan are widely acknowledged. What is less clear is how the adoption of
unmanned vehicles will affect military forces in the future.

In February 2008, RUSI held a conference supported by the British Computer
Society and the Society for British Aerospace Companies examining the ‘ethical and
legal implications of unmanned vehicles’. The event considered the principal issues
raised by military, ethics and legal experts in the UK. Subsequent discussion with
experts, professional bodies and academics elaborated on the initial findings. This is
the summary report and is offered primarily to promote debate in this area.

The Royal United Services Institute for Defence and Security Studies (RUSI) is the
leading professional forum in the United Kingdom for those concerned with national
and international defence and security.


