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Disclaimer

This document has been prepared by RUSI for informational purposes only (the
‘Permitted Purpose’). It is not intended to amount to advice on which you should rely.
While all reasonable care has been taken by RUSI to ensure the accuracy of material in
this report (the ‘Information’), it has been obtained primarily from fieldwork in
Ukraine and open sources and RUSI makes no representations or warranties of any
kind with respect to the Information.

The views expressed in this publication are those of the authors, and do not necessarily
reflect the views of RUSI or any other institution.

You should not use, reproduce or rely on the Information for any purpose other than
the Permitted Purpose. Any reliance you place on the Information is strictly at your
own risk. If you intend to use the Information for any other purpose (including,
without limitation, to commence legal proceedings, take steps or decline to take steps
or otherwise deal with any named person or entity), you must first undertake and rely
on your own independent research to verify the Information. To the fullest extent
permitted by law, RUSI shall not be liable for any loss or damage of any nature whether
foreseeable or unforeseeable (including, without limitation, in defamation) arising
from or in connection with the reproduction, reliance on or use of any of the
Information by you or any third party. References to RUSI include its trustees,
directors and employees.

For this paper, the authors have processed company, entity and individual names
recorded in Russian. In some instances, names of companies, entities and individuals
have had to be translated or transliterated. Every effort has been made to ensure
accuracy in translation or transliteration, and the authors do not accept liability for
any unintentional errors made in this regard.
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Executive Summary

his paper assesses the exposure of Russia’s production of Sukhoi combat aircraft

to industrial disruption, and the opportunities to displace Russia’s defence
exports in the aerospace sector. While Russian combat aircraft are less capable than
NATO or Chinese equivalents, they still serve important battlefield functions such
that their prevalence and continued development should be a concern for NATO.

Russia’s production of combat aircraft has risen slightly over the course of the full-
scale invasion of Ukraine. Nevertheless, the sector has seen disruptions largely
arising from delays in the delivery of sub-systems from its complex supply chain.
Within the second- and third-tier supply chains of Sukhoi production are a wide
range of dependencies on foreign imports of materials, machine tooling and
specialised equipment. Furthermore, Russia has had limited success in import
substitution in the aviation sector. In some areas, it is increasing its purchases of
foreign-sourced tools and materials.

Expanding the sanctions regime against the second and third tiers of the Sukhoi
supply chain could help to disrupt production of Russian aircraft today and highlight
to Russia’s potential export customers the risks in becoming dependent on Russia for
the maintenance and provision of aircraft in the future. Coordinating sanctions with
Ukraine’s expanding deep strike campaign that is liable to further disrupt Russian
metallurgy and defence industrial concerns over the next 12 months could see a
compounding effect, whereby Russia struggles to replace damaged equipment.

At the same time, Russia’s design bureaus use an ageing workforce and Ukraine’s
international partners could degrade the long-term competitiveness of Russia’s
aerospace sector by encouraging a brain drain of skilled Russian workers. Low pay in
Russia is a serious issue for staff retention. Loss of export customers could also
diminish Russian R&D budgets.

Several countries will need to modernise their fleets of combat aircraft in the next
decade. There are significant opportunities to displace Russia as the primary provider
of combat aircraft to these states. There is also an extant risk that market share will
instead be ceded to China. It is therefore worthwhile for European aerospace
companies to examine how they can develop an offer to compete with China to prevail
in the event that Russia is displaced from key markets.

© Royal United Services Institute 1



Introduction

manufacturer and exporter of fighter jets since the 1950s. The tactical

fighters of the Russian Aerospace Forces (VKS) have long been an
important tool in Russia’s capacity to project combat power around the world.
Today, these fighters provide high-yield and precise firepower in the form of
glide bombs for Russian ground forces in Ukraine, and complicate Russia’s
layered system of air defence for NATO air forces. Combat aircraft have also
become an important layer of Russian ISTAR and battle damage assessment. The
Soviet Union had several notable aircraft design bureaus, but Russia’s aerospace
industry today is consolidated under the United Aircraft Corporation (OAC).
Within OAC, Sukhoi is the largest element working on the production and
modernisation of Russian combat aviation.

The Soviet Union and thereafter the Russian Federation has been a leading

The performance of Russia’s aerospace sector is strategically significant, in terms of
both the threat trajectory against which NATO must plan, and Russia’s competitiveness
in obtaining industrial and military partners. This paper outlines how the OAC and its
subsidiaries responsible for delivering fighter aircraft have weathered the challenges
faced during Russia’s full-scale invasion of Ukraine. The paper outlines the roles for
which Russia is optimising its combat aircraft, the entities that design and deliver these
aircraft, the vulnerabilities of Russian production and Russia’s prospects as an exporter
of fast jets. The paper seeks to identify vulnerabilities in OAC fast jet production that
could be exploited to disrupt outputs and to explore how NATO members may be able
to undermine Russia as a reliable defence industrial partner in the aviation sector.

This paper is concerned exclusively with combat aircraft that remain in production -
the Su-30MK, Su-30SM, Su-34, Su-35S and Su-57 - and does not cover wider Russian
aviation, including Tu-160 bombers, 11-76 and I1-78 transport aircraft, and other military
aviation. The paper draws on diverse sources including public and non-public
documentation from across Russia’s defence industry, interviews with personnel
previously employed within the Sukhoi supply chain, and correspondence with some
personnel still working within it. It also draws on financial and trade data from across
Russia’s defence industry and within OAC and surveys of openly sourced trade

© Royal United Services Institute 2



Vulnerabilities in Sukhoi Production: Clipping Russia’s Wings
Nikolay Staykov and Jack Watling

publications. Due to the sensitivity of some sources, certain details and identities have
been omitted.

The paper is structured into four chapters. The first chapter outlines the roles for which
Russian combat aircraft are being optimised. The second chapter describes the
primary entities involved in the production of a Sukhoi aircraft and its sub-systems.
The third chapter analyses the vulnerabilities of this production ecosystem and the
fourth chapter considers the outlook for Russian competitiveness as an exporter of
combat aircraft.

© Royal United Services Institute 3



Russian Combat Aviation:
Roles and Optimisation

ATO has been reliant on airpower as the primary means of destruction of

enemy forces in all recent joint operations. This reliance has driven

massive investment into the development and modernisation of multi-
role combat aircraft. By contrast, Russia envisions a more limited role for its
combat aircraft. Russian fighters are optimised to perform three functions. The
first is maintaining medium- to high-altitude combat air patrols for defensive
counter-air (DCA) operations. The second is the delivery of precision firepower in
support of ground operations, with a particular emphasis on the reduction of
enemy strong points rather than interdiction. Third, Russian fighters have been
tasked with escorting bombers or naval vessels and conducting periodic
intercepts beyond Russia’s borders.!

The first mission set of DCA operations grew out of Soviet anxieties as to the paucity of
the country’s radar coverage. From the 1970s, Soviet planners came to acknowledge
that they were unlikely to keep pace with NATO airpower in a symmetrical
competition. As a result, the Soviet Union prioritised the maturation of its air defences
as a means of asymmetrically countering NATO airpower. A major limitation for
ground-based radars, however, was their horizon, and the resulting possibility for
NATO air forces or cruise missiles to fly at a low altitude to approach defended sites.

In turn, Soviet planners, and later the VKS, appreciated that their A-50 airborne early
warning aircraft, their MiG-25 and MiG-31 interceptor patrols - perched at medium to
high altitude over friendly air space - could use their radar to detect NATO aircraft
approaching frontline areas at low altitude. In addition, the MiG-25 and MiG-31
interceptors could take advantage of launching R-33 missiles from a high altitude to
outrange many NATO air-to-air missiles. Even if the target would have had sufficient
time to ‘turn cold’, away from the missile, and thereby avoid being hit, this would have
still defeated the low-altitude approach into Russian air space. Conversely, were the

1. For an overview of the development of VKS aircraft and capabilities, see Piotr Butowski, Flashpoint Russia:
Russia’s Air Power — Capabilities and Structure (Vienna: Harpia Publishing, 2019).

© Royal United Services Institute 4
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NATO aircraft to approach at a higher altitude to push back the Russian Combat Air
Patrol (CAP), they would be well within the radar coverage of Russian ground-based air
defence. The significance of this defensive mission expanded further as the Soviet
Union, and later Russia, assessed NATO’s growing stocks of precision air-launched
cruise missiles. Here, interdiction from the air was seen as essential by Russia,
especially considering the size of Russian territory and the corresponding difficulty of
tracking low-flying targets from all possible approaches.?

Russia has notably had significant success in its use of the Su-35S to provide DCA-CAPs
during its invasion of Ukraine. Russia has largely deterred Ukraine from using aircraft
at any significant scale near the frontline, other than when shaping operations create
limited windows of opportunity, or when employing stand-off weapons. The Russians
have also inflicted a steady rate of air-to-air kills against the Ukrainian Air Force,
including at significant range.® The R-37M air-to-air missile, in particular, has been
used to destroy several Ukrainian aircraft at long range, with one kill recorded at

177 km.* This is significantly beyond the engagement range of most NATO air-to-air
munitions, although the success of these engagements was heavily determined by
Ukraine’s lack of effective radar warning receivers. The Russians have also
significantly improved the performance and utility of their aircraft during the war,
with a particular emphasis on using synthetic aperture radar imagery for targeting
and battle damage assessment and improved data passing between the Su-35S and
Russian air defence and ground-based fires.®

The second mission set - delivering firepower in support of ground manoeuvre -
follows a well-established Soviet tradition of having an Air Army support each
operational direction to provide additional firepower. The approach, however, has had
to change due to an evolving threat environment. Soviet concepts of air operations,
from the I1-2 of the Second World War to the Su-25 Frogfoot, emphasised direct attack
with guns, rockets and gravity bombs, initially meant to assist with delivering
concentrated fire at the point of breakthrough, and thereafter to extend the depth of
strikes of Soviet manoeuvre forces, thereby advancing beyond the range of
concentrated artillery groups.® The growing effectiveness of NATO fighter aircraft,
however, pushed the Russians to transition to precision-guided bombing and then to
undertake stand-off attacks using glide bombs. These types of attacks allow Russian
aircraft to stay well behind the defensive screen of friendly air defences. Hence, Russia

2. For an overview of the integration of sensors in Russian air defences, see Jack Watling, Justin Bronk and
Sidharth Kaushal, ‘A UK Joint Methodology for Assuring Theatre Access’, RUSI Whitehall Reports,

4-22 (May 2022), <https://www.rusi.org/explore-our-research/publications/whitehall-reports/uk-joint-
methodology-assuring-theatre-access>, accessed 4 August 2025.

Author interviews with Ukrainian air force personnel throughout the conflict.

Author interview with senior Ukrainian air force officer, Ukraine, October 2022.

Author discussion with Ukrainian pilots, Ukraine, July and October 2022 and April 2023.

David M Glantz, The Soviet Conduct of Tactical Maneuver: Spearhead of the Offensive (London: Frank Cass,
1991), p. xxiv; Lester Grau and Charles Bartles, ‘The Airborne-Mechanized Raid: A Russian Concept,
Infantry (Winter 2023), pp. 19-24.

© Royal United Services Institute 5
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has emphasised the delivery of precision bombs with their own inertial and Global
Navigation Satellite System (GNSS) guidance, to deliver munitions with a far larger
payload than ground-launched munitions suitable for large-scale employment. Such
strikes target identified strong points, fighting positions and other targets where a large
payload is critical to achieving lethal effect.

During Russia’s full-scale invasion of Ukraine, the Russians have moved away from
both medium-altitude precision bombing and lobbed rocket salvos by aircraft at low
altitude, to instead employ gravity bombs augmented with a glide and guidance kit
(UMPK). In 2022, Russia assessed what capabilities would achieve the greatest damage
for the lowest price per unit and identified the UMPXK fitted to its FAB-500, FAB-1000 and
FAB-1500 bombs as the most promising capability against this metric.” Primarily
dropped from Su-34, glide bombs are now systematically used as part of Russian
preparatory fires, destroying defensive positions in advance of Russian ground force
operations. Hundreds of glide bomb strikes are recorded each week along the front.
The Armed Forces of Ukraine recorded 3,370 UMPK strikes in February 2025, 4,800 in
March, over 5,000 in April, 3,100 in June, 3,786 in July and 4,390 in August.® Production
of UMPK Kkits has risen dramatically, from several thousand in 2023 to 40,000 in 2024,
and a production target of 70,000 in 2025.° The accuracy of these glide bombs has varied
over the course of the war, depending on the performance of Ukrainian electronic
warfare (EW) against Kometa jam-resistant GNSS navigation modules. Degradation in
accuracy, however, is temporary as the Russians modify the Kometa-M regularly. With
around a 50-70-km stand-off range, VKS aircraft conducting UMPK strikes are hard

to intercept.'

The third mission set for Russian combat aircraft - comprising escort and interdiction
- is carried out by a range of aircraft, from the Su-30SM and MIG-31BM to the Su-35S,
and will likely involve the Su-57 in the future. In these missions, Russian aircraft fly
beyond the protection of friendly air defences. They are also tasked with trying to
disrupt the penetration of Russian airspace by NATO very-low observable (VLO)
aircraft. As a result, these mission sets are also those where the gaps between Russian
and NATO aircraft are most problematic for the VKS. Conceptually, the Russians want
to increase the zone of contested airspace. By expanding the launch points for aero-
ballistic missiles, such as the Kinzhal, and low-signature cruise missiles, such as the
Kh-69, they hope to reduce NATO’s comfort zone. Because aircraft are exposed during
these missions, it is critical for them to reduce the radar cross-section (detectability) of
the aircraft. It is important to note that demonstrating an ability to have a reduced

7.  Russian documents on industrial priorities during the transition to protracted warfare, seen by
the authors.

8.  Figures provided by the Armed Forces of Ukraine.

9.  Russian State Defence Order for 2025. Not publicly available.

10. Jack Watling and Nick Reynolds, ‘Tactical Developments During the Third Year of the Russo-Ukrainian
War’, RUSI, 14 February 2025, p. 7, <https://www.rusi.org/explore-our-research/publications/special-
resources/tactical-developments-during-third-year-russo-ukrainian-war>, accessed 4 August 2025.
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radar cross-section airframe - even if not a VLO one - allows Russia to suggest to the
world that it can keep up with evolving technological trends. While the Russians
therefore use a variety of aircraft in this mission set, it is the future procurement of the
Su-57 that will be critical to Russia’s ability to credibly undertake this mission.

While the inherent flexible nature of airpower means that Russia can employ combat
aircraft in a wider set of roles - as it attempted in the opening phase of its full-scale
invasion of Ukraine - its failures reflected in 2022 how an air force can struggle to
operate beyond what it is trained for.!> Considering, however, the clear tasks for which
Russia has optimised its aircraft and aircrew training, it is reasonable to assess that
investment within Russian aviation will continue to prioritise Su-34, Su-35S and Su-57
models. The key point is that despite technological inferiority, Russian combat aircraft
make a material contribution to Russian combat power, but as Russia’s struggle to build
a VLO aircraft demonstrate, the capacity of its aerospace sector to continue to innovate
and modernise is fundamental to the capacity of the VKS to expand its opportunities on
the battlefield. NATO should therefore be closely concerned with the performance of
this sector.

11. For an overview of the trajectory of Russian combat air capabilities, see Yefim Gordon and Dmitry
Komissarov, Russian Tactical Aviation: Since 2001 (Manchester: Hikoki Publications, 2017); Justin Bronk,
‘Russian and Chinese Combat Air Trends: Current Capabilities and Future Threat Outlook’, RUSI Whitehall
Reports, 3-20 (October 2020), <https://www.rusi.org/explore-our-research/publications/whitehall-reports/
russian-and-chinese-combat-air-trends-current-capabilities-and-future-threat-outlook>, accessed
4 August 2025.

12.  Guy Plopsky and Justin Bronk, ‘Russian SEAD Efforts During the Air War in Ukraine’, in Dag Henriksen
and Justin Bronk (eds), The Air War in Ukraine — The First Year of Conflict (Abingdon: Routledge, 2025),
Chapter 5.
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Mapping the Sukhol
Manufacturing Base

he Sukhoi manufacturing enterprise involves many primary and

secondary production facilities distributed across Russia. The assembly of

Sukhoi aircraft is carried out at Komsomolsk-na-Amure Aviation Factory
(KnAAZ) and the Novosibirsk Aviation Factory.!® A third, smaller facility is located
at Irkutsk, dedicated to the assembly of the Su-30MK and Su-30SM.* Out of the
three, KnAAZ is the largest, employing more than 10,000 people on the Su-35
and Su-57 production lines.” This is the factory where completion videos of
equipment delivered to the VKS tend to be filmed. There is a close operational
relationship between all three facilities and OKB Sukhogo,* the R&D unit for
Sukhoi aircraft, collocated with OAC headquarters in Moscow.

To assemble a Sukhoi aircraft, it is necessary to acquire a diverse array of specialised
sub-systems that, owing to their complexity, are manufactured at dedicated facilities.
The primary aviation engine manufacturer is Obedinyonnaya Dvigatelectroitelnaya
Corporation,” whose subsidiary, ODK-UMPO,* based in Ufa (Bashkortostan), produces
engines for Sukhoi aircraft. Both assemblers and the engine plants use specialised
aviation-grade steel, aluminium and titanium alloys produced by several Russian
metallurgy plants. Sverdlovsk-based VSMPO-Avisma - a former Boeing partner in a
joint venture - is the main supplier of titanium-based bars and rolled products for

13. Sukhoi website, archived via the Wayback Machine, 25 September 2025, <https://web.archive.org/
web/20180829020835/http://www.sukhoi.org/company/struktura-kholdinga/>, accessed
25 September 2025.

14. PUA Hosocmu, « BKC Poccuu mosyduiu mapTuio HOBBIX uctpeburesneii Cy-30CM2 » [‘The Russian
Aerospace Forces Received a Batch of New Su-30SM2 Fighters’], 2 December 2023, <https://ria.
ru/20231202/istrebiteli-1913312888.html>, accessed 25 September 2025. Archived via Archive Today,

25 September 2025, <http://archive.today/5cGB6>.

15. TACC, « Uctopus B3neta: OKB Cyxoro ncnonxHunocs 85 jet » [‘Take-Off History: Sukhoi Design Bureau
Turns 85 Years Old’], 29 July 2024, <https://tass.ru/armiya-i-opk/21465013>, accessed 25 September 2025.
Archived via Archive Today, 25 September 2025, <http://archive.today/Mnftqg>.

16. Ibid.
17. United Engine Corporation (UEC), <https://www.uecrus.com>, accessed 23 October 2025.
18. Ibid.
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fuselages and engines.” Titanium alloys are used extensively in the primary load-
bearing components of the aircraft such as wing spars, fuselage bulkheads and landing
gear bays. These structural elements are subjected to high G-loads during
manoeuvring, and the use of titanium helps to minimise weight while maintaining
structural integrity and fatigue resistance.

Figure 1: The KnAAZ Factory

Source: Airbus/Google Earth, 2025.

Sukhoi production requires a wide range of specialised metals and alloys, which are
provided by dedicated facilities such as the Kamensk-Uralsky Metallurgical Plant,* the
Metallurgical Plant Elektrostal,? the Stupino Metallurgical Company,? the Ashinsky
Metallurgical Plant,? and Ruspolymet.* Import data shows that all main metal

19. Financial data seen by the authors. For more information, see VSMPO-Avisma, <https://vsmpo.ru>,
accessed 23 October 2025. Archived via Archive Today, 25 September 2025, <http://archive.today/3DmW2>.

20. Financial data seen by the authors. For more information, see Kamensk-Uralsky Metallurgical Plant,
<https://kumz.ru>, accessed 23 October 2025. Archived via Archive Today, 23 October 2025,
<http://archive.today/dbzj0>.

21. Financial data seen by the authors. For more information, see Metallurgical Plant Elektrostal,
<https://elsteel.ru>, accessed 23 October 2025. Archived via Archive Today, 23 October 2025,
<http://archive.today/2HqgS>.

22. Financial data seen by the authors. For more information, see Stupino Metallurgical Company,
<https://cmk-group.ru>, accessed 23 October 2025. Archived via Archive Today, 23 October 2025,
<http://archive.today/QAVxr>.

23. Financial data seen by the authors. For more information, see Ashinsky Metallurgical Plant, <https://
www.amet.ru>, accessed 23 October 2025. Archived via Archive Today, <http://archive.today/kjBAh>.

24. Financial data seen by the authors. For more information, see Ruspolymet, <http:/www.ruspolymet.ru>,
accessed 23 October 2025. Archived via Archive Today, <http://archive.today/DdZAo>.
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suppliers - most of which are not sanctioned - depend on critical imported materials
such as titanium ores and concentrates, vanadium and molybdenum oxides, and
alloying agents, such as rhenium, for their products. There is also a significant number
of composite materials used in Sukhoi production. The primary supplier of nose cones,
covering the radar, for example, is Aviakompozit, a subsidiary of OAC.* For the
fuselage and wing parts, fibreglass and carbon fibre are provided by ONPP
Tekhnologiya IM. A.G. Romashina, based in Obninsk.?® Trade data shows that these
companies are dependent on imports from China for polyacrylonitrile (PAN)
precursors and obtain their glass fibres from Belarus.

The avionics and radar systems on Sukhoi aircraft involve a large and complex
grouping of companies. Many of these are situated beneath the Rostec subsidiary
holding company KRET, which employs some 43,000 people across 90 production
facilities and research institutes.”’ Some of the most important for Sukhoi production
include Kaluga Scientific Research Radiotechnical Institute (KNIRTI), the main Sukhoi
radar designer and end testing facility,”® GRPZ, which produces the Irbis-E radar and
Identify-Friend-or-Foe systems,? NIIP IM Tikhomirova, which designs radar for Sukhoi
aircraft,*® Stavropolskyi Zavod Signal, which assembles Khibiny-10M radar,
Aviaavtomatika Kursk, producing control boards for Khibiny-10M,%* RPZ, producing
inertial navigation systems,* TsKBA Omsk, which manufactures radar warning
receivers,* NPP Polyot, responsible for the communications suite,* and Elara, which
builds the integrated flight control system.*

25. Financial data seen by the authors. For more information, see Aviakompozit, archived via the Wayback
Machine, 25 September 2025, <https://web.archive.org/web/20200927200516/ https://aviacompozit.com/>.

26. Financial data seen by the authors. For more information, see ONPP Tekhnologiya, archived via the
Wayback Machine, 25 September 2025, <https://web.archive.org/web/20230312235349/https://
technologiya.ru/ru>.

27. TFinancial data seen by the authors. For more information, see KRET, <https://kret.devup.cc>, accessed
25 September 2025. Archived via Archive Today, 25 September 2025, <http://archive.today/cTUC2>.

28. TFinancial data seen by the authors. For more information, see GRPZ, <http://grpz.ru>, accessed
25 September 2025. Archived via Archive Today, 25 September 2025, <http://archive.today/IYS8EV>.

29. Ibid.

30. Financial data seen by the authors. For more information, see NIIP IM Tikhomirova, <https:/www.niip.ru>,
accessed 25 September 2025. Archived via Archive Today, 25 September 2025, <http://archive.today/UoX10>.

31. Financial data seen by the authors. For more information, see Stavropolskyi Zavod Signal,
<http://signalrp.ru>, accessed 25 September 2025. Archived via Archive Today, 25 September 2025,
<http://archive.today/TNvS6>.

32. Financial data seen by the authors. For more information, see Aviaavtomatika Kursk, archived via the
Wayback Machine, 25 September 2025, <https://web.archive.org/web/20220314081304/http://
aviaavtomatika.ru/>.

33. Financial data seen by the authors. For more information, see RPZ, archived via the Wayback Machine,
25 September 2025, <https://web.archive.org/web/20220126000716/https://rpz.kret.com/>.

34. Financial data seen by the authors. For more information, see TSKBA Omsk, <https://www.ckba.net>,
accessed 25 September 2025. Archived via Archive Today, 25 September 2025, <https://www.ckba.net>.

35. Financial data seen by the authors. For more information, see NPP Polyot, archived via the Wayback Machine,
25 September 2025, <https://web.archive.org/web/20220819224741/http://npp-polyot.ru/index.phtml>.

36. Financial data seen by the authors. For more information, see Elara, archived via the Wayback Machine,
25 September 2025, <https://web.archive.org/web/20220314051139/http://www.elara.ru/>.

© Royal United Services Institute 10



https://web.archive.org/web/20200927200516/%20https://aviacompozit.com/
https://web.archive.org/web/20230312235349/https://technologiya.ru/ru
https://web.archive.org/web/20230312235349/https://technologiya.ru/ru
https://kret.devup.cc
http://archive.today/cTUC2
http://grpz.ru
http://archive.today/lY8EV
https://www.niip.ru
http://archive.today/UoX1O
http://signalrp.ru
http://archive.today/TNvS6
https://web.archive.org/web/20220314081304/http://aviaavtomatika.ru/
https://web.archive.org/web/20220314081304/http://aviaavtomatika.ru/
https://web.archive.org/web/20220126000716/https://rpz.kret.com/
https://www.ckba.net
https://www.ckba.net
https://web.archive.org/web/20220819224741/http://npp-polyot.ru/index.phtml
https://web.archive.org/web/20220314051139/http://www.elara.ru/

Vulnerabilities in Sukhoi Production: Clipping Russia’s Wings
Nikolay Staykov and Jack Watling

Figure 2: Map of Key Sites in the Sukhoi Supply Chain
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Name of site Type of supply

Komsomolsk-on-Amure Aircraft Plant (KNAAZ), Khabarovsk Territory

Su-35, Su-57, Su-30 variants

Novosibirsk Aircraft Production Association (NAZ), Novosibirsk

Su-34 fighter-bomber

Su-30SM multirole fighters

Sukhoi Design Bureau (Moscow), Begovoy District, Moscow

Aircraft design and R&D

[ ]
[ J
@ Irkutsk Aviation Plant (IRKUT Corporation), Irkutsk
[ J
[ J

OAC (United Aircraft Corporation), Meshchansky District, Moscow

Corporate headquarters

PAO ‘ODK-UMPQ’, Ufa

Aviation engines

AO ‘GRPZ’, Ryazan

Radar systems

PAO ‘Yakovlev’, Airport District, Moscow

Aircraft manufacturer

AO ‘KRET’, Tagansky District, Moscow

Electronic warfare systems

000 ‘TD ‘Korporatsiya VSMPO-AVISMA’, Verkhnyaya Salda, Sverdlovsk Region

Titanium

AO ‘PO ‘Ural Optical-Mechanical Plant (UOMPY)’, Yekaterinburg

Optical systems

PAO ‘SIGNAL’, Stavropol, Stavropol Region

Communication equipment

AO ‘KNIRTP, Zhukov, Kaluga Region

Radar manufacturer

AO ‘Zaslon’, Moskovsky District, St Petersburg

Avionics systems

AO ‘Elara’, Cheboksary

Electronics manufacturer

AO ‘ONPP ‘Tekhnologiya IM. A.G. Romashina’, Obninsk

Composite materials

PAO AK ‘Rubin’, Balashikha

Submarine design

AO ‘NPK ‘SPP’, Lefortovo District, Moscow

Precision instrumentation

AO ‘RPKB’, Ramenskoye, Moscow Region

Space electronics

AO ‘GOS MKB ‘Vympel’ IM. I.I. Toropova’, Pokrovskoye-Streshnevo District, Moscow

Missile systems

AO ‘Aviaavtomatika’ IM. V.V. Tarasova’, Kursk

Flight control systems

AO ‘Rosoboroneksport’, Sokolniki District, Moscow

Arms exporter

AO ‘ODK-Servis’, Gatchina, Leningrad Region

Engine maintenance

AO ‘Kontsern Kemz’, Kizlyar, Republic of Dagestan

Electromechanical equipment
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Name of site Type of supply

AO ‘PPO EVT IM. V.A. Revunova’, Penza Computing equipment
000 ‘NPK ‘Shturmoviki Sukhogo’, Khoroshyovsky District, Moscow Aircraft components
AO ‘Kamensk-Uralsky Metallurgical Plant (KUMZ)’, Kamensk-Uralsky Aluminium production
NAO ‘Gidromash’ IM. V.I. Luzyanina’, Nizhny Novgorod, Nizhny Novgorod Region Hydraulic systems

AO ‘AMR’, Belaya Kalitva, Rostov Region Aircraft metal alloys
AO PKO ‘Teploobmennik’, Nizhny Novgorod, Nizhny Novgorod Region Heat exchangers

AO ‘NPP ‘Zvezda’, Lyubertsy

Life support systems

AO ‘NPP ‘Polet’, Nizhny Novgorod, Nizhny Novgorod Region

Aviation electronics

000 ‘Aviakompozit’, Novosibirsk

Aerospace composites

AO ‘RPZ’, Ramenskoye, Moscow Region

Electronics manufacturer

000 ‘ATP’, Komsomolsk-on-Amur, Khabarovsk Territory

Transport services

AO ‘SMZ’, Solnechnogorsk, Moscow Region

Aircraft assembly

AO ‘Normal’, Nizhny Novgorod, Nizhny Novgorod Region

Fasteners production

AO ‘514 ARZ’, Rzhev, Tver Region

Aircraft overhaul

AO ‘TsKBA’, Omsk

Valve manufacturing

AO ‘Gidroagregat’, Pavlovo, Nizhny Novgorod Region

Hydraulic components

AO ‘Proizvodstvennoye Obyedinenie ‘Strela’, Orenburg

Missile manufacturer

000 ‘Aviafond’, Nizhny Novgorod, Nizhny Novgorod Region

Aviation components

PAO ‘Tekhpribor’, Moskovsky District, St Petersburg

Aviation instruments

AO 20 ARZ’, Pushkinsky District, St Petersburg

Aircraft maintenance

AO ‘Gazprom Mezhregiongaz nizhniy Novgorod’, Nizhny Novgorod, Nizhny Novgorod Region

Gas supplier

AO ‘MZP’, Michurinsk, Tambov Region

Precision mechanics

AO ‘Radiopribor’, Kazan

Radio equipment

AO ‘PMZ ‘Voskhod’, Pavlovo, Nizhny Novgorod Region

Mechanical engineering

AO ‘Aeroelektromash’, Butyrsky District, Moscow

Aircraft electrics

AO ‘SEGZ’, Sarapul, Udmurt Republic

Electrical components

000 ‘Stan’, Maryina Roshcha District, Moscow

Machine tools

000 ‘Al Mashin Tekhnolodzhi’, Ostankinsky District, Moscow

Industrial machinery

AO ‘Navigator’, Vasileostrovsky District, St Petersburg

Navigation systems

AO ‘NPO Parashyutostroeniya’, Golyanovo District, Moscow

Parachute systems

SPB OAO ‘Krasny Oktyabr’, Kalininsky District, St Petersburg

Metalworking plant

AO ‘Karachevskiy Zavod 'Elektrodetal’, Vishnevka, Bryansk Region

Electronic components

AO ‘Ruspolimet’, Kulebaki, Nizhny Novgorod Region

Special alloys

000 ‘SKIF-M’, Belgorod

Equipment

000 ‘SKIF-M DV’, Komsomolsk-on-Amure, Khabarovsk Territory

Equipment

AO ‘Drobmash’, Vyksa, Nizhny Novgorod Region

Special machinery

Note: PAO = public joint-stock company; AO = joint-stock company; OO0 = limited liability company;
NAO = non-public joint-stock company; OAO = open joint stock company; PKO = production-commercial
association

Behind these direct avionics suppliers lies a less visible second tier of hundreds of
electronic components manufacturers. This part of the Sukhoi supply chain has seen
much greater change since the full-scale invasion of Ukraine, with many new
enterprises in the sector. This is a result of Russia’s attempts at import-replacement
across the microelectronics sector, under the oversight of the Ministry of Industry and
Trade.®” Most of these new entities are below the radar of the international sanctions

37.

Russian government website, « TocyzapcTBeHHas nporpamma “PasBuTue 3JeKTPOHHOHN U
Pa/Zi03JIeKTPOHHON IIPOMBINITIEHHOCTH Ha 2013-2025 rozsl » ['Development of the Electronic and Radio-
Electronic Industry 2013-2025’], 2012 onwards, archived via the Wayback Machine, 25 September 2025,
<https://web.archive.org/web/20191220003033/http://government.ru/rugovclassifier/837/events/>.

© Royal United Services Institute



https://web.archive.org/web/20191220003033/http://government.ru/rugovclassifier/837/events/

Vulnerabilities in Sukhoi Production: Clipping Russia’s Wings
Nikolay Staykov and Jack Watling

regime. For example, St Petersburg-based Kulon 000, Russia’s main manufacturer of
ceramic capacitors, directly imports prefabs from China, South Korea and Taiwan, but
is unsanctioned. In total, OAC’s list of suppliers totals more than 4,000 entities.

At the higher level, Russia’s aviation industry appears to be a strong sovereign sector
with advanced indigenous capabilities. However, once one begins to examine the
second- and third-tier suppliers, the robustness of Russia’s aviation industry appears
less assured. As explored in the next chapter, therefore, Russia’s aviation industry is
more susceptible to disruption from abroad than is generally appreciated, and this is
creating real problems in the production of Sukhoi aircraft.

During the full-scale invasion of Ukraine, Russia has lost approximately 40 Su-34 and
up to eight Su-35 (at the time of writing), while a subset of its fleets has built up
significant fatigue hours.* Production of aircraft has increased during the war. In 2022,
for instance, Russia produced nine Su-34. This rose to 13 in 2023 as Russia’s defence
industry increased its shifts and was partially mobilised. The target for 2025 is

17 Su-34. Twelve Su-35S were ordered in 2024, but it appears that only 10 were delivered
in that year.” Delivery batches in 2025 look to be unevenly distributed, suggesting
delays, though including the delayed deliveries from 2024 the VKS is aiming to receive
16 Su-35 in 2025. While Russia has therefore increased its output of aircraft and been
able to largely replace its losses during the war, the struggle to significantly expand
production stands in contrast to other parts of Russia’s defence industry, where outputs
have increased between two and 10 times pre-war rates. Although a tenfold increase in
Sukhoi production was neither realistic, nor envisaged by the Kremlin, the difficulties
Russia has encountered to achieve even small increases in production, in a sector with
comparatively fewer sanctions than other parts of its defence industry, speaks to a
range of vulnerabilities across the Sukhoi supply chain. The next chapter explores
these constraints.

38. Financial data seen by the authors. For more information, see Kulon OOO, archived via the Wayback
Machine, <https://web.archive.org/web/20210227042527/http://www.kulon.spb.ru/>.

39. Thisis based on an overview of visually confirmed shoot-downs for which there is video and some
less conclusive but nevertheless plausible visual evidence of damaged aircraft where there are
associated claims.

40. Figures based on comparing the Russian State Defence Order with internal documents from OAC.
These numbers have been compared with announcements of aircraft delivery and with the AFU’s
assessed figures.
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Vulnerability to Disruption
in Sukhoi Production

lthough the authors have undertaken a systematic analysis of

vulnerabilities across the Sukhoi production base, describing them all in

detail here is analytically unnecessary. Instead, this chapter outlines a
sample of different kinds of vulnerabilities that are widely present across the
broader dataset. What they demonstrate is that Russia has many import
dependencies and production limitations that can readily lead to delays or
compromise quality. Given the narrow tolerances for aircraft that must perform
under extremes of heat and pressure, these disruptions have a significant impact
on Russia’s ability to expand outputs of combat aircraft.

|Sequencing Deliveries

During the initial Russian invasion of Ukraine, the VKS attempted an ambitious
operation to suppress Ukrainian air defences and neutralise the country’s air force.
This involved numerous penetrations of Ukrainian air space, with groups of up to

15 Russian aircraft operating in close proximity. After an initial period when surprise
allowed Russia to disrupt Ukrainian command and control, Ukraine’s air defences
began to aggressively contest Russian air incursions. Part of the protection suite on
Russian Sukhoi aircraft that should have helped to counter Ukrainian engagements is
the Khibiny electronic countermeasures system. Attached to the wingtips of Russian
aircraft, the Khibiny detects and locates enemy radars, and bombards them with false
signals, thereby degrading targeting. To the confusion of Ukrainian pilots and air
defenders, however, numerous Russian aircraft did not have these systems fitted
during the initial phase of the war. At the time, Ukrainian service personnel
speculated as to whether this reflected overconfidence on the part of the Kremlin, or a
lack of planning - Russian units were in some instances given less than 24 hours’
notice of the invasion - or was because of the Khibiny system’s tendency to disrupt
friendly communications. While these factors may have all contributed to the VKS
flying without its protection suites, the VKS was also simply short of Khibiny units -
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not because of their failure to plan, but because of Russian industry’s failure to meet
delivery timelines.*

Zhukov-based KNIRTI is responsible for the design and production of the Khibiny
L-265B-02 system. Despite being part of KRET, Russia’s main dual-use electronics
holding within Rostec, KNIRTI is basically a Sukhoi company. The plant’s logo features
a Sukhoi jet and the company’s literature boasts: ‘We are not afraid to be first’ and ‘We
make the world’s best jet invincible’.*» KNIRTI emphasises its participation in
celebrations of Russia Day and showcases the consecration of its production facilities
by Russian Orthodox priests, presenting the company as being in lockstep with official
regime ideology. However, the company’s activity has been less aligned with the
Russian military’s plans. According to a Moscow arbitration court ruling,* dated 7
March 2023, the Zhukov-based facility failed to deliver a large consignment of Khibiny
pods to one of the Sukhoi main assembly plants at Novosibirsk, within the contracted
timeframe, leading to a Russian Ministry of Defence compensation claim exceeding
$2.6 million. The pods, due by 10 November 2021, were eventually delivered 115 days
late, on 5 March 2022, nine days after the starting date of Russia’s full-scale invasion of
Ukraine. Besides the monetary costs of the company’s failure, the lack of protection
suites contributed to Russia losing some of its most experienced pilots in the opening
days of the war.

While the Russian Ministry of Defence pursued KNIRTI via the arbitration court for
this failure to deliver, the problem of late and irregular deliveries within Russia’s
aerospace industry is systemic, and its causes are found far beyond the failures of an
individual company. Delays in the delivery of ordered aircraft are largely a function of
a lack of receipt of critical components during the assembly process. A good indicator
of the fact that this challenge arises from issues with the supply chain rather than
mismanagement is that while the Russian Ministry of Defence pursued arbitration
with KNIRTI, there was no public criticism of the company or silent dismissals of
management, unlike other known Russian delivery failures in the defence sector, such
as those at Uraltransmash,** Russia’s main artillery manufacturer. This leads to a
conclusion that at heart, the reason for the delay is in the manufacturer’s extensive

41. Justin Bronk, ‘Russian Combat Air Strengths and Limitations: Lessons from Ukraine’, CNA, April 2023,
<https://www.cna.org/reports/2023/04/Russian-Combat-Air-Strengths-and-Limitations.pdf>, accessed
4 August 2025.

42.  AO KNIRTI, main VK page, <https://vk.com/club59476018>, accessed 13 October 2025. Archived via
Archive Today, 5 August 2025, <http://archive.today/WOJRL>.

43. Moscow City Arbitration Court, decision on case A40-177779/2022, ‘Russian MoD vs AO KNIRTT, 7 March
2023, archived via Archive Today, 5 August 2025, <https://archive.ph/THP8N#selection-269.222-269.239>.

44. Kommepcanms, « Cepreii IIIoHTry pacKpUTHUKOBAT «YpalITpaHCMAIl» 32 3aTATMBaHIE CPOKOB IIPOM3BOJCTBA
CAYV » [‘Sergei Shoigu Criticised Uraltransmash for Delaying the Production of Self-Propelled Guns’],
31 January 2024, <https://www.kommersant.ru/doc/6479840>, accessed 15 September 2025. Archived via
Archive Today, 15 September 2025, <http://archive.today/bTrXr>.
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dependence on foreign machine tools, measurement equipment and sub-components
across its chain of more than 1,300 individual suppliers.*

Throughout Russia’s aviation industry, a more detailed examination shows systematic
use of Western-manufactured tools, equipment and components, along with other
foreign-sourced materials. Consider, for example, the image of an engineer working at
KNIRTT's factory in Zhukov, taken in 2024 (Figure 3). On his desk is a Ceyear 1465 Series
Signal Generator, made by Meilhaus Electronic GmbH of Germany, which retails at
around $90,000. Direct shipments from Germany to Russia are not visible in trade
databases, but the equipment has been freely imported to Russia via China and
Vietnam since 2022. The last available Russian customs record for this generator (not
publicly available) is from 2023 and clearly states ‘equipment for non-military use’. The
importer, Moscow-based NPK Progress, is not sanctioned and currently offers a variety
of specialised equipment on its website, including the exact signal generator model on
the KNIRTI engineer’s desk.*

Figure 3: A German-Made Signal Generator (Right) at the Work Desk of a
KNIRTI Engineer

Source: KNIRTI corporate video, 2024.

45. According to 2024 financial data seen by the authors.

46. NPK Progress, ‘Equipment Available in the Warehouse of NPK Progress, <https://npkprogress.ru/
equipment-available/>, accessed 21 July 2025. Archived via the Wayback Machine, 21 July 2025, <https://
web.archive.org/web/20250721123608/https://npkprogress.ru/equipment-available/>.
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This is not an isolated example. The manufacturing of specialist components for high-
precision machinery requires precise measuring and testing equipment. When
building complex machines such as military aircraft, which function under high stress
and handle high levels of electromagnetic activity, the quality control of
manufacturing is vital. All Russian radar, communication, EW and SIGINT systems,
and the production and development of these systems, require precise signal
measurement and analysis. As a result, Russian manufacturers of avionics and the
university laboratories that OAC partners with all use the products of leading
manufacturers of measuring equipment like the US-based Keysight and National
Instruments or Germany’s Rhode & Schwartz and Ceyear. Up until 2022, the Russian
subsidiary of Keysight — a world leader in signal measuring, analysis and testing
equipment - was active in the domestic market and had major defence contractors as
customers. Locally manufactured equipment of comparable sensitivity and reliability
is simply unavailable.

After the first wave of sanctions in 2022, Keysight withdrew from the Russian market,
but the pace of development of EW systems during Russia’s full-scale invasion of
Ukraine has made top-quality signal measurement equipment even more critical.
Because it is unable to build this equipment, Russia has remained dependent on
imports. In 2023 and 2024, Russian companies continued to import products made by
Keysight and National Instruments mostly via China and Hong Kong, but also through
Thailand, the UAE and Turkey.” The most imported instruments included signal
generators, oscillographs and spectrum analysers. Russian companies received a total
of $42.4-million worth of equipment made by Keysight alone in 2024; an estimated
$11.3 million share of this equipment was delivered to entities linked to the Sukhoi
supply chain.*

The Extent of Dependencies on Foreign
Equipment

Despite the rise of Russia’s own production of electronic components and specialised
machinery to replace imported ones, key manufacturers within the Sukhoi production
chain still heavily rely on critical foreign components and equipment, acquired mostly
before 2022. To take just one example of this from OAC’s multi-tiered supply chain,
consider the case of Karachevskiy Zavod Elektrodetal (KZE),* one of Russia’s
manufacturers of precision parts, dyes and components for the electronics industry.

47. Russian trade data for 2023 and 2024, seen by the authors.

48. Russian trade data for 2024, seen by the authors.

49. KapaueBckuii 3aBoz “Diexrpozerans [Karachevskiy Zavod ‘Elektrodetal], <https://www.elektrodetal.
com>, accessed 14 October 2025.
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The Karachevsk-based plant delivers its high-accuracy parts and prefabs to more than
half the Russian major military industrial manufacturers, including aviation, air
defence and missile manufacturers such as Almaz Antey, Konstruktorskoe Byuro
Mashinostroeniya, Konstruktorskoe Byuro Priborostroeniya, and OAC. Among the
plants dependent on KZE’s outputs, one finds major OAC avionics manufacturers,
including GRPZ, Signal, Elara, Zaslon and the aforementioned KNIRTI. The extended
list of manufacturers dependent on the Karachevsk plant includes VNIIR-Progress,*
which has plants in Cheboksary and Moscow and produces the critical Kometa series
of jam-resistant GNSS navigation modules which Russia installs on UAVs such as the
Shahed UAVs that fly every day towards Ukraine, and Sukhoi jets. Another plant
depending on KZE is the Moscow-based GNPP Region,> which manufactures most of
the glide bombs used by Sukhoi jets against Ukraine, and which also depends on
Kometa antennas for guidance.

KZE is an example of a critically connected node whose importance may not be visible
at first glance but whose disruption may cause widespread effects across the supply
chain. Some of these might be minor and rectifiable, while others may cause a cascade
of manufacturing, design and certification issues. KZE’s outputs involve thousands of
prefabs of micron-level accuracy that are then used across approximately half the
critical list of Russian military enterprises. The plant’s vulnerability to disruption is
visible from its public imagery (Figure 4). The production floor is filled with exquisite
machine tools, over which hangs a photoshopped portrait of a younger President
Vladimir Putin and a Sukhoi jet. Yet, none of the machines in the factory appear to be
Russian-made. The LC400G and AP250 electrical discharge machining (EDM) tools
lining one of the factory floors are made by the Japanese company Sodick, which
describes its products as ‘a first choice for leaders in the aerospace industry’.>? Sodick
guarantees the accuracy of its machines for 10 years. The Karachevsk plant received
the equipment in 2017 (when the videos were published) and the intensive use of these
machines in the following years means that it will probably start to become
increasingly dependent on replacement parts within the next two years.

Unfortunately for KZE, Japan banned the export of all Computer-Numerical-Control
(CNC) machines to Russia in April 2023, including EDM units. In February 2024, Japan
added more machine-tool categories to its export ban under the common high-priority
items list - including advanced multi-axis and automated CNC systems. Japan’s updated
export control regulations, effective from 9 October 2025, now require licences for any
export of potentially dual-use machine tools, such as the Sodick machines, towards any

50. BHUUP-IIporpecc [VNIIR-Progress], <https://abselectro.com/companies/vniir-progress/>, accessed
13 October 2025.

51. THIIII “Peruon” [GNPP ‘Region’], <https://gnppregion.ru>, accessed 13 October 2025.

52. Sodick, ‘Aerospace & Defense Industry’, <https://sodick.com/industries/aerospace-defense/>, accessed
5 August 2025. Archived via Archive Today, 5 August 2025, <http://archive.today/1ruG3>.
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country where tools risk being diverted to Russia.*® Thus, Russia will have to depend on
its clandestine procurement networks to obtain all spares, replacement units and
updates. In all likelihood it will obtain some spare parts, but not necessarily in
predictable quantities or on reliable timelines. The ease of acquiring these parts is partly
a question of how rigorous Japanese authorities are in enforcing their regulations.

Figure 4: KZE Production Facility in Karachevsk

Source: Corporate video published on KZE VKontakte official channel, 2017.

Russian dependence on foreign supplies is not confined to machine tooling. It becomes
even more direct and endemic among the subcomponents of OAC products. For
instance, the Ural Optical and Mechanical Plant (UOMZ), a manufacturer of electro-
optical targeting systems for nearly all Sukhoi aircraft, imported an average of
$3.1-million worth of components per month in 2024.>* These imports initially came
mostly from the Chinese subsidiary of Russia’s Shvabe Holding - Shvabe Opto-
Electronics (Shenzhen) Company. However, when this company was designated by the
US Treasury’s Office of Foreign Assets Control in May 2024,> UOMZ started receiving
similar shipments from three recently founded Kyrgyz suppliers of Chinese and South
Korean electro-optical modules. Regular shipments of US-made AMD and Analog
Devices’ semiconductors also still find their way to UOMZ via a Belarusian entity with a
limited digital footprint.

53. Ministry of Economy, Trade and Industry, ‘Guidance for the Control of Sensitive Technologies for Security
Export (for Academic and Research Institutions) Amended’, 24 September 2025, <https://www.meti.go.jp/
english/press/2025/0924_003.html>, accessed 6 November 2025.

54. Russian trade data for 2024, seen by the authors.

55. Office of Foreign Assets Control, ‘Sanctions List Search’, <https://sanctionssearch.ofac.treas.gov/Details.
aspx?id=48755>, accessed 4 August 2025.
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A more aggregated examination of the main avionics suppliers of OAC (Figure 5) shows
that most of its main 12 design bureaus and suppliers rely heavily on imports of critical
equipment and components by a network of opaque supply channels of low-profile
private importers. Throughout 2024, this group of Russian non-sanctioned importers
supplying the 12 main avionics suppliers received shipments containing more than
$25-million worth of integrated circuits and capacitors, which included brands such as
Texas Instruments and Murata. Shipments often originated from China and were sent
by low-footprint distributors from Belarus and Kyrgyzstan. Most of these components
can be identified in the Sukhoi aircraft supply chain.*® The Sukhoi components
dependent on these import channels include critical equipment such as the
communications system (NPP Polet), flight control system (Elara), engine control
module (GRPZ), radar homing and control system (TsKBA), and of course of the
Khibiny countermeasures system, designed and manufactured by KNIRTI.

|Limitations of Russia’s Import Substitutions

It is often argued that the process of sanctioning Russian entities will have a limited
effect because the Russian defence industry will simply substitute Western
components with Chinese ones, circumvent sanctions and transition to domestic
manufacture. In some sectors, these are valid options. In more advanced industries,
however, Russia faces greater constraints. Circumvention of sanctions will remain
possible, but not at a reliable rate or in predictable quantities. Substitution, as shall be
described shortly, is not always possible. Even where it is possible, it can be highly
disruptive in more complex products, such as in the aerospace sector. As documented
in numerous recent Russian scientific papers, real-life testing of domestically made
components for military systems (requiring high resistance to temperature and
mechanical stress compared with purely civilian use) shows mixed results, especially
for high-end chips used in avionics, satellite communication and radars.” Even in
those areas where Russia has managed to produce quality-controlled microelectronics
that pass testing, the products often still rely on imports of advanced ceramics, Teflon
and hydrocarbon PCB laminates (the base material of a printed circuit board) for stable
and low-loss performance, especially when used at very high frequencies. Non-military-
grade integrated circuits, transistors and memory chips often suffer from signal noise,
thermal runaway or outright failure, and so Russia continues to prioritise using Western
chips for many higher-end products.

56. 2024 financial data seen by the authors.

57. Russian scientific papers, some of them taken offline, show numerous examples of direct tests of Western
and Russian chips for high-end uses. Several of these still exist online but are expressly not quoted here
to avoid their withdrawal.
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Figure 5: Tiers of the Su-35 Avionics Supply Chain
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Even where the testing process validates the suitability of domestically produced or
Chinese-supplied substitutes for Western components, the need to carry out the
substitution introduces extensive delays owing to the bureaucratic process involved.
Russian military bureaucracy requires full coordination of technical documentation
changes with the relevant VP (voennoe predstavitelstvo), a specialised Ministry of Defence
representative supervising — and in many cases, micromanaging - the whole design,
testing and mass production process of military equipment, roughly comparable to a
senior responsible officer (SRO) in the UK. Also, any use of new components, foreign or
domestic, requires testing and certification by approved labs before it is included in the
officially approved lists managed by the responsible institute at the Russian Ministry of
Industry and Trade (Minpromtorg). Internal documents reviewed by the authors relating
to this process for several substitutes shows that it is often slow to carry out.
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Again, a more detailed picture of specific attempts at import substitution reveals that - as
regards complex machinery and subsystems - the results are usually partially - rather
than wholly - successful. A good example is furnished by the machinery necessary for
the treatment of materials used in the fuselage and engines of Sukhoi aircraft. Sukhoi jet
fuselage and engine parts are routinely placed under high thermal and mechanical
stress in flight, especially during combat manoeuvres, and key components therefore
need to go through a treatment called ‘hot isostatic pressing’ (HIP). This special heat and
gas treatment (usually argon gas) is used on metal or ceramic materials to improve
resistance to fatigue and corrosion, or to cast complex shapes from mixed powders.
Following this treatment, the mechanical properties of the materials are greatly
improved, and the fatigue life can be increased by between 10 and 100 times.

The above HIP treatment of components is carried out at UDK-UMPO, a subsidiary of
the United Engine Company at Ufa, using equipment supplied by the Russian company
Ruspolimet and its HIP subsidiary, Drobmash. Crucially, UDK-UMPO’s primary HIP
installation was made in Sweden, but after 2019 the Swedish manufacturer declined to
continue maintaining it. Considering the challenges to maintaining sufficient HIP
capacity, Russia sent large jet components such as engine turbine casings (Figure 6) to
HIP centres in China. However, in August 2024, Ruspolimet - which is an unsanctioned
Russian metallurgy group - reported the delivery of the largest HIP in Russia to the
UDK plant at Ufa. The 600-tonne press heats its workspace up to 1,350 degrees and
applies pressures of up to 1,600 atmospheres. The UDK plant at Ufa is notably the same
plant where all Su-27 and Su-30 aircraft engines from China are sent for repair.

Although the delivery of the new equipment has temporarily relieved Russia’s HIP
capacity problem, maintaining the equipment is likely to remain a challenge. This
difficulty was acknowledged at the opening ceremony of the new facility - in the
presence of the Russian minister of industry and trade - when Ruspolimet management
informed the local media that the facility actually had to finish a previous order of HIP
facility high-pressure valves and compressors from an unnamed German manufacturer,
which it refused to deliver after Russia’s full-scale invasion of Ukraine in 2022.% As
Ruspolimet had to fabricate the missing components from scratch, it is yet to be
confirmed how this Russian finish of German-made equipment will perform. Suspicions
about the efficacy of Russia’s abilities increase even more given the fact that Russia has
other manufacturers claiming HIP installation capabilities, and yet, for the biggest and
most critical components in Sukhoi manufacturing, the engine plants still prefer
Western-made tools.*

58. Rutube, « TUII 2200. Kak cTpomiu KpymHeHmmi ra3octat B Poccuu » [‘GIP 2200. How They Build the
Largest HIPin Russia’], 2024, <https://rutube.ru/video/858cbf130744f55f76d2042418ea330a/?r=wd>, accessed
5 August 2025. Archived via Archive Today, 5 August 2025, <http://archive.today/6gqI1>.

59. Ibid.
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Figure 6: Intermediate Turbine Casings Before (Left) and After HIP (Right)
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Source: Rutube, « TUII 2200. Kak cTpousy KpynHeimuii razoctat B Poccuu » [‘GIP 2200.
How They Build the Largest HIP in Russia’], 4 September 2024, 01:20,
<https://rutube.ru/video/858chf130744f55f76d2042418ea330a/>r=wd>, accessed 5 August 2025.
Archived via Archive Today, 5 August 2025, <http://archive.today/6gql1>.

The challenges for HIP processing in Russia do not stop with the need to locally
fabricate a few components. Victor Klochay, the CEO of Ruspolimet, conceded that his
business has a range of problems.*®® While he was satisfied by the quality of the work
the business achieved with the new HIP installation at Ufa, which he described as a
project in which Putin was personally interested, he highlighted that Drobmash is one
of the underperforming assets of Ruspolimet, while also being the only HIP equipment
manufacturer of its kind in Russia. Klochay directly blamed the central bank for
setting high interest rates and cancelling contracts for some of the company’s
difficulties, without providing further details.

Furthermore, the entire project to upgrade Drobmash and its manufacturing
capabilities seems to have been beset by major problems. In November 2024, a Russian
court stated that the plant should return its 2019 government subsidy, equal to

P78 million (about $750,000), for technological renovation to the Russian state budget.®

60. Kommepcanms, « 3aBOZbI TEPSIOT JOCTYIIHOE KpeAauToBaHue. [aBa «Pycnonumera» Bukrop Kiouaii 06
WTOrax rojia ¥ [NIABHOM BBI30Be 9KOHOMUKH » [“Factories are Losing Affordable Lending”. Ruspolymet
CEO Viktor Klochai on the Results of the Year and the Main Challenge to the Economy’], 5 February 2025,
<https://www.kommersant.ru/doc/7478982?erid=F7Nf YUJCUneP616eG2pg&query=apobmarir>, accessed
5 August 2025. Archived via Archive Today, 5 August 2025, <http://archive.today/GYOMm>.

61. Kommepcanms, « BCTYIUIIO B CUIIY peliieHre 0 Bo3BpaTe pesepaabHOM cybcuanu 3aposa «JIpobmarin» »
[‘The Decision to Return the Federal Subsidy to the Drobmash Plant Has Come into Force’], 25 November
2024, <https://www.kommersant.ru/doc/7327128>, accessed 15 September 2025. Archived via Archive
Today, 15 September 2025, <http://archive.today/Jp07y>.
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The main reason for this court’s decision was that Drobmash’s sales figures for 2022
were an eighth of the size it had projected in its application for government funding.

In addition, Drobmash seems to remain dependent on imports: its management
evaluates the share of imported equipment in the new Russian HIP installation at 15%,°
and trade statistics prove it. In 2024, Drobmash imported tens of items directly related to
its HIP manufacturing, including an electro slag heating system, which is used to create
extremely pure and high-quality metal alloys, and compressors for argon gas, required to
maintain inert conditions in the HIP process. The performance of Russia’s HIP
installation is also likely lower than the European system for which it is a substitute.

Drobmash’s owner Ruspolimet is a large importer of foreign materials and
components. Records from September 2024 show it imported 6.5 tonnes of crystalliser,®
worth $115,291, from China via the UK.** Ruspolimet freely imports - via its German
branch Ruspolymet GMBH - metallurgy equipment and special alloys with military
application such as Inconel 625, which is found in missiles and aviation parts. Inconel
625 enters Russia - by truck - in the form of scrap metal. Despite the positive news
reported to Putin concerning the new HIP installation, the overall technological level of
Russia’s metallurgy supply chain has remained a challenge since 2022.

In August 2022, Aleksey Shevelev, the CEO of Severstal, a steel and mining company,
estimated that Russia’s metallurgy needs to replace a long list of approximately 17,000
items, parts and components, currently imported.® His assessment triggered an
official comment from the Russian Ministry of Trade and Industry, which named
several examples of modern metallurgy plants in response, including Uralmashzavod
and Drobmash, though as we have seen, the latter is only a partial success.*

Perhaps the biggest indicator of the difficulties Russia has faced with import
substitution is that in many critical areas the rate of imports from the West is
increasing, rather than declining. A good example of this expansion is SKIF-M, a
Russian manufacturer of specialised drills, bits and inserts. Seventy percent of its
products are specifically developed for machining aerospace materials. SKIF-M has a

62. Ruspolimet, « Huxxeropofckoe mpernprsTie U3MEHUIO TEXHOJIOTUYECKUH VKA POCCUHCKOTO
MamuHocTpoeHus » [‘Nizhny Novgorod Enterprise Changed the Technological Structure of Russian
Mechanical Engineering’], 16 August 2025, <http://www.ruspolymet.ru/vse-novosti/? ELEMENT_
ID=1713&sphrase_id=13234>, accessed 8 October 2025. Archived via Archive Today, 8 October 2025,
<http://archive.today/4htuj>.

63. A crystalliser is a specialised component designed to solidify molten metals or alloys into controlled
crystal structures.

64. Trade data for 2024, seen by the authors.

65. Kommepcanms, « Hu I1aTko, HY BaJIKOM. MeTalIypraM IIOHaZ00STCs TOBI IS 3aMeHbI IMIIOPTHOTO
obopyzosanus » [Halting Progress: Steelmakers Will Need Years to Replace Imported Equipment’],
8 August 2022, <https://www.kommersant.ru/doc/5502489>, assessed 13 October 2025. Archived via
Archive Today, 13 October 2025, <http://archive.today/06At2>.

66. Ibid.
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sister company called SKIF-M DV*” based at Komsomolsk-na-Amure, registered two
blocks from the KnAAZ plant, where Su-35 and Su-57 are assembled and delivered to
the VKS. Considering the criticality of its machine tools for producing Sukhoi aircraft,
it is logical that the Sukhoi manufacturing plant has a subsidiary located nearby to
provide onsite servicing of its equipment. OAC is SKIF-M’s largest single customer.®

Figure 7: A Ruspolimet Engineer Shows a Compressor Sealing Ring from a Home-Made
Component of a German Machine Tool for the HIP Installation at UDK-UMPO

! mr
= "

Source: Rutube, « TUII 2200 » [‘GIP 2200’], 07:40, <https://rutube.ru
video/858cbf130744f55f76d2042418ea330a/?r=wd>, accessed 5 August 2025. Archived via Archive Today,
5 August 2025, <http://archive.today/6gql1>.

SKIF-M’s main plant, based in Belgorod, manufactures specialised inserts, drills and
end mills that are needed to process titanium and aluminium jet parts and turn each
into a component ready to mount. The need for dedicated drills and mills is determined
by the use of specialised alloys in the airframe.

The most sophisticated bits made by SKIF-M are used for drilling through carbon-fibre
reinforced polymer layered over titanium (CFRP-Titanium), increasingly used in modern
aircraft construction because of its radar signature reduction and weight saving
properties. Sukhoi claims that 25% of the Su-57 airframe is made of composites.*’

67. Both companies are controlled by Alexander Moskvitin. See Rusprofile, ‘Moskvitin Alexander
Alexandrovich’, <https://www.rusprofile.ru/person/moskvitin-aa-312319189775>, accessed 5 August 2025.
Archived via Archive Today, 5 August 2025, <http://archive.today/M9kTn>.

68. According to both Russian public procurement records and financial data seen by the authors.

69. Bohdan Tuzov, ‘Analysis: What’s Wrong with the Russian Su-57? A Lot’, Kyiv Post, 19 May 2024, <https://
www.kyivpost.com/analysis/32863>, accessed 5 August 2025.
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Figure 8: SKIF-M Main Facilities in Belgorod

Source: SKIF-M, « CKU®-M - Jlyuiree pemteHus Aas ppesepoBanus » [‘SKIF-M is the Best Solution for
Milling’], Youtube, 18 June 2021, 00:04, <https://www.youtube.com/watch?v=DAooOPhpAj0>, accessed

5 August 2025.

Figure 9: Multi-Insert Indexable Deep Hole Drill Made by SKIF-M

Source: SKIF-M, « UcTopus ycuexa komrnanuu CKU®-M » [‘Success Story of the Company Skif-M’],
Youtube, 13 January 2020, 00:26, <https://www.youtube.com/watch?v=Nyw-P0F4Du8>, accessed
5 August 2025.
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Manufacturing these tools is itself dependent on specialist machine tooling. SKIF-M
uses high-power impulse magnetron sputtering (HiPIMS) equipment made by a
German company, Cemecon. A 2018 publication by Cemecon boasts that the Belgorod
plant uses the CC800 HiPIMS system to harden the bits by applying extremely thin
(1-12 pm) coatings on to the inserts, drills and end mills.”” The primary coating,
TiB,-based (titanium diboride), is optimised for aerospace-grade materials such as
TiAl6V4 and aluminium alloys.

Figure 10: Alexander Moskvitin (right), owner of SKIF-M in Belgorod and SKIF-M DV in
Komsomolsk-na-Amure, Shows his Newly Acquired CC800 HiPIMS Equipment, Made
in Germany

Source: Cemecon, ‘Hightech-Hardware with Soft Skills Combined’, 29 June 2018, <https://www.
cemecon.com/de/en/facts-stories/hightech-hardware-soft-skills-combined>, accessed 5 August 2025.
Archived via Archive Today, 5 August 2025, <http://archive.today/goG3h>.

The critical importance of European tools for SKIF-M is revealed by its trade records
(not publicly available) since Russia’s full-scale invasion of Ukraine. Its trade records
from 2022 until the present day indicate it has imported goods worth more than

$7.6 million a year. These goods include imports from Germany worth approximately
$1 million - reportedly for tools like tungsten carbide inserts. The trade records also
point to less critical imports from Europe, including plastic packaging, threaded
screws and bolts, helical springs and leaves for springs - and even $15,000-worth of
special screwdrivers for high-precision manufacturing. SKIF-M imported special

70. Cemecon, ‘Hightech-Hardware with Soft Skills Combined’, 29 June 2018, <https://www.cemecon.com/de/
en/facts-stories/hightech-hardware-soft-skills-combined>, accessed 5 August 2025. Archived via Archive
Today, 5 August 2025, <http://archive.today/goG3h>.
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adhesives worth $1.6 million from Turkey, while it imports other specialised items like
cathode-targets (used in vacuum and gas-pressure sintering furnaces) from China.

Concerningly, SKIF-M’s imports from Europe were not shrinking but rather expanding
to support a growing production line. Several Western-made, sophisticated CNC
machining centres have been imported from Europe in the past two years from niche
brands that are known to offer exquisite quality and reliability. These imports include a
brand-new, Swiss-made, Stahli FH2-505 double-sided flat honing and fine-grinding
machine, which is used in watchmaking and microelectronics, and was imported in
July 2024 via Turkey.”* Another import was for a Hermel C40U 5-axis CNC vertical
machining centre, a high-precision tool best used for complex machining tasks,
imported in April 2024.72 SKIF-M even imported a six-axis CNC grinding machine built
for machining and regrinding tools up to around @25 mm with exceptional accuracy
from Australian company ANCA.”

Curiously, sanctions against SKIF-M by Western powers have not been forthcoming,
allowing it to become a troubleshooter for Sukhoi’s broader supply chain challenges.
Only Ukraine has so far sanctioned the company. One reason for this may be that while
the company maintains a low profile with respect to its military customer base, it
advertises its tools in its promotional materials for its distributors as being used by all
top-tier Russian aviation plants and by Airbus, which is Europe’s biggest civilian
aviation manufacturer.” Since aviation is a strategic industry for Europe, sanctions
could cause unintended blowback.

Reluctance to sanction the entity, however, does not mean it cannot be disrupted. In
September 2025 Ukrainian forces struck its main production facility, located just
28.8 km from the Ukrainian border. The strike caused considerable damage to the
company’s machine tooling. A coordinated effort to prevent Russia from replacing
them could therefore have significant knock-on effects across its aviation industry.

71. Trade data for 2024 seen by the authors.

72. Ibid.

73. Ibid.

74. Wellcam corporate website, cutting tools catalogue section, <http://wellcam-ps.ru/catalog/cutting-tool/skif-
m/>, accessed 4 August 2025. Archived via Archive Today, 4 August 2025, <http://archive.today/3mtap>.
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Figure 11: SKIF-M Facility Struck by Ukrainian Forces

Source: Imagery provided to the authors.

Figure 12: Damage Inside the SKIF-M Facility

Source: Published on 23 September 2025 on the Telegram channel of Belgorod region governor
Vyacheslav Gladkov.
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In summary, therefore, several conclusions can be drawn about the exposure of
Russia’s fighter jet production to sanctions - if properly enforced - and other
disruptions to its supply chain. First, because of the number of precision
subcomponents necessary to assemble fighter aircraft, even minor delays and
disruption to production have a significant knock-on impact in suppressing the
acceleration of aircraft production. Second, there are a many dependencies on imports
for machine tools, spare parts, components and raw materials that could be disrupted
through targeted sanctions, enforcement or other measures to limit supply. Third, the
effect of these measures will be Russian import substitution and a growing reliance on
China. However, this is a partial rather than a complete solution for higher-end
products and unlike in other weapons systems, aircraft production is unforgiving if
substitution leads to a diminution of quality control or performance.
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Export Prospects for
Russian Combat Aircraft

ussia’s competitiveness in the global market for combat aircraft has been

grounded in the capability of its aircraft, their price and serviceability,

Russia’s willingness to sell, and the political relationship that emerges
from large-scale defence-industrial cooperation. Historically, Russian aircraft
beat their NATO competitors on price and serviceability, while the capability gap,
while real, was not always an impediment relative to customer requirements.

Today, however, the capability gap between NATO and Russian aircraft is widening.
Furthermore, Russia’s desire to use exports to fund R&D in its aerospace sector has
seen its price advantage over NATO aircraft shrink. The impact of sanctions -
necessarily driving up the cost of manufacture - will close this gap further.

Most alarming for the Russians today is the rapid progress made by China in the
manufacture of combat aircraft. Back in the 1990s, the People’s Liberation Army Air
Force (PLAAF) procured Russian aircraft, including at least three batches of Su-30MKK
delivered between 1999 and 2003.”” This was in addition to up to 72 Su-27 the PLAAF
already had in service. Even in the 2010s, the Chinese were still eager to obtain Russian
engines, since they were struggling to refine their own aircraft engines domestically.
Russian products sent to China were, however, beset with problems. Indeed, in the past
three years alone, trade databases show that China sent back a total of 246 AL-31F and
AL-41F engines to Russia’s Ufa plant - discussed earlier - with many engines clearly
marked as still being under warranty.

Russia is now dependent on China for both components and certain treatment
processes for its aircraft production. China, on the other hand, having initially started
with licensed production of Russian aircraft, moved to the unlicensed reverse
engineering of Russian aircraft, and is now designing and producing domestic aircraft

75. Arms Control Association, ‘China Buying Russian Combat Jets’, <https://www.armscontrol.org/act/2003-
03/china-buying-russian-combat-jets>, accessed 5 August 2025. Archived via Archive Today, 5 August
2025, <http://archive.today/lilxx>.
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that are far superior in their performance to Russian counterparts.” The Chinese J-20,
for instance, is significantly more capable than the Russian Su-57.

The growing gap between Russian as compared with NATO and Chinese capability has
already seen Moscow lose sales. Pakistan’s acquisition of Chinese J-10Cs saw India
move to purchase new, modern aircraft. But while India remains one of Russia’s closest
military-industrial partners, New Delhi selected the French Rafale.”” Egypt, which has
procured both Rafale from France and Su-35 from the Russians, has concluded from
competitive testing that the former is significantly more capable,’”® and has more
recently expressed an interest in China’s offerings.”

But Russia’s woes go beyond its competitiveness. Iran, for instance, has been desperate
to replace its ageing fleet of pre-revolution aircraft. In its burgeoning defence
cooperation with Russia, Iran has been eager to obtain modern air defences and Su-35.
But Russia has been unable to deliver either. Following Israel’s Operation Rising Lion,
in which Iran’s older Russian-supplied air defences were overcome, Iran has explored
purchasing Chinese air defences.?’ It is not yet clear whether Iran will, in frustration,
similarly turn to China for aircraft, but nevertheless, given Russia’s struggle to lift the
rate of production, Su-35 are not forthcoming.

It should also be noted that there are many countries across Africa and South-East Asia
that operate older variants of Soviet and Russian aircraft that are reaching the end of
their service lives. Many of these states are also facing an elevated threat environment.
In Africa, the risk for the West is that these states purchase Chinese aircraft. In the
Indo-Pacific, with China one of the primary threats against which states must plan,
this is less likely. The question, therefore, is whether NATO’s aviation industries can
make an offer that is within the feasible budget and sustainment capabilities of these
states. In the short term, disruption to Russia’s aviation industry - thereby
demonstrating that it is an unreliable supplier - may significantly help to dissuade
countries from buying Russian planes.

In the longer term, Russia’s aerospace industry faces another quite separate challenge:
the retirement of many of its key engineers and a shrinking workforce in its design

76. Andreas Rupprecht, Modern Chinese Warplanes: Naval Aviation - Aircraft and Units (Vienna: Harpia
Publishing, 2018).

77. Shivam Patel and Surbhi Misra, ‘India Signs $7.4 Billion Deal to Buy 26 Rafale Fighter Jets’, Reuters,

28 April 2025.

78. Ali Dizboni and Karim El-Baz, ‘Understanding the Egyptian Military’s Perspective on the Su-35 Deal’,
Policy Analysis, Fikra Forum, Washington Institute, 15 July 2021, <https://www.washingtoninstitute.org/
policy-analysis/understanding-egyptian-militarys-perspective-su-35-deal>, accessed 12 October 2025.

79. Ahmed Aboudouh, ‘Egypt’s Purchase of a Chinese Fighter Jet is a Reminder Cold War Tactics are Back in
the Middle East’, Chatham House, 18 October 2024, <https://www.chathamhouse.org/2024/10/egypts-
purchase-chinese-fighter-jet-reminder-cold-war-tactics-are-back-middle-east>, accessed 12 October 2025.

80. Jean-Loup Samaan, ‘Is the Cautious China-Iran Military Cooperation at a Turning Point?’, Atlantic
Council, 29 August 2025, <https://www.atlanticcouncil.org/blogs/menasource/is-the-cautious-china-iran-
military-cooperation-at-a-turning-point/>, accessed 12 October 2025.
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bureaus. Russia’s expertise in designing aircraft is overwhelmingly concentrated in an
elderly group of engineers while the country is struggling to retain talent. Soviet
technical education produced exceptionally talented engineers. A notable example is
Professor Yuriy Yukhanov, of South Federal University in Rostov and Taganrog. Based
in the Department of Antennas and Radio Transmitting Devices, Yukhanov cooperates
closely with the OAC, KRET, and in particular OKB Sukhogo, the R&D arm behind all
Sukhoi aircraft models. At 73 years old, Yukhanov is a leading scholar in his field.*

A recent survey of academics in Russia reveals that one in five university professors is
over 65 years old. Only 6% of university faculty are under 30, and this includes staff on
part-time contracts.®? Low remuneration levels for Russian academics furnishes one
explanation for this. Despite Putin mandating in 2012 that university salaries should be
double that of the regional mean, an average Russian university professor made slightly
more than £121,296 (around $1,302) per month in 2024.% Moreover, these salaries are not
equally distributed throughout the country. The top-paying universities are in Moscow
and St Petersburg.®* Yukhanov’s South Federal University, for example, is in the bottom
third of the remuneration ranking table with about one-third less, or 291,423 ($984). &

Nevertheless, Yukhanov did try to impart his expertise to the next generation. His son,
Alexander, completed his PhD in radio-engineering and software at South Federal
University, then worked briefly at a local company. Yet, rather than follow his father into
Russia’s defence industry, he migrated to the US in 2007, where he has worked at Amazon,
Microsoft and Google, and is now a principal software engineer at Meta’s security team
on virtual/augmented reality products.® This is not an isolated example. Another senior
Russian academician and leading designer of navigational systems has two children, one
of whom is trained in the design of military technologies, but who, like Yukhanov, moved
to the US and now works in the US defence industry. Indeed, a survey of engineers with
experience working with Sukhoi aircraft reveals a fairly extensive distribution across the
world, overwhelmingly represented by young professionals. Even with restrictions on
travel to and employment opportunities in NATO countries following Russia’s 2023
invasion of Ukraine, workers in Russian defence industrial enterprises appear eager to
explore better paid professional opportunities in China.
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Russia has recognised this problem. Russia’s research bureaus have taken to using
financial incentives to try to retain younger talent in the industry. Leaked paperwork
from a Sukhoi R&D project in 2015, designed to test the antenna performance of a
Sukhoi prototype in the SFU’s anechoic chamber, show that staff would be paid a total
of P5 million (around $129,550) to participate. The project lasted at least four months
and took more than 15 staff to complete. In this instance, each staff member could
almost triple their monthly income by participating. Still, these levels of compensation
represent a modest salary for experts with highly transferable expertise who could
earn orders of magnitude more outside Russia.

Figure 12: First-Year Students at the South Federal University Visit an Anechoic Chamber

Source: South Federal University, ‘Department of Antennas and Radio Transmitting Devices’,
<https://airpu.sfedu.ru/> accessed 5 August 2025.

Russian aerospace R&D bureaus have also sought to try to improve their financial
situation through obtaining foreign funding. This includes efforts to coproduce Su-57
fighters with India, which has so far been unsuccessful. Russia also endeavoured to get
the Su-75 Checkmate prototype aircraft funded by the UAE. But this funding has since
dried up, and the programme has stalled. At present the main export customer for
Russian aircraft is Algeria, but while the sales are welcomed by Russia’s aerospace
industry, the deal does not generate the money necessary for future R&D. There is a
policy challenge here, which is the extent to which Western states wish to accelerate
the brain drain by making it feasible for Russian aerospace engineers to leave the
country and indeed encouraging them to do so. Clearly it would be inappropriate to
offer them work within the defence industry, but there is an opportunity to see Russia’s
place in the global aerospace sector diminish, which must necessarily have a negative
impact on the financing and efficiency of domestic production and development.
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Conclusion

This paper has made four key arguments.

1. Russian combat aircraft, while less capable than NATO or Chinese equivalents, fulfil
distinct roles for the Russian military that present challenges to Russia’s adversaries,
such that the size and capability of the VKS should be a matter of concern.

2. Despite a large sovereign industry, there is a high level of dependence on foreign
components and materials in Russian combat aircraft production. The industry is
therefore vulnerable to disruption and delays because of the precise requirements of
Sukhoi sub-systems.

3. Vulnerabilities in the Russian aerospace industry are likely to persist, as Russia has
struggled and, in some cases, failed to achieve import substitution. In some areas
dependence on foreign-made systems is increasing.

4. Russia’s competitiveness on the international market could fade over time and this
trend could be accelerated if a brain drain can be encouraged from Russian industry,
while disruption to production could undermine export customers’ faith in the
reliability of Russian products, starving OAC of orders.

|Recommendations

These factors leave NATO countries and their partners with a significant opportunity
to reduce the threat to the Alliance and to undermine Russia’s military-industrial
outreach. Realising this opportunity would require closing the gaps in sanctions to
cover second- and third-tier suppliers. Sanctions, moreover, must be properly enforced
such that Russia cannot reliably obtain key equipment, spare parts and materials from
Europe. European countries have been remarkably incurious as to the final destination
of critical machine tools labelled ‘not for military use’.

As Ukraine’s growing long-range strike campaign expands it is also likely to target
those facilities producing equipment that threatens Ukraine. OAC’s suppliers will be on
that list. When such strikes occur - as on SKIF-M - it will present opportunities for
Ukraine’s international partners to disrupt Russia’s ability to acquire replacement
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machine tools. This requires greater coherence between military and economic lines
of pressure, however, and greater policy agility.

It is desirable to build pathways for Russian engineers to emigrate. Although many will
be approached by Russia’s Special Services and should therefore not be recruited in the
defence sector, they represent skilled labour in the civilian sector.

It is necessary for NATO members to consider their offer to compete with Russia and
more importantly China in those countries that must soon look to replace ageing
combat air fleets. At present, NATO countries often fail on the grounds of price, and, in
cases where Germany is involved, politics. Ease of maintenance is also a factor.

One of the largest constraints on effectively disrupting Russia’s aerospace industry is
that there is still dependence in NATO countries on Russian capabilities in this sector.
Foremost among these is the refinement of titanium. Such mutual dependencies are
often used to argue against taking action. Instead, however, this should highlight
where the EU and other institutions should fund industrial capacity to eliminate this
dependence and thereby clear the path to isolate and disrupt it. Access to Russian
titanium would, in any case, not be forthcoming in the event of war. The time
necessary to substitute other capabilities for Russian ones may justify the delay of
sanctions, but the dependency does not justify inaction. It should be noted that in the
absence of measures being taken to reduce this vulnerability in the US and European
aerospace sectors, Ukraine may act unilaterally in ways that have unintended
secondary effects.
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